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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neeacd 1cr
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document mav be ti.e subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all.such patent rights.
Details of any patentrights identified during the development of the document will L2 in 11,2 Introduction
and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conven. nce of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and_~xp.=ssions related to conformity
assessment, as well as information about ISO’s adherence to the W1 O principles in the Technical Barriers
to Trade (TBT), see the following URL: Foreword — Supplen.»nt.ry iarormation.

This committee responsible for this document is ISO/IEC[ I'C 1, /nformation Technology, Subcommittee
SC 40, IT Service Maintenance and IT Governance.
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Introduction

Information technology (IT) has become pervasive in supporting and enabling the strategy of
organizations and this prevalence mandates the governance of IT as an organizational imperative.

Organizations have made significant investments in IT to automate business processes and to
communicate and transact electronically with their customers and suppliers. The benefits from
these investments have unfortunately not always materialised and in some instances, organizatiop<
have incurred significant financial and reputational damage as a result of IT failures. This has furtl e
heightened governing body awareness of the need for the governance of IT and of their responsibi.ities
in this regard.

It might be, however, that some governing bodies are uncertain of what arrangements they necd to have
in place for the governance of IT.

This Technical Specification has therefore been developed to provide guidance on ‘he i.=plementation
of governance of IT within organizations. It considers governance, both from the persy ective of gaining
assurance that the risks associated with the use of IT are appropriately manag »d, as well as ensuring
that the organization maximizes the value from its investments in IT.

It expands on the model and principles for good governance of IT.as escribed in ISO/IEC 38500
and ISO/IEC/TR 38502, and provides guidance on a methodology [ r i1 \plementing principles-based
governance of IT.
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Information technology — Governance of IT —
Implementation guide

1 Scope

1.1 Overview

This Technical Specification provides guidance on how to implement arrangements. foi effective
governance of IT within an organization.

1.2 Purpose

This Technical Specification identifies the key activities that an organizatioi has to undertake to
implement governance of IT, in accordance with ISO/IEC 38500.

It provides guidance on the design and establishment of the arrangzmer. < for the governance of IT,
clarifying roles and responsibilities of key stakeholders within the . rgaization, as well as providing
examples of matters to consider in the design of the governance nf IT.

1.3 Audience

This Technical Specification can be used by individvals responsible for governance of IT within an
organization and individuals supporting in the goveri.anc- of organizations. This Technical Specification
is applicable to organizations of all sizes and types.

2 Normative references

The following documents, in whole ¢r 11 part, are normatively referenced in this document and are
indispensable for its application. Fo. de.ed references, only the edition cited applies. For undated
references, the latest edition of tk = referenced document (including any amendments) applies.

ISO/IEC 38500, Corporate grve ~nai.ce of information technology
ISO/IEC/TR 38502, Infoi matiun technology — Governance of IT — Framework and model

3 Implementatic approach

The implemen:ation of the governance of IT should be based on a cyclic approach considering the model
presented in 1SO/IEC 38500, Figure 1. The first cycle of activities involves the establishment of the initial
“implen entation” or baseline, with subsequent cycles of the activities being used to supportand enhance
th> guvetnance of IT implementation by means of continual improvement. The duration of cycles will be
Jdiffecent 1or each organization, depending on a number of factors including the organization’s size, its
industry, as well as the maturity of the governance of IT in the organization.

The implementation cycle comprises the following main activities which are expanded in the clauses below.

— Establish and sustain enabling environment: Commence by establishingan enabling environment
which ensures that all stakeholders are appropriately identified and made aware of their roles and
responsibilities. Subsequent cycles will ensure that the enabling environment is sustained.

— Govern IT: Progress to the evaluate, direct, and monitor activities to perform the governance of IT.
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