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European foreword

This document (CEN/TR 419200:2017) has been prepared by Technical Committee CEN/TC 224
“Personal identification and related personal devices with secure element, systems, operations and
privacy in a multi sectorial environment”, the secretariat of which is held by AFNOR.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent
rights.

This document has been prepared under a mandate given to CEN by the European Commission a~d ie
European Free Trade Association.
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Introduction

ETSI/TR 119 000 [16] provides a general structure for electronic signatures standardization outlining
existing and potential standards for electronic signatures. This identifies six areas of standardization
with a list of existing and potential future standards in each area.

This guide is part of a series of guidance documents assisting users and their suppliers in identifying the
electronic signature standards and options relevant to their need. Each guide addresses a particul~=
area as identified in ETSI/TR 119 000 [16].

This series is based on the process of selecting Business Scoping Parameters for each ‘wrec of
standardization based on an analysis of the business requirements. The selection of th>se scoping
parameters is based on a process involving an analysis of the business requirements a. 4 a-sociated
risks leading to an identification of the policy and security requirements and the resu'tin_; Business
Scoping Parameters from which the appropriate standards and options can ‘b2 _cle.ced. Having
identified the requirements in terms of Business Scoping Parameters for an ar.a, each guidance
document provides assistance in selecting the appropriate standards and optio s for that area. Where
standards and options within one area make use of another area this is sw.*ed in terms of Scoping
Parameters of that other area.

This guidance does not include any normative requirements but p:oviu~s guidance on addressing the
signature creation and other related devices area, on the selection ¢ applicable standards and their
options for a particular business implementation context anc as ociated business requirements and on
the implementation of a standard (or a series of standards).

This area covers signature devices but also electronic. signature-related devices including (not
exhaustively) authentication devices, identity devices oftcring value added services around electronic
signatures. This list can be extended as further serviccs ti.at could be listed for devices are identified.

This general process of the selection of sta..dards and options is described further in
ETSI/TR 119 000:2015, 4.2.6 [16].
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1 Scope

The Technical Report provides guidance on the selection of standards and options for the
signature/seal creation and other related devices (area 2) as identified in the framework for
standardization of signatures: overview ETSI/TR 119 000 [16].

The Technical Report describes the Business Scoping Parameters relevant to this area (see Clause 5)
and how the relevant standards and options for this area can be identified given the Business Scoping
Parameters (Clause 6).

The target audience of this document includes:

— business managers who potentially require support from electronic signatures/seals in (:eir
business and will find here an explanation of how electronic signatures/seals standards ccn L2
used to meet their business needs;

— application architects who will find here material that will guide them throughout the nrocess of
designing a system that fully and properly satisfies all the business and .=gal/regulatory
requirements specific to electronic signatures/seals, and will gain a better und~rsia 1ling on how to
select the appropriate standards to be implemented and/or used;

— developers of the systems who will find in this document an understana.ng c f the reasons that lead
the systems to be designed as they were, as well as a proper knowlzdge o1 the standards that exist
in the field and that they need to know in detail for a proper deveior ment.

2 Terms and definitions

For the purposes of this document, the following terms anc defin.tions apply.

NOTE Legal definitions (from Directive 1999/93/EC [20] or negulation (EU) 910/2014 [21]) relative to this
document can be found in Annex C.

2.1

secure element

SE

tamper resistant component used to »rovide security, confidentiality, and multiple application
environment required to support vaiious? usiness models

EXAMPLE UICC, embedded SL smaiSD, smart microSD, etc.

2.2

trusted execution enironment

TEE

specific execution cnvivonment on the mobile phone (or any connected device) application processor
that is made ¢f both software and, depending of the support of the processor, hardware parts, to
manage theocess control to the memory management unit and define a boundary between secure and
unsecure (1..0obile 0S) execution environment

2.3

tow-ted user interface

Ul

means to securely address user interaction for sensitive applications through the display, keyboard,
microphone, etc.
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