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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pe:t
in the work.

The procedures used to develop this document and those intended for its further maintenanc~ 1re
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordace with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document \nay ve the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of th= dccument will be in the
Introduction and/or on the ISO list of patent declarations received (see wwv iso.v ‘g /patents) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the \onv ‘nience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards.. th : meaning of ISO specific terms and
expressions related to conformity assessment, as we'l at information about ISO's adherence to the
World Trade Organization (WTO) principles in the Tecinicai Barriers to Trade (TBT) see www.iso.
org/iso/foreword.html.

ISO/IEC TS 27008 was prepared by Joint Technicai Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This first edition of ISO/IEC TS 27008 cancois=nd replaces ISO/IEC TR 27008:2011.

Any feedback or questions on this docuzient should be directed to the user’s national standards body. A
complete listing of these bodies cai.be zund at www.iso.org/members.html.
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Introduction

This document supports the Information Security Risk Management process pointed out in
ISO/IEC 27001, and any relevant control sets identified

Information security controls should be fit-for-purpose (meaning appropriate and suitable to the
task at hand i.e. capable of mitigating information risks), effective (e.g. properly specified, designed,
implemented, used, managed and maintained) and efficient (delivering net value to the organization).
This document explains how to assess an organization’s information security controls against those and
other objectives in order either to confirm that they are indeed fit-for-purpose, effective and efficient
(providing assurance), or to identify the need for changes (improvement opportunities). The ultimate
aim is that the information security controls, as a whole, adequately mitigate information risks tha:the
organization finds unacceptable and unavoidable, in a reasonably cost-effective and business-a.’gncd
manner. It offers the flexibility needed to customize the necessary reviews based on business n.:ssicns
and goals, organizational policies and requirements, known emerging threats and v :Ine:abiiities,
operational considerations, information system and platform dependencies, and the risk app =tite of the
organization.

Please refer to ISO/IEC 27007 for guidelines for information security management s 7sten. s auditing and
ISO/IEC 27006 for requirements for bodies providing audit and certification ¢€ini.rmadtion security
management systems.
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Information technology — Security techniques
— Guidelines for the assessment of information
security controls

1 Scope

This document provides guidance on reviewing and assessing the implementation and «neration of
information security controls, including the technical assessment of information systei» ccntrols, in
compliance with an organization's established information security requirements inclvding technical
compliance against assessment criteria based on the information security require aei.ts e:.*ablished by
the organization.

This document offers guidance on how to review and assess information s:curity controls being
managed through an Information Security Management System specified b7 I5C,;'EC 27001.

It is applicable to all types and sizes of organizations, including nuc'ic and private companies,
government entities, and not-for-profit organizations conducting 1\for nation security reviews and
technical compliance checks.

2 Normative references

The following documents are referred to in the text ‘n si:ch a way that some or all of their content
constitutes requirements of this document. For daied 1 »ferences, only the edition cited applies. For
undated references, the latest edition of the referern-ed document (including any amendments) applies.

ISO/IEC 27000, Information technology — ecurity techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27017:2015, Information_tecl nc.ogy — Security techniques — Code of practice for information
security controls based on ISO/IEC Z70v.2 fur cloud services

3 Terms and definitiors

For the purposes of th's document, the terms and definitions given in ISO/IEC 27000 and the
following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO On'ine hrowsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4. Suructure of this document

Tuis document contains a description of the information security control assessment process including
technical assessment.

Clause 5 provides background information.
Clause 6 provides an overview of information security control assessments.
Clause 7 presents review methods.

Clause 8 presents the control assessment process.
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