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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives. Pa<t 2.

The main task of the joint technical committee is to prepare International Standards. Draft Interi aticnal
Standards adopted by the joint technical committee are circulated to national bodi‘s ior v _ting.
Publication as an International Standard requires approval by at least 75 % of the nacnai vodies
casting a vote.

In exceptional circumstances, when a technical committee has collected data of & diiic 'ent kind from
that which is normally published as an International Standard (“state of the ar*”, fc = ex:.mple), it may
decide by a simple majority vote of its participating members to publish a Teclinica' ieport. A Technical
Report is entirely informative in nature and does not have to be reviewed u. til t 1e data it provides are
considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this . ocument may be the subject of
patent rights. ISO and IEC shall not be held responsible for identify ing any or all such patent rights.

ISO/IEC TR 38502 was prepared by Joint Technical Committee 'SU,'IEC JTC 1, Information technology.
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Introduction

The measure of success for any investment in the use of information technology (IT), whether for new
initiatives or on-going operations, is the benefit that it brings to the organization making the investment.

Benefits from investment in IT are typically not derived directly from the actual IT acquired or
supported. Rather, realized benefits are a result of changes in business activities enabled by the use
of the technology to meet organizational needs or requirements. Organizations need strategies and
supportarrangements for [T which maximize the value from such investments while managing the ri< k=
associated with the use of IT. Risks comprise such things as the failure to deliver required capabil.ties;
failure of the business to achieve the required benefits, and the impact on the organization trem IT
failures leading to business disruption, breach of obligations, regulatory non-compliance, failures of
security, loss of data, down time, etc.

One of the challenges for organizational investment in IT is ensuring that such invest me. .t an.! acquisition
decisions are based on business strategies, priorities and needs. Those responsibic for governance of
the organization should therefore have appropriate oversight and involvement in cecisions related
to the use of IT in the business, to ensure that such decisions are based on btsiness strategies, risk
appetite, priorities and needs. The effort required to derive the expected Lonetic: should be identified
and understood.

ISO/IEC 38500I[2] recognizes that the proper balance of demand an.' suj ply of IT is a requirement of
good governance and management, which must be driven from the top ci an organization. The objective
of ISO/IEC 38500 is to provide guidance for the governing “odv of organizations when evaluating,
directing and monitoring the use of IT in their organizations.

There is evidence of confusion in the market place i2ga.ding the use of the term governance when it
applies to IT. For instance, there is often inappropriate ap nlication of the term governance to management
systems, control frameworks and information systen s that are not, in themselves, governance, but which
areboth outcomes of,and necessary enablers for, effec:ive governance. Asaresult, thereis often confusion
about the respective roles of governance and management, and this has hindered the development of
consistent guidance in respect of governar:= < nd the effective implementation of governance practices.

This Technical Report has been develepe 1 to clarify the distinction between the concepts of governance
and managementinrespectofIT.Icnrc 1desamodel thatillustrates the relationship between governance
and management, and identifies the :esponsibilities associated with each.
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Information technology — Governance of IT — Framework
and model

1 Scope

This Technical Report provides guidance on the nature and mechanisms of governance and manager yenc
together with the relationships between them, in the context of IT within an organization.

The purpose of this Technical Report is to provide information on a framework and mude: that can
be used to establish the boundaries and relationships between governance and mancgeient of an
organization’s current and future use of IT.

This Technical Report provides guidance for:

— governing bodies;

— managers who have to work within the authority and accountabilitv e:tablished by governance;
— advisors or those assisting in the governance of organizations of a'l e.zes and types; and

— developers of standards in the areas of governance of IT ai.d =2nagement of IT.

2 Terms and definitions

For the purposes of this document, the following te 'ms-and definitions apply.

21
acceptable
meets stakeholder expectations that are.capac e of being shown as reasonable or merited

2.2
accountable
answerable for actions, decisiens « nd performance

2.3
accountability
state of being accountahle

Note 1to entry: Accountc ility relates to an allocated responsibility. The responsibility may be based on regulation
or agreement o’ ti.vough assignment as part of delegation.

2.4
corpor.te governance
system b7 which corporations are directed and controlled

Ivate 1 %0 eatry: Corporate governance is organizational governance applied to corporations.
Nite 2 to entry: From Cadbury 1992 and OECD 1999.
Note 3 to entry: Definition is included to clarify changes in terminology from previous edition.

2.5
direct
communicate desired purposes and outcomes to

Note 1 to entry: In the context of governance of IT, direct involves setting objectives, strategies and policies to be
adopted by the members of the organization to ensure that use of IT meets business objectives.
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