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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neeacd 1cr
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document mav be ti.e subject
of patent rights. ISO and IEC shall not be held responsible for identifying any.ar oll such patent
rights. Details of any patent rights identified during the development of the docomen. will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.arg, patcnts).

Any trade name used in this document is information given for the conven. nce of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressiens1. lated to conformity assessment,
as well as information about ISO’s adherence to the World Trade ('rganization (WTO) principles in the
Technical Barriers to Trade (TBT) see the following URL: ww v.is¢ o1, 1so/foreword.html.

The committee responsible for this document is ISO/IEC JTc 1, Injormation technology, SC 37, Biometrics.
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Introduction

The widespread use and capability of mobile technology has created a demand for people to be able to
conduct their personal and business lives on the move in a way that previously would have been limited
to the home and office environments. To service this demand, mobile communications, applications and
transactions need to be protected to safeguard the privacy of the user and to ensure the integrity of the
transaction. This is essential for creating a trusted mobile platform environment in which individuals,
businesses, non-profit organizations and governments can transact. User authentication, being suzc
that you are dealing with the right person, is a vital part of this and one that poses particular difficu ty
when the user is communicating from an unknown remote location. The potential for impersonaz‘ion
and fraud is high.

User authentication is commonly achieved through the use of a username and password. 1 is ¢nproach
uses only one category of credentials, the password, and is referred to as Single Factor ;' utr.2ntication
(SFA). Use of a biometric instead of a password is another example of SFA. For mo.ile ¢npiications that
require high levels of security, policy may require the use of more than one credentia’ Use of more than
one credential is referred to as Multi Factor Authentication (MFA). Multi-facto - authentication can be
accomplished with one or more of the following:

a) something you know (e.g. password);
b) something you have (e.g. identity card);
c) something you are (e.g. face, fingerprints, iris).

Authentication, in providing assurance that a person is wh¢ thev say they are, can be improved through
the use of biometric recognition. Other forms of identii’caci~i, such as tokens or passwords, are not
closely bound to an individual in the same manner as o bicmetrics is, and provide greater opportunity
for substitution or theft. Password and token authkenticacion authenticates the password or the token
not the person and the authentication assurance 1o linited by the level of trust that exists that the
password or token is being presented by the legitimate user and has not been acquired by an impostor.

The range of mobile devices and commu.ication channels involved in mobile transactions is large
and variable. Smart phones, tablets, I2g*opz and other smart devices based on embedded systems are
common examples of mobile devices ~id the Internet and Global System for Mobile communications
(GSM) are examples of communicat.an cnannels. Mobile devices are often owned by their users but not
always; they could be company ow nea and supplied to employees for their own use.

A number of mobile device \n~nuvfacturers produce units containing sensors. Conceivably, these sensors
could be used to collect hiomn.ccrics [i.e. camera for face, touch screen for finger or palm, microphone
for voice, Global Positinnl. g System (GPS) and accelerometers for gait]. Applications built for mobile
platforms may use t. ese sensors to capture biometrics for purposes such as authentication.

This Technica' kenort audresses the use of biometrics in scenarios where a person is mobile and wants
to connect o a specific service irrespective of the device type and communication channel.

There a -e three key issues to consider when biometrics are used in such scenarios.

— The Liometric capture environment - application developers will require a means of taking into
accountthe uncontrolled nature of the capture environment. The uncontrolled capture environment
will most likely mean that it is not possible for capture conditions to conform to the ‘best practice’
constraints for biometric capture (e.g. pose, background, etc.) set outin current biometric standards;
and also require recognition algorithms and/or thresholds to be modified to take account in the case
of reduced quality of biometric capture if the application can be compliant with reduced security.

— Biometric data privacy and security implications - the distribution of biometric data to commercial
deviceswithsecurity weaknessesand storage ofbiometricdatainthird-party cloudimplementations.
In this Technical Report, these security and privacy issues are addressed by referencing other
standards where available noting that work is ongoing in establishing benchmarks and ‘best
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practice’ to safeguard information including personal information. Definition of standards for
security in mobile devices is not in the scope of this Technical Report.

— Biometric authentication - relative consistency of approach to biometric authentication across
all application developers to ensure ‘best practice’ and consistent ‘look and feel’ for users.” (More
information may be found in NISTIR 8003).

Current biometric standards and associated security standards for biometrics do not yet adequately
address the issues raised with the use of biometric capture on commercial computing devices, with
distribution of biometric data via ‘the cloud’. Work is still required in establishing benchmarks and
‘best practice’.

This Technical Report is aimed at all parties with an interest in offering biometric functions or a
biometric framework for use on mobile platforms including developers of third-party open .oui-e
software libraries. It is also intended to provide a reference document for standards developers :eerning
to develop standards for the use of biometrics in mobile environments.
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Information technology — Biometrics used with mobile
devices

1 Scope

This Technical Report provides guidance for developing a consistent and secure method of biom. tric
(either alone or supported by non-biometric) personalization and authentication in a mn.aotile
environment for systems procured on the open market.

Guidance is provided for
— 1:1 verification or 1:few positive identification;

— biometric sample capture in the mobile environment where conditions are ot well controlled and
not covered in ISO/IEC Biometric interchange format standards and tke 153 1EC Biometric sample
quality Technical Reports;

NOTE1  Further information regarding architectures may be founc. 'n N.ST/SP 500-288.

— thebestuseofmultiplebiometricand non-biometric (PINs;na<swords, personal data) personalization
and authentication methods (i.e. multifactor).

NOTE2  More information may be found in ISO/IEC 3010¢ 1.

This Technical Report defines a framework to addre-s methods and approaches for remote and
unsupervised enrolment, together with secure stcrage and transmission of biometric and supporting
biographic data, covering a variety of both online coniected and offline modes.

This Technical Report identifies the functiona' elements and components of a generic mobile biometric
system and the distinct characteristics ~f cac.1 component. It provides guidance related to a generic
mobile architecture with reference tc sv ppoiting standards.

The context recognizes a) the user as being mobile and b) operation across a variety of platforms,
particularly mobile devices b=t a'so including tablet, laptop and other personal computing devices.
The key to defining this coni2xt \s whether the user’s environment is physically controlled by the
organization to which thr u:er ceeks access.

2 Normative refer::nces

The following do-uments, in whole or in part, are normatively referenced in this document and are
indispensatle [ar its application. For dated references, only the edition cited applies. For undated
references, tho latest edition of the referenced document (including any amendments) applies.

1SQ/152.2.382-371, Information technology — Vocabulary — Part 37: Biometrics

~»

2 lerms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the
following apply.

1) For a freely available copy of ISO/IEC 2382-37:2012, see: http://standards.iso.org/ittf/
PubliclyAvailableStandards/index.html.
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