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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neeacd 1or
the different types of document should be noted. This document was drafted in accordance with ‘he
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document mav be ti.e subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all.such patent rights.
Details of any patentrights identified during the development of the document will L2 in 11,2 Introduction
and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conven. nce of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and_~xp.=ssions related to conformity
assessment, as well as information about ISO’s adherence to the W1 O principles in the Technical Barriers
to Trade (TBT) see the following URL: Foreword - Suppleme~tai 7 information

The committee responsible for this document is ISO/1EC_J\v'C 1, Information technology, SC 6,
Telecommunications and information exchange between syst.m:.

ISO/IEC TR 29181 consists of the following parts, unde= the general title Future Network — Problem
statement and requirements:

— Part 1: Overall aspects

— Part 2: Naming and addressing
— Part 3: Switching and routing
— Part 4: Mobility

— Part 5: Security

— Part 6: Media transpart

— Part 7: Service comyosition

Additional part., dealing with quality of service and networking of everything are planned.
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Introduction

This part of ISO/IEC TR 29181 (Future Network: Problem Statement and Requirements) describes the
problems of the current network and the requirements for Future Network in the security perspective.
The general description on the problem statement and requirements for Future Network is given in the
ISO/IEC TR 29181-1. In addition, this part of ISO/IEC TR 29181-5 establishes the problem statement
and requirements for Future Network in the viewpoint of architecture and functionality for security
support.

In general, network security includes information security and the network’s own security. Net\’or .«
securityis concerned with hardware, software, basic communication protocol, network frame structi re,
communication mechanism factors of the network, and involving a wide range of many chings. This
part of ISO/IEC TR 29181 will focus on changing the security mechanism of network secu.ity “rom the
perspective of the future.

This part of ISO/IEC TR 29181 can be applicable to the overall design of Future Netv.ark architecture.
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Information technology — Future Network — Problem
statement and requirements —

Part 5:
Security

1 Scope

This partofISO/IEC TR 29181 describes the problem statements of currentnetwork zndthe. 2quirements
for Future Network in the security perspective. This part of ISO/IEC TR 29181 mai..'y sy ~cifies

— problems of the current network in security environment, and

— requirements for security support in Future Network.

2 Terms and definitions

For the purposes of this document, the following terms and defir itions apply.

2.1

Future Network

FN

network of the future which is made on clean-sl te cesign approach as well as incremental design
approach; it should provide futuristic capabilities a.:a services beyond the limitations of the current
network including the Internet

[SOURCE: ISO/IEC/TR 29181-1:2012, 3.1}

2.2

Net Space

new dimensional time-space svs.em created by humans with communication, computer and other
information technology, wiich p.ovides new space for human information activities (including
information gathering, prou<ssiag, storing, transmission etc.) and is becoming an ever important part
of the survival and deveiooment environment for human society

Note 1 to entry: Net Sy 2ce 15 derived and expended from network.

Note 2 to entrv. It ‘s becorning an ever important part of the survival and development environment for human
society.

2.3

FMN Space

EN

meoin space for information activities of human society and finally developed to the virtual world
vorresponding to and closely interacted with the physical world

Note 1 to entry: FN Space will be the development and improvement of Net Space.

Note 2 to entry:

3 Abbreviations

FN Future Network
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