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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives. Pa-t 2.

The main task of the joint technical committee is to prepare International Standards. Draft Interi aticnal
Standards adopted by the joint technical committee are circulated to national bodi‘s ior v _ting.
Publication as an International Standard requires approval by at least 75 % of the nacnai vodies
casting a vote.

In exceptional circumstances, when the joint technical committee has collected data o'z different kind
from that which is normally published as an International Standard (“state of the a.*”, for example), it
may decide to publish a Technical Report. A Technical Report is entirely inforzi:ativ2in nature and shall
be subject to review every five years in the same manner as an Internationa. Stai dard.

Attention is drawn to the possibility that some of the elements of tlis ¢ ocument may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying a v or all such patent rights.

ISO/IEC TR 27016 was prepared by Joint Technical Commi*tee ISc,/..C JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

This Technical Report provides guidelines on information security economics as a decision making
process concerning the production, distribution, and consumption of limited goods and services. Actions
for the protection of an organization’s information assets require resources, which otherwise could be
allocated to alternative non-information security related uses. The reader of this Technical Report is
primarily intended to be executive management who have delegated responsibility from the governing
body for strategy and policy, e.g. Chief Executive Officers (CEOs), Heads of Government Organizatiors,
Chief Financial Officers (CFOs), Chief Operating Officers (COOs), Chief Information Officers (CIOs), Ch'cy
Information Security Officers (CISOs) and similar roles.

Information security management is often seen as an information technology only anp.nach using
technical controls (e.g. encryption, access and privilege management, firewalls, and 1. trusion and
malicious code eradication). However, any application of information security is not eficctive without
considering a broad range of other controls (e.g. physical controls, human resou :ce contiols, policies
and rules, etc.). A decision has to be made to allocate sufficient resources to support a broad range
of controls as part of information security management. This Technical Repirt supports the broad
objectives of information security as provided in the ISO/IEC 27000 family o' ~taadards by introducing
economics as a key component of the decision making process.

Coupled with a risk management approach (ISO/IEC 27005[3]) an¢ t’ie 2buiicy to perform information
security measurements (ISO/IEC 27004[4]), economic factorsneed to bucor.sidered as part ofinformation
security management when planning, implementing, maintaining ana improving the security of the
organization’s information assets. In particular, economic justii’c 2*ions are required to ensure spending
on information security is effective as opposed to using the resources in a less efficient way.

Typically, economic benefits of information security n.anarement concern one or more of the following:
a) minimizing any negative impact to the organization’s business objectives;

b) ensuring any financial loss is acceptable;

c) avoiding requirements for additional r.sw« apital and contingency provisioning.

Information security managemert m v-dalso produce benefits that are not driven by financial concerns
alone. While these non-financial beeficz’are important, they are usually excluded from financial based
economic analysis. Such benefits 1eed to be quantified and included as part of the economic analysis.
Examples include:

a) enabling the business to participate in high-risk endeavours;

b) enabling the busine. s to satisfy legal and regulatory obligations;

c) managing ~m1stome. expectations of the organization;

d) managing community expectations of the organization;

e) maiataining a trusted organizational reputation;

). proviling assurance of completeness and accuracy of financial reporting.

Megative financial and non-financial economic impacts as a result of a failure by the organization to
provide adequate protection of its information assets are increasingly becoming a business issue. The
value of information security management includes identifying a direct relationship between the cost of
controls to prevent loss, and the cost benefit of avoiding a loss.

Increasing levels of competition are resulting in the need for organizations to focus on the economics of
risk.
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This Technical Report supplements the ISO/IEC 27000 family of standards by overlaying an economic
perspective on protecting an organization’s information assets in the context of the wider societal
environment in which an organization operates.
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Information technology — Security techniques —
Information security management — Organizational
economics

1 Scope

This Technical Report provides guidelines on how an organization can make decision. to protect
information and understand the economic consequences of these decisions in the contexu»f cxmpeting
requirements for resources.

This Technical Report is applicable to all types and sizes of organizations and p.aviu~s information
to enable economic decisions in information security management by top managoment who have
responsibility for information security decisions.

2 Normative references

The following documents, in whole or in part, are normatively refer »nced in this document and are
indispensable for its application. For dated references, oni tie edition cited applies. For undated
references, the latest edition of the referenced document (includ ngany amendments) applies.

ISO/IEC 27000, Information technology — Security. techn.urs — Information security management
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the ter as ond definitions given in ISO/IEC 27000 and the following
apply.

3.1

annualized loss expectancy

ALE

monetary loss (3.13) that czn b e expected for an asset due to a risk over a one year period

Note 1 to entry: ALE is de.'ned as: ALE = SLE x ARO, where SLE is the Single Loss Expectancy and ARO is the
Annualized Rate of Occur.ence.

3.2

direct value

value that ¢an e determined by a value of an identical replacement or substitute in the event of an
information acset or assets being harmed or lost

Ncte 1 o2 ontry: This value is positive as long as the information asset is not harmed but seen as loss if the event
OLCUL R

2.3
economic factor
item or information that affects an asset’s value (3.22)

3.4
economic comparison
consideration of competing or alternative cases for the allocation of resource
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