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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters <
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenanc~ 1re
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria necded for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document riicv be che subject of
patent rights. ISO shall not be held responsible for identifying any or all such natent .ights. Details of
any patent rights identified during the development of the document will be in ti:e Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for th~ cz.veiii<nce of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, *ht meaning of ISO specific terms and
expressions related to conformity assessment, as well as_infc 'mation about ISO's adherence to the
World Trade Organization (WTO) principles in the Tecknic: | Barriers to Trade (TBT), see www.iso.org/
iso/foreword.html.

This document was prepared by Joint Technical /Commiittee ISO/IEC JTC 1, Information technology,
Subcommittee SC 22, Programming languages, their cmy.ronments and system software interfaces.

This first edition cancels and replaces ISO/IET TR:24772:2013, which has been split into several parts.

This document is intended to be used witi,'SO/IEC TR 24772-1, which discusses programming language
vulnerabilities in a language indenen lext fashion.

Alist of all parts in the ISO/IEC 2- 772 series can be found on the ISO website.

Any feedback or questions ¢n 121is uocument should be directed to the user’s national standards body. A
complete listing of these o/ tes can be found at www.iso.org/members.html.
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Introduction

This document provides guidance for the programming language C, so that application developers
considering or using C can better avoid the programming constructs that lead to vulnerabilities and
their attendant consequences. This guidance can also be used by developers to select source code
evaluation tools that can discover and eliminate such constructs in their software, or the developers of
such tools.

It should be noted that this document is inherently incomplete. It is not possible to provide a complete
list of programming language vulnerabilities because new weaknesses are discovered continually.
Any such report can only describe those that have been found, characterized, and determined to have
sufficient probability and consequence. The guidance in this document has been drawn from exis*ing
safety and security coding rules41[2][Z][9][11]to[15],

viii © ISO/IEC 2020 - All rights reserved
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Programming languages — Guidance to avoiding
vulnerabilities in programming languages —

Part 3:
C

1 Scope

This document specifies software programming language vulnerabilities to be avoided in the
development of systems where assured behaviour is required for security, safety, mission-critical and
business-critical software. In general, this guidance is applicable to the software developed, reviewed,
or maintained for any application.

This document describes the way that the vulnerabilities listed in ISO/IEC TR 24772-1 are manifested
or avoided in the C language.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382, Information technology — Vocabulary
ISO/IEC 9899, Information Technology — Programming Languages — C

ISO/IEC TR 24772-1, Programming languages — Guidance to avoiding vulnerabilities in programming
languages — Part 1: Language-independent guidance

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382, ISO/IEC 9899,
ISO/IEC TR 24772-1 and the following apply

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1

formal parameter

object declared as part of a function declaration or definition that acquires a value on entry to the
function, or an identifier from the comma-separated list bounded by the parentheses immediately
following the macro name in a function-like macro definition

3.2
runtime-constraint
requirement on a program when calling a library function

© ISO/IEC 2020 - All rights reserved 1
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