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INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-604: Conformance test cases for
the IEC 60870-5-104 companion standard

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization com risi 1
all national electrotechnical committees (IEC National Committees). The object of IEC is to wvro. ote
international co-operation on all questions concerning standardization in the electrical and elertroiic fie 1s. To
this end and in addition to other activities, IEC publishes International Standards, Technica, spe.ifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referrea to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, gover ymental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC 2a laborates closely
with the International Organization for Standardization (ISO) in accordance with co. dition determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as r.arly ¢ s possible, an international
consensus of opinion on the relevant subjects since each technical commitice bis representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international 's-.~nd are accepted by IEC National
Committees in that sense. While all reasonable efforts are made f_ ens re that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for tt2 wey in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National C. mm.'tees undertake to apply IEC Publications
transparently to the maximum extent possible in their/nationz’ and regional publications. Any divergence
between any IEC Publication and the corresponding natio. al o regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of cor formity. Independent certification bodies provide conformity
assessment services and, in some areas, acci s ) IEC marks of conformity. IEC is not responsible for any
services carried out by independent certificatian »hou.zs.

6) All users should ensure that they have th¢ la’cst edition of this publication.

7) No liability shall attach to IEC or its ¢ -ecie==, employees, servants or agents including individual experts and
members of its technical committees anu |EC National Committees for any personal injury, property damage or
other damage of any nature wk~tsover, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the schlicaton, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the 'lormauve references cited in this publication. Use of the referenced publications is
indispensable for the ~_-rec. application of this publication.

9) Attention is drawn tc the »ossibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shali ~ot be held responsible for identifying any or all such patent rights.

The mairi tack ¢f IEC technical committees is to prepare International Standards. In
exceptional rircaumstances, a technical committee may propose the publication of a technical
specification when

» ‘he rcyuired support cannot be obtained for the publication of an International Standard,
de-pit: repeated efforts, or

<. the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 60870-5-604, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Resolution of ambiguities between IEC 60870-5-104:2006 and IEC TS 60870-5-604:2016
(together with IEC 60870-5-104/AMD1);
b) Refinement of some test cases to enhance operability between tested devices;

c) Additional test cases (mainly negative test cases) added.

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/1614/DTS 57/1683/RVC

Full information on the voting for the approval of this technical specificatien can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of IEC 60870 series, published under the ¢g=nral title Telecontrol equipment
and systems, can be found on the IEC website.

The committee has decided that the contents of this publicadon will remain unchanged until
the stability date indicated on the IEC website uncer ‘http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e transformed into an International standard,

e reconfirmed,

e withdrawn,

e replaced by a revised edition, ~r

e amended.

A bilingual version of this gubication may be issued at a later date.

IMPORTANT --The 'cc'our inside’ logo on the cover page of this publication indicates
that it con‘ain.. colours which are considered to be useful for the correct
understanuing of its contents. Users should therefore print this document using a
colour »rinte..
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INTRODUCTION

This part of IEC 60870, which is a technical specification, describes test cases for
conformance testing of telecontrol equipment or systems using the IEC 60870-5-104
companion standard and IEC 60870-5-6, Guidelines for conformance testing for the
IEC 60870-5 companion standards.
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TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-604: Conformance test cases for
the IEC 60870-5-104 companion standard

1 Scope

This part of IEC 60870, which is a technical specification, describes test case.. for
conformance testing of telecontrol equipment, Substation Automation Systems (SAJ) a~d
telecontrol systems, including front-end functions of SCADA, using the IEC 60879-5 104
companion standard and |IEC 60870-5-6, Guidelines for conformance testing fc- the IEC
60870-5 companion standards.

The use of this part of IEC 60870 facilitates interoperability by providing a staridard method of
testing protocol implementations, but it does not guarantee interoperabi'ity ¢. devices. It is
expected that using this specification during testing will minimize ‘ne ./isk of non-
interoperability.

The goal of this part of IEC 60870 is to enable unambiguous 7ind standardised evaluation of
IEC 60870-5 companion standard protocol implementations. Th~.auidelines and conditions for
the testing environment are described in IEC 60870-5-3. The detailed test cases per
companion standard, containing among others mandatory ant optional mandatory test cases
per Basic Application Function, ASDU and transmiss.on yrocedure, will become available as a
technical specification. Other functionality may ne~d aiditional test cases but this is outside
the scope of this part of IEC 60870. For proper testing, it is recommended to define these
additional test cases. This document is such a icchnical Specification for the mentioned
companion standard.

This part of IEC 60870 deals mainly witii-=ecmmunication conformance testing; therefore other
requirements, such as safety or. EMC. are not covered. These requirements are covered by
other standards (if applicable) anc the.rioof of compliance for these topics is done according
to these standards.

2 Normative refererce s

The following docun enw, in whole or in part, are normatively referenced in this document and
are indispensable for s application. For dated references, only the edition cited applies. For
undated refercces, .he latest edition of the referenced document (including any
amendments) appiies.’

IEC 60t70-5-4:1993, Telecontrol equipment and systems — Part 5: Transmission protocols —
Sceticn .« Definition and coding of application information elements

IEC 50870-5-5:1995, Telecontrol equipment and systems — Part 5: Transmission protocols —
Snaction 5: Basic application functions

1 The base standard always takes precedence. In case of ambiguity between this technical specification and the
base standards (IEC 60870-5-1 to IEC 60870-5-5, IEC 60870-5-104), this part of IEC 60870 needs to be
clarified or amended.

When testing, negative behaviour is not described in the base standard, the behaviour described in this
document prevails and should be observed.

The conformance statement produced after testing indicates any lack of conformance to either the test plan or
the base standard.
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