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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL IMPORTANT TO SAFETY - PLATFORM
QUALIFICATION FOR SYSTEMS IMPORTANT TO SAFETY

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comp ising
all national electrotechnical committees (IEC National Committees). The object of IEC is to | ron.te
international co-operation on all questions concerning standardization in the electrical and electronic fielcx. Tu
this end and in addition to other activities, IEC publishes International Standards, Technical Specii.~aticns,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter refer =2d » as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Comr.i. tee 1...erested
in the subject dealt with may participate in this preparatory work. International, governmentc' and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC «ollaborates closely
with the International Organization for Standardization (ISO) in accordance with cor.titioas determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly a poscible, an international
consensus of opinion on the relevant subjects since each technical commnittse has .epresentation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and a.e accepted by IEC National
Committees in that sense. While all reasonable efforts are made to nsire that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the wa, in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National: Coi>miw22s undertake to apply IEC Publications
transparently to the maximum extent possible in their nati>nal and regional publications. Any divergence
between any IEC Publication and the corresponding natior=' or . 2gional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. 1idependent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bo 'ies.

6) All users should ensure that they have the lai>st 2dicon of this publication.

7) No liability shall attach to IEC or its dire':tors, employees, servants or agents including individual experts and
members of its technical committees 2nd  -C 'lational Committees for any personal injury, property damage or
other damage of any nature whatsoevr, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publicction, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the No! mutive references cited in this publication. Use of the referenced publications is
indispensable for the correct a,»!*Cation of this publication.

9) Attention is drawn to- i = pussibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC st Il nc be held responsible for identifying any or all such patent rights.

The main task-cf IEC tuchnical committees is to prepare International Standards. However, a
technical <con mittice may propose the publication of a technical report when it has collected
data of a di‘erenat kind from that which is normally published as an International Standard, for
exampl~ "state of the art".

'EC TR 6.084, which is a technical report, has been prepared by subcommittee 45A:
inctruinentation, control and electrical systems of nuclear facilities, of IEC technical
vominittee 45: Nuclear instrumentation.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
45A/1106/DTR 45A/1141/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Technical background, main issues and organisation of the Technical Report

It is recommended that platforms are used for the development and implementation of I&C
systems. These platforms are understood here as a set of hardware and software
components that may work co-operatively in one or more defined architectures
(configurations).

Some |&C platforms were not conceived originally for the implementation of nuclear
specific, safety applications. These I&C platforms have been proven and certified for
industrial applications but the qualification for the nuclear safety application has to be
demonstrated.

There are standards within SC 45A and in particular WG A3 which cover the develcon.2nt
and qualification of computer-based systems and the corresponding application funcians.
However, it is not clear how the standards from SC 45A can be used on the qualifica‘ion of
1&C platforms.

Other relevant standards of SC 45A are in WG A7 (safety categories).and 1.» WG A9
(qualification of electrical equipment).

Annexes are included to illustrate the approaches applied in differeni coun ries and their
experiences.

This Technical Report is written to support decision makers 1>ate to the issues, goals
and results of the platform qualification and the system qualificaticx:

Situation of the current Technical Report in the structure of the IEC SC 45A standard
series

IEC 63084 as a technical report is a fourth level IEC. SC 45 A document.

For more details on the structure of the IEC SC 45A standard series, see item d) of this
introduction.

Recommendations and limitations regarding the application of the Technical Report

It is important to note that a technical r2port is entirely informative in nature. It gathers
data collected from different origins andJ it »stablishes no requirements.

Description of the structure of the 1EZ SC 45A standard series and relationships with other
IEC documents and other boairs’ ‘ocuaments (IAEA, ISO)

The top-level documents o® ti.2 IEC SC 45A standard series are IEC 61513 and
IEC 63046. IEC 61513 provid=: general requirements for I&C systems and equipment that
are used to perform funclions important to safety in NPPs. IEC 63046 provides general
requirements for elcctrio= power systems of NPP; it covers power supply systems
including the suprly cvstems of the I&C systems. IEC 61513 and IEC 63046 are to be
considered in canjui ction and at the same level. IEC 61513 and IEC 63046 structure the
IEC SC 45A stai.tard series and shape a complete framework establishing general
requiremer..c for ins.rumentation, control and electrical systems for nuclear power plants.

IEC 61813 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related > categorization of functions and classification of systems, equipment
qual fication, separation, defence against common cause failure, control room design,
elcotromagnetic compatibility, cybersecurity, software and hardware aspects for
piogranmable digital systems, coordination of safety and security requirements and
management of ageing. The standards referenced directly at this second level should be
considered together with IEC 61513 and IEC 63046 as a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by
IEC 63046 are standards related to specific equipment, technical methods, or specific
activities. Usually these documents, which make reference to second-level documents for
general topics, can be used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and
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in the relevant documents of the IAEA nuclear security series (NSS). In particular this
includes the IAEA requirements SSR-2/1, establishing safety requirements related to the
design of nuclear power plants (NPP), the IAEA safety guide SSG-30 dealing with the
safety classification of structures, systems and components in NPP, the IAEA safety guide
SSG-39 dealing with the design of instrumentation and control systems for NPP, the IAEA
safety guide SSG-34 dealing with the design of electrical power systems for NPP and the
implementing guide NSS17 for computer security at nuclear facilities. The safety and
security terminology and definitions used by SC 45A standards are consistent with those
used by the IAEA.

IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle
framework. Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation
of the general requirements of IEC 61508-1, IEC 61508-2 and I|IEC 61508-4, for the
nuclear application sector. In this framework IEC 60880, IEC 62138 and |EC 62566
correspond to IEC 61508-3 for the nuclear application sector. IEC 61513 and IEC 63046
refer to ISO as well as to IAEA GS-R-3 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics
related to quality assurance (QA). At level 2, regarding nuclear security, IEC 62645 is the
entry document for the IEC SC 45A security standards. It builds upon the valid high level
principles and main concepts of the generic security standards, in particular
ISO/IEC 27001 and ISO/IEC 27002; it adapts them and completes them to fit the nuclear
context and coordinates with the IEC 62443 series. At level 2, regarding control rooms,
IEC 60964 is the entry document for the IEC SC 45A control rooms standards and
IEC 62342 is the entry document for the IEC SC 45A ageing management standards.

NOTE It is assumed that for the design of I&C systems in NPPs that implement conventional safety functions
(e.g. to address worker safety, asset protection, chemical hazards, process energy hazards) international or
national standards would be applied.

NOTE 2 |EC SC 45A domain was extended in 2013 to cover electrical systems. In 2014 and 2015 discussions
were held in IEC SC 45A to decide how and where general requirement for the design of electrical systems
were to be considered. IEC SC 45A experts recommended that an independent standard be developed at the
same level as IEC 61513 to establish general requirements for electrical systems. Project IEC 63046 is now
launched to cover this objective. When |IEC 63046 will be published this Note 2 of the introduction of
IEC SC 45A standards will be suppressed.
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NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL IMPORTANT TO SAFETY - PLATFORM
QUALIFICATION FOR SYSTEMS IMPORTANT TO SAFETY

1 Scope

1.1 General

This Technical report provides an assessment framework and activities for efficient and
transparent qualification of I&C platforms for use in nuclear applications important to safety,
according to nuclear standards and state of the art. The assessment aims at a pre-
qualification of I&C platforms outside the framework of a specific plant design. Qualification is
assumed to be pre-requisite for allowing the particular I&C platform to be used for
implementation of the safety classified I&C system. It is to enable parties implementing
particular plant specific I&C systems to concentrate on application functions, while for basic
system functions to rely on platform qualification.

The 1&C platform qualification is based on evaluation of the hardware and software functions
provided by the platform ensuring safe and cost-effective life-cycle support of I&C systems.
That would include tools for software engineering and software development (software module
libraries), code generation, validation, maintenance, etc.

Basic means of equipment qualification, as prescribed by the IEC/IEEE 60780-323, are
through analysis, type testing and documented operational experience. Other documents
applicable for qualification for nuclear use include IEC 61513, IEC 60880, IEC 62138,
IEC 62566, IEC 62671 and IEC 61226.

The features of the I&C platform to be qualified will be identified in requirements on the 1&C
platform. The requirements can vary, but in essence are based on suppliers' claims on the
product scope and functionality. Those claims are normally given in platform documentation
such as system descriptions and supplier's requirements for design, implementation,
verification & validation. They are all based on the appropriate IEC SC 45A standards and
national regulations.

1.2 Framework
This document is organized as follows:

e Clause 5 addresses the role of the platform qualification, including the conceptual design
and the documentation constituting the basis for the process of platform qualification.

e Clause 6 is the main clause of this document addressing the process and methods of
platform qualification. Crucial aspects of documentation and maintenance of the
qualification are included.

e Clause 7 addresses platform elements necessary for safe and efficient implementation
and life cycle support of plant-specific I&C systems.

e Aspects of the I&C platform qualification are further developed and exemplified in
annexes. Annex A lists licensing issues of the Finnish licensing approach. Annex B
discusses the qualification of Areva's TELEPERM XS platform, actualized with notes on
qualification from the Finnish Olkiluoto 3 NPP. Annex C discusses the qualification of
Westinghouse's FPGA-based platform of modules type ALS (Advanced Logic System).
Annex D discusses the qualification of CTEC’s digital platform FirmSys for use in systems
important to safety in NPP. Annex E discusses the qualification of SOOSAN ENS’s
POSAFE-Q platform. Annex F discusses the qualification of Rolls-Royce’s digital safety
I&C platform Spinline in the framework of the type approval for the ELSA project. The five
examples given in Annexes B to F are all of platforms developed for nuclear application.



