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INTERNATIONAL ELECTROTECHNICAL COMMISSION

LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
SECURITY ASPECTS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comnrising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote interna.’onal
co-operation on all questions concerning standardization in the electrical and electronic fields. To this <nd <nd
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technica' Re, orts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s) , Tueir
preparation is entrusted to technical committees; any IEC National Committee interested in the < hjec* deinit with
may participate in this preparatory work. International, governmental and non-governmental orgaii. ation. liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Orgcnization for
Standardization (ISO) in accordance with conditions determined by agreement between the t vo organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as noss.2's, an international
consensus of opinion on the relevant subjects since each technical committee has .=pres: ntation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use a. < are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure th.t tk2 technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in whicn they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Commil.ces . ndertake to apply IEC Publications
transparently to the maximum extent possible in their national aad re qion¢ | publications. Any divergence between
any IEC Publication and the corresponding national or regioral pc.hlicc*ion shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Inde ~nenuent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, ~m('oyecs, servants or agents including individual experts and
members of its technical committees and IEC Ncticn il Committees for any personal injury, property damage or
other damage of any nature whatsoever. wvhcth~r direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication v.e of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative refe.2nces cited in this publication. Use of the referenced publications is
indispensable for the correct appii2atic n of this publication.

9) Attention is drawn to the poss pilily that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be he!d rc -por sible for identifying any or all such patent rights.

The main task of IEC e ~hri’cal committees is to prepare International Standards. In exceptional
circumstances, a technical committee may propose the publication of a Technical Specification
when

— the require ! support cannot be obtained for the publication of an International Standard,
despite reneated efforts, or

— _ the s ibject is still under technical development or where, for any other reason, there is the
futurc but no immediate possibility of an agreement on an International Standard.

Technical Specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 63208, which is a Technical Specification, has been prepared by subcommittee 121A:
Low-voltage switchgear and controlgear, of IEC technical committee 121: Switchgear and
controlgear and their assemblies for low voltage.
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The text of this Technical Specification is based on the following documents:

Draft TS Report on voting
121A/321/DTS 121A/331A/RVDTS

Full information on the voting for the approval of this Technical Specification can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged uni!' the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data relctea to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

o replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page .5 this publication indicates
that it contains colours which are considered to be us‘:tul fo the correct understanding
of its contents. Users should therefore print this dncumeat using a colour printer.
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INTRODUCTION

The growing use of data communication capabilities by switchgear and controlgear (called
‘equipment” in this document) automatically increases cybersecurity risks. In addition,
information technology is more often interconnected to and even integrated into industrial
systems which therefore, increase this risk.

Very often, switchgear, such as circuit-breakers, or controlgear, such as overload relays or
proximity switches, are equipped with data communication interface. They can be connected to
a logic controller or remote display, with local and remote connectivity for giving access to data
such as actual power supply values, monitoring data, data logging and remote upgrade.

For these typical applications for electrical distribution and machinery, minimum cyberse >un./
requirements are needed for maintaining an acceptable level of safety integrity of the prctecion
functions for equipment, with or without data communication capability. These req tireiren s are
intended to limit the vulnerability of the data communication interfaces. To keep the iargest
freedom of innovation, the relevant requirements for a defined application<are determined
preferably by a systematic risk assessment approach.

The intention of this document is to:

1) develop an awareness of cybersecurity risks associated with unir.*enr.ed operation and loss
of protective functions;

2) provide minimum cybersecurity requirements for equipme: 1 w mitigate the likelihood of
unintended operation and loss of protective functions i’1 the context of electrical distribution
installations and control systems of machinery;

3) provide guidance to avoid impairing the functioralii* 01 equipment, in all operating modes,
as a consequence of the implementation of se :urit:’ countermeasures.

This document gives guidance on countermeasures applicable to the design of the equipment
(hardware, firmware, network interface, accass control, system) and on additional
countermeasures to be considered fer (he implementation and instruction for use. This
document uses relevant references tciC0O/t2C 27001, IEC 62443 (all parts) and IEC 62351 (all
parts).

As a first stage, the content of this document is intended to be referenced by product standards.
The common security requiren ant of IEC SC 121A product standards are expected to be moved
to a future edition of IEC.6L 747 1.
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LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
SECURITY ASPECTS

1 Scope

This document applies to the security related main functions of switchgear and controlgear
during the whole lifecycle of the equipment. It is applicable to wired and wireless data
communication means and the physical accessibility to the equipment, within its limits of
environmental conditions.

This document is intended to develop awareness about security aspects anc. prcviaes
recommendations and requirements on the appropriate countermeasures againsi ‘uli.~rability
to threats.

In particular, it focuses on potential vulnerabilities to threats resulting in:

— unintended operation of the switching device or the control device ~r stn<or, which can lead
to hazardous situations;

— unavailability of the protective functions (overcurrent, earth 'eakage, etc.).

This document does not cover security requirement for i=fori ation technology (IT) and for

industrial automation and control systems (IACS), but it only implements in switchgear and

controlgear appropriate security countermeasures ¢=rivad wom the base security publication
ISO/IEC 27001 and the group security publications IEC 62343 (all parts).

This document, as a product security publication, tciiows IEC Guide 120 and includes typical
use case studies as given in Annex B.

2 Normative references

The following documents are refe rec to in the text in such a way that some or all of their content
constitutes requirements of thic:dccument. For dated references, only the edition cited applies.
For undated references, /th.. latest edition of the referenced document (including any
amendments) applies.

IEC 60364-7-729, Low-\oltage electrical installations — Part 7-729: Requirements for special
installations or locatic.:s — Operating or maintenance gangways

IEC 60947-1:2220, Low-voltage switchgear and controlgear — General rules

IEC 624 '3-4-1:2018, Security for industrial automation and control systems — Part 4-1: Secure
prcduce ¢ 2velopment lifecycle requirements

'EC 02443-4-2:2019, Security for industrial automation and control systems — Part 4-2:
Technical security requirements for IACS components

IEC TR 63201:2019, Low-voltage switchgear and controlgear — Guidance for the development
of embedded software

ISO/IEC 27001:2013, Information technology — Security techniques — Information security
management systems — Requirements

FIPS 186-4, Digital Signature Standard (DSS)
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