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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR FACILITIES - INSTRUMENTATION AND CONTROL, AND
ELECTRICAL POWER SYSTEMS - ARTIFICIAL INTELLIGENCE
APPLICATIONS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comp.’sing
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote inter. atio. al
co-operation on all questions concerning standardization in the electrical and electronic fields. To thic end anu
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical i eports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publicton3)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the sur ect ucalt with
may participate in this preparatory work. International, governmental and non-governmental organiza. ans liaising
with the IEC also participate in this preparation. IEC collaborates closely with the Internatioi al Organization for
Standardization (ISO) in accordance with conditions determined by agreement between ti.> tw > organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as pc=sible an international
consensus of opinion on the relevant subjects since each technical committee h.s re presentation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use ana =re accepted by IEC National
Committees in that sense. While all reasonable efforts are made to_ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the v.ay in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Comm. ttees undertake to apply IEC Publications
transparently to the maximum extent possible in their nationa’ anc reg..=.al publications. Any divergence between
any IEC Publication and the corresponding national or regiona, nub. ~ation shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC mars of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest ecition.of this publication.

No liability shall attach to IEC or its directors, emy' yees, servants or agents including individual experts and
members of its technical committees and 15 1«21 onal Committees for any personal injury, property damage or
other damage of any nature whatsoeve , v.nether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normau. = 1 >ferences cited in this publication. Use of the referenced publications is
indispensable for the correct 7pp ‘catiun of this publication.

Attention is drawn to the pcasi. litv that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be he. 1 responsible for identifying any or all such patent rights.

IEC TR 63468 has L 2en arepared by subcommittee 45A: Instrumentation, control and electrical
power systems of nuc.»ar facilities, of IEC technical committee 45: Nuclear instrumentation. It
is a Technical Renort.

The text of thi> Technical Report is based on the following documents:

Draft Report on voting

45A/1458/DTR 45A/1472/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside" logo on the cover page of this document in''icates that it
contains colours which are considered to be useful for the correct understai.&'ii g of its
contents. Users should therefore print this document using a colour printe,
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INTRODUCTION

Technical background, main issues and organization of the technical report

Artificial intelligence(Al) is transforming many fields including nuclear industry drastically. It
has been explored and deployed for many years in the nuclear industry and recent advances
in Al have enabled many more potentials. Wide adoption of Al calls for standardization
efforts to minimize the risks and optimize the efficiency in developing and deploying Al
applications. Due to its nature as an enabling technology, the topic of Al applications will
cross-cut with almost all working groups within SC 45A, which entails discussions on the
setting up of a new working group to dedicate to this new technical field.

This technical report overviews Al technologies from a nuclear perspective, and summaries
potential Al application scenarios in nuclear facilities. Based on these inputs, a three-ticred
structure for nuclear Al standards within the framework of SC 45A is proposec. aid
development priorities are discussed. This document then moves on from techrnical
discussions to the organizational challenges in SC 45A. It analyses the cross-:utl.ng r ature
of Al applications in nuclear facilities and makes the recommendation the setti.a-ug a new
working group, whose title and scope are also proposed. Possibility of SC 45A licison with
other technical subcommittees is explored and recommendation is given ac ordingly.

Situation of the current technical report in the structure of the IEC SC .'5A standard
series

The technical report IEC TR 63468 is a fourth level IEC SC 45+ doc iment. This document
overviews the fundamentals of artificial intelligence (Al) and its otential applications in
nuclear facilities to foster better understanding and adop.ior of Al technologies within such
facilities. It also proposes a structure for future SC 45A itandard series on nuclear Al
applications.

For more details on the structure of the SC 435A otandard series, see item d) of this
introduction.

Recommendations and limitations regarding thr application of this technical report

This document is the first of its kind within SC 45A, intended to pave the road for extensive
and systematic efforts in the standard Aev=lopment activities with regard to Al applications.
It helps stakeholders to understand-the ni.in benefits and challenges of Al from a nuclear
perspective. More documents are canecv.ad to follow in this direction in the coming years.

It is important to note that & techrical report is entirely informative in nature, and it
establishes no requirements.

Description of the struzt:ire - f the IEC SC 45A standard series and relationships with
other IEC documents \r.d hther bodies documents (IAEA, I1SO)

The IEC SC 45A su.ndard series comprises a hierarchy of four levels. The top-level
documents of the: IET SC 45A standard series are IEC 61513 and IEC 63046.

IEC 61513 provide general requirements for instrumentation and control (1&C) systems and
equipment u.at are used to perform functions important to safety in nuclear power plants
(NPPs). IET 65046 provides general requirements for electrical power systems of NPPs; it
covers puwe: supply systems including the supply systems of the |I&C systems.

IEC 31513 and IEC 63046 are to be considered in conjunction and at the same level.
IEC 21513 and IEC 63046 structure the IEC SC 45A standard series and shape a complete
fitomev'ork establishing general requirements for instrumentation, control and electrical
nnwer systems for nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general
requirements for specific topics, such as categorization of functions and classification of
systems, qualification, separation, defence against common cause failure, control room
design, electromagnetic compatibility, human factors engineering, cybersecurity, software
and hardware aspects for programmable digital systems, coordination of safety and security
requirements and management of ageing. The standards referenced directly at this second
level should be considered together with IEC 61513 and IEC 63046 as a consistent
document set.
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At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific requirements for specific equipment, technical methods, or
activities. Usually these documents, which make reference to second-level documents for
general requirements, can be used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and in
the relevant documents of the IAEA nuclear security series (NSS). In particular this includes
the IAEA requirements SSR-2/1 , establishing safety requirements related to the design of
nuclear power plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety
classification of structures, systems and components in NPPs, the IAEA safety guide «SG-
39 dealing with the design of instrumentation and control systems for NPPs, the IAEA rafe'v
guide SSG-34 dealing with the design of electrical power systems for NPPs, the IAE.) sa’aty
guide SSG-51 dealing with human factors engineering in the design of NPF. an! the
implementing guide NSS42-G for computer security at nuclear facilities. The saicity and
security terminology and definitions used by the SC 45A standards are consistent \:ith those
used by the IAEA.

IEC 61513 and IEC 63046 have adopted a presentation format similai to th: basic safety
publication IEC 61508 with an overall life-cycle framework anu.a osysiem life-cycle
framework. Regarding nuclear safety, IEC 61513 and IEC 6306:'€ pi2viue the interpretation
of the general requirements of IEC 61508-1, IEC 61508-2 and IEC 67508-4, for the nuclear
application sector. In this framework, IEC 60880, IEC 6213¢ and I=C 62566 correspond to
IEC 61508-3 for the nuclear application sector.

IEC 61513 and IEC 63046 refer to ISO 9001 as well a5 to !/AcA GSR part 2 and IAEA GS-
G-3.1 and IAEA GS-G-3.5 for topics related to qualit ac=rrance (QA).

At level 2, regarding nuclear security, IEC 62645 is *he entry document for the IEC/SC 45A
security standards. It builds upon the valid hi¢ch level principles and main concepts of the
generic security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it adapts them
and completes them to fit the nuclear cortext and coordinates with the IEC 62443 series. At
level 2, IEC 60964 is the entry documei t for the IEC/SC 45A control rooms standards,
IEC 63351 is the entry document«fo: e human factors engineering standards and
IEC 62342 is the entry document 7o1 the ageing management standards.

NOTE 1 It is assumed that for the des’an v, 1&C systems in NPPs that implement conventional safety functions
(e.g. to address worker safety, ass t pictection, chemical hazards, process energy hazards) international or
national standards would be appinod.

NOTE 2 IEC TR 64000 pro\'~ies 1 more comprehensive description of the overall structure of the IEC SC 45A
standards series and of i":: relauunship with other standards bodies and standards.
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NUCLEAR FACILITIES — INSTRUMENTATION AND CONTROL, AND
ELECTRICAL POWER SYSTEMS - ARTIFICIAL INTELLIGENCE
APPLICATIONS

1 Scope

This document overviews the fundamentals of artificial intelligence (Al) as it could potentially
be applied within nuclear facilities and identifies proven or potential applications, wit: the
objective to foster better understanding and adoption of Al technologies within such fauilitics.
With the objective of supporting future standard development work of IEC SC 45A in this
technical area, this document takes the initiative to propose a structure for SC A5/ sta~dard
series on nuclear Al applications, and recommends setting up a new dedicated w ‘rkii.2group
to be responsible for and coordinate standard development efforts in this particular a.=a, taking
into account its cross-cutting nature.

As some technical aspects of Al are still evolving, and the regulatory frame ~vork from nuclear
regulators is not yet established, this document focuses on Al applicz*iono.‘n nuclear facilities
that are non-safety related. However, this approach does no. necessarily exclude the
applicability of Al technologies in safety applications in nuclear faciliti:s where the technology
itself and the related regulatory framework support such potentials.

2 Normative references

The following documents are referred to in the text/ n such a way that some or all of their content
constitutes requirements of this document. For date *.references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61513, Nuclear power plants — lis:uriientation and control important to safety - General
requirements for systems

IEC 63046, Nuclear power pla.xts - Electrical power system — General requirements

IEC TR 63400, Nuclear facilites — Instrumentation, control and electrical power systems
important to safety — Stru~ture of the IEC SC45A standards series

ISO/IEC 22989:2022, ‘iiformation technology — Artificial intelligence — Artificial intelligence
concepts and ‘c.minoloyy

ISO/IEC 23033, Framework for Artificial Intelligence (Al) Systems Using Machine Learning (ML)

1SN TR 29119-11, Software and systems engineering — Software testing — Part 11:
Suiuline. on the testing of Al-based systems

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp


https://www.electropedia.org/
https://www.iso.org/obp
https://www.stdhive.com/standards/bs-pd-iec-tr-634682023-pdf/

