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INTERNATIONAL ELECTROTECHNICAL COMMISSION

LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
GUIDANCE FORTHE DEVELOPMENT OF EMBEDDED SOFTWARE

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to orc mote
international co-operation on all questions concerning standardization in the electrical and electronic fie'ds. "o
this end and in addition to other activities, IEC publishes International Standards, Technical Specificat. ns,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to s ".EC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Comi ittec inte ¢sted
in the subject dealt with may participate in this preparatory work. International, governmei.'al a..d non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborai>s closely
w ith the International Organization for Standardization (ISO) in accordance with conditiors determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as p 'ssible an international
consensus of opinion on the relevant subjects since each technical committee has . epr.serntation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and ar.. ac_epted by IEC National
Committees in that sense. While all reasonable efforts are made to ensur~ that the technical content of IEC
Publications is accurate, IEC cannotbe heldresponsible for the wa i1 which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committe 3s ui dertake to apply IEC Publications
transparently to the maximum extent possible in their national ai 1rezional publications. Any divergence
between any IEC Publication and the corresponding national v~ reg'onal publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. i. dep andent certification bodies provide conformity
assessment services and, in some areas, access to IEC marns of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latec v 2a tion cf this publication.

No liability shall attach to IEC or its directors, cmployees, servants or agents including individual experts and
members of its technical committees ancd IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoevar, \ nef'.er direct or indirect, or for costs (including legal fees) and
expenses arising out of the publicat™on, 1se of, orreliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Norria.>/e 1c.erences cited in this publication. Use of the referenced publications is
indispensable for the correct arplication of this publication.

Attention is drawn to the | nssibiiity that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shaii ~ot . = held responsible for identifying any or all such patent rights.

The maintask of IEC .=chnical committees is to prepare International Standards. However, a
technicalcomiii‘tee may propose the publication of atechnical report when it has collected
data of a Jiffe.ent ind from that which is normally published as an International Standard, for
example "stote ufthe art”.

IEZ 1763201, whichis a technical report, has been prepared by subcommittee 121A: Low-
weltane s witchgear and controlgear, of IEC technical committee 121: Switchgear and
cortroigear and theirassemblies for low voltage.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting

121A/256/DTR 121A/287A/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colourinside’'logo on the cover page of this publicatiol indicates that it
contains colours which are considered to be useful for the cori>cf understanding of its
contents. Users should therefore print thisdocument using a «©lovr printer.
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INTRODUCTION

Programmable electronics are now being integrated within switchgear and controlgear. For
example, soft-starters, electronic overload relays, circuit-breakers with electronic trip units,
proximity switches with builtin micro-controllers and some accessories such as extension
modules and control panels are using programmable electronics with embedded software
called firmware. This embedded software often supports the main functions (see 3.3) provided
by the equipment such as overcurrent protection and otherimportant functions, e.g. alarm
detection from monitoring devices.

The integration of embedded software within switchgear and controlgear should not degrade
the integrity of their main functions compared to purely electromechanical equipn ent.
Therefore, a minimum set of standard requirements forembedded software is provided v tiiis
document.

This document takes into account the existing best practices for developing emuedded
software within safety functions for automation given by IEC 61508-3. Functional safety
approach is mainly used in machinery, automotive, automation and process.au.omation where
safety functions are implemented with multiple components which should i~ratci.aconsistent
level of integrity when combined. In other sectors, such as electric Cistri>ution and power
control systems, key functions such as over-current release, resicuai cur.cnt release, load
monitoring, etc. should follow installation rules and coora.natid>n rules which are
systematically safety and reliability related. Therefore, this document can be seen as
providing the principles of the good practice given by IEC 61.9¢ -3.

This document is also intended to provide an up-to-lat.: method with regards to the
supplement SE of UL 489.

The intention of this document is to provide guidar.:e 7.bout:

— risk assessment aspects in relation to er.bedded software;
— embedded software evaluation methad,

— software architecture;

— basic codingrules;

— measures to control softwarse crrors;

— software verification ani ils relationship with the validation of the equipment or system.

In this document, the tern» “software” is used as a generalized term for embedded software.
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LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
GUIDANCE FORTHE DEVELOPMENT OF EMBEDDED SOFTWARE

1 Scope

This document provides information, and recommended minimum requirements related to
embedded software supporting the main functions of switchgear and controlgear during the
whole lifecycle of the equipment. It includes also the parameterization aspects and basics
about secure coding standards.

This document can be used in addition to product standard requirements when not alread,
covered.

This document is appropriate for new development or major changes in existing equ.»ment.

This document is not intended to cover the functional safety of control systems ormachinery
or for automation which are covered by IEC 62061, ISO 13849-1 and IE™ 6 .508 (all parts),
neither the cybersecurity risk which are covered by ISO 27005, and 1”7 62743 (all parts). It

gives only some example of secure coding rules.

NOTE Future new publication IEC TS 6320871 is under development for in.nl »manting embedded cybersecurity
measures within switchgear and controlgear based on ISO 27005 and 12T 62 43 (all parts).

2 Normative references

The following documents are referred to in the toxt 'n such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. Forundated references, the la'estadition of the referenced document (including
any amendments) applies.

ISO/IEC 2382-1:1993, Information te ~iinc logy — Vocabulary — Part 1: Fundamental terms

3 Terms and definitiorz

For the purposes of this 1ocument, the terms and definitions given in ISO/IEC 2382-1:1993,
as well as the following apply.

ISO and IEC rnintain terminological databases for use in standardization at the following
addresses:

e |EC. Electiopedia: available at http://www.electropedia.org/

e .. 1T72 Online browsing platform: available at http://www.iso.org/obp

3.1

omuedded software

software, supplied by the manufacturer, that is an integral part of the equipment and that is
not accessible for partial modification

Note 1 to entry: Firmware and system software are examples of embedded software.

Note 2 to entry: An embedded software can be upgraded by anintegral upload.

1 Future publication IEC TS 63208 is currently at CD stage.
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