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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 90-2: Deep packet inspection
of encrypted communications

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardizaw.xn cu.prising
all national electrotechnical committees (IEC National Committees). The object of IEC is ‘o promote
international co-operation on all questions concerning standardization in the electrical and « lectronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Te:Yni. al Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereaft.r retc.ved to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC N&‘iona. Com nittee interested
in the subject dealt with may participate in this preparatory work. Internatinnal, arvernmental and non-
governmental organizations liaising with the IEC also participate in this preyaraticy. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance vith conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters expres. . ~.nearly as possible, an international
consensus of opinion on the relevant subjects since each techniz.i cc nmittee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for inuxrna’onar use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are m.de (o ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsiliie for -he way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible i\ their national and regional publications. Any divergence
between any IEC Publication and the correspor: iing national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestatiun ~r conformity. Independent certification bodies provide conformity
assessment services and, in some areas accass to IEC marks of conformity. IEC is not responsible for any
services carried out by independent cer ficauon bodies.

All users should ensure that they ~ave the latest edition of this publication.

No liability shall attach to IEf, o’ its directors, employees, servants or agents including individual experts and
members of its technical com.itte’;s and IEC National Committees for any personal injury, property damage or
other damage of any na.'re wnatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising ouf-f th» publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to ti. = Normative references cited in this publication. Use of the referenced publications is
indispensable v the correct application of this publication.

Attention /s a.awn to the possibility that some of the elements of this IEC Publication may be the subject of
patent righi.. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
tec. nica: committee may propose the publication of a technical report when it has collected
uta o f a different kind from that which is normally published as an International Standard, for
axa.mple "state of the art".

IEC TR 62351-90-2, which is a technical report, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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The text of this Technical Report is based on the following documents:

Enquiry draft Report on voting
57/1939/DTR 57/2002/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62351 series, published under the general title Power sysiems
management and associated information exchange — Data and communications securi.’, can
be found on the IEC website.

The committee has decided that the contents of this document will remain unchang=>d until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in tho data ielated to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued ai A lcter Jate.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which ar~ ~on.idered to be useful for the correct
understanding of its contents. Users si:uld therefore print this document using a
colour printer.
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INTRODUCTION

This part of IEC 62351, which is a technical report, analyses the impact of encrypted
communication channels in power systems introduced with the IEC 62351 series. As defined
in IEC 62351 an encrypted channel can be employed when communicating with IEDs and
encryption can be adopted at message level as well. For example, the use of encrypting TLS
setups according to IEC 62351-3 introduces some difficulties when Deep Packet Inspection
(DPI) is needed to inspect the communication channel for monitoring, auditing and validation
needs.

In this document different techniques are analyzed that can be employed to circumvent these
issues when DPI of communications is required.
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POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 90-2: Deep packet inspection
of encrypted communications

1 Scope

This part of IEC 62351, which is a technical report, addresses the need to perforri. Duep
Packet Inspection (DPI) on communication channels secured by IEC 62351. The rai.> foi.us is
the illustration of the state-of-the art of DPI techniques that can be applied to the various
kinds of channels, highlighting the possible security risks and implementaticn costs.
Additional, beyond state-of-the-art proposals are also described in order.to zircumvent the
main limits of existing solutions.

It is to be noted that some communications secured by IEC 6235 =re ~ot encrypted, but only
add integrity and non-repudiation of the message — however they a.= r.entioned here for the
sake of completeness around IEC 62351 and DPI.

2 Normative references

The following documents are referred to in the teat in such a way that some or all of their
content constitutes requirements of this document. -or dated references, only the edition
cited applies. For undated references, the latest ediuon of the referenced document (including
any amendments) applies.

IEC 62351-3, Power systems manage:eit and associated information exchange — Data and
communications security — Part. 3: \Communication network and system security — Profiles
including TCP/IP

IEC TS 62351-4, Power svsicms mnanagement and associated information exchange — Data
and communications secur.® — Part 4: Profiles including MMS

IEC TS 62351-5, Powe - systems management and associated information exchange — Data
and communications zerurity — Part 5: Security for IEC 60870-5 and derivatives

IEC TS 6235 .-6, Power systems management and associated information exchange — Data
and commui.ica.ions security — Part 6: Security for IEC 61850

IET v2?k1-7, Power systems management and associated information exchange — Data and
comunications security — Part 7: Network and System Management (NSM) data object
mcdels

IEC TS 62351-8, Power systems management and associated information exchange — Data
and communications security — Part 8: Role-based access control
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