Interoperability framewari:
requirement specificaton

([
bSlo ..making excellence a habit’


https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

PD CLC/TS 50560:2014

PUBLISHED DOCUMENT

National foreword
This Published Document is the UK implementation of CLC/TS 50560:2014.

The UK participation in its preparation was entrusted by Technical
Committee IST/6, Data communications, to Panel IST/6/-/12, Home
Electronic Systems.

A list of organizations represented on this committee can be obtained on
request to its secretary.

This publication does not purport to include all the necessary provisions of
a contract. Users are responsible for its correct application.

© The British Standards Institution 2015.
Published by BSI Standards Limited 2015

ISBN 978 0 580 85910 6
ICS 35.240.99; 97.120

Compliance with a British Standard cannot conf>r it ymunity from

legal obligations.

This Published Document was published ui der the authority of the
Standards Policy and Strategy Comm’ttee on 30 April 2015.

Amendments/corrigenda issu.d s nce publication

Date Text affecu d



https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

PD CLC/TS 50560:2014

TECHNICAL SPECIFICATION CLC/TS 50560
SPECIFICATION TECHNIQUE

TECHNISCHE SPEZIFIKATION October 2014

ICS 35.240.99; 97.120 Supersedes CWA 50560:2010

English Version
Interoperability framework requirement specification

Spécification d'exigences cadre d'interopérabilité Rahmenspezifikation fiir Interoperabilita.~anfc.derungen
(IFR<

This Technical Specification was approved by CENELEC on 2014-08-11.

CENELEC members are required to announce the existence of this TS in the same way as for an EN a. 1 to ma ‘e the TS available promptly
at national level in an appropriate form. It is permissible to keep conflicting national standards in foi' =.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulge i\, Crc atia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Gree. =, Hi agary, Iceland, Ireland, Italy, Latvia,

Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Slovakia, S avenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Européisches Komitee flr Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2014 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. CLC/TS 50560:2014 E


https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

PD CLC/TS 50560:2014

CLC/TS 50560:2014 -2-
Contents

(70 ] 1 =T 0 | £ PP 1
FOTEWOID ..o ettt ettt 6
[ aYuge o [UTo] 1 o] o D TP PP 7
T o 0 o1 PRSP 9
2 NOIMALIVE REIBIBNCES ..ttt 9
3 Terms, definitions and ADDreViatioNS . ..o s 10
3.1 SeCUNity DefiNItIONS ..iuniiiiiie e s oo
3.2 Process DefinitioNS ......iiiiiiii i 1
3.3 Interoperability ..o e (et ... 14
3.4 ADDIEVIALIONS ...t e s 14
4 The Interoperability FrameWOrK .........ocouiiiiiiiiei e e 17
4.1 The FUNCHION SEEPS ittt ettt e a e e eeens . VTTTITR 17
411 GeNETAL e e e 17
O I 1 1= )= oY 17
N O T @0 o o 11 = Y4 o o I U S 17
O @ T o 1= - [0 o O P 17
4.1.5 ManagemMent. ..o T s 18
4.2 THE LEVEIS ot e 18
5 Conformance ClausSes .......ccooevviiiiiiiiiiiii /PR 19
5.1 Interoperability Conformance ReqUIremMents ... ... i 19
5.L1 0 GENEIAL et e 19
B.1.2 TNt IOr et 19
5.1.3 Object Description ............ N 19
5.1.4  ODJECT DIiSCOVEIY ittt e ettt 20
5.1.5  Object CoNfigUIatifin. e 20
LT S @ ] o] =Yoa A @ T o 1=T = L4 o e R PP 20
5.1.7  ODbjJeCt Manag mMeE M oo e 20
5.1.8 Object Accesa.=nd Safety ReqUIremMents ......ooooviiiiiiiiiiiinee e, 20
5.2 Conformance SR CIAUSES . ouiiiii e 20
5.2.1 Obje t Idenufier Description ReqUIremMents .......oocuvviieiiiiiiniiineeeeeeeeen 20
5.2.2  Cojcctifunctional Description RequiremMents .......ooovvviniinieieiiieceeeeenn 21
5.2.3 Lscrvery Process ReqQUIrEMENTS ...couuiiiiiiiiiiii e 22
5.7 Coni'guration Process ReqUIrEMENTS .. ..o 23
5.2.5 Operation ReQUITEMENTS .....ii i 23
C.2.6 Management REQUIFEMENTS . ....ciiuiiiiiiii ettt 23
5.2.7 Object Security, Safety and Priority and Access Requirements.................. 24
Anne: A (informative) Steps of discovery, configuration, operation and management .......... 25
AN Y/ =S a T Yo [o] Lo o Y PP 25
Al1l (O] o] 1o 41 7= S PP 25
A.1.2 =Y 0 ¥ ] 0 1N 25
A N o o 0 - (o o P 26
A.3 THe FUNCHION SEEPS .ouuiiiiiiie ettt et et e e 26
A.3.1 GBNETAL .t 26
A.3.2 DS o017 =T PP 26

A.3.3 (0201011 To [0 T4 To ] o PO PP 29


https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

PD CLC/TS 50560:2014

-3- CLC/TS 50560:2014
A.3.4 (O o 1= =1 o o PP 30
A.3.5 MANAGEMENT ...ttt e 30
AL TRE LBVEIS ittt 30
A.4.1 IS = O PP PP PPN 30
A.4.2 [0S PSPPI TPTPPTN 31
A.4.3 LBVl 2 e 32
A.4.4 LBVl B e e 33
A.4.5 LBVl 4 e 24
A.4.6 [0S PP PPPTP 37
A.4.7 LBV I B ittt s 38
A.4.8 Combinations of Different Levels in the Same Installation .....................co0 ol 40
AL D USE S S ittt e 41
A.5.1 METNOAOIOGY . it e e 41
A5 1.1 GENEIAL . 41
A.5.1.2 DeSCribDe USE-CaASE....iiviiiiiiii e e 41
A.5.2 Scenarios to lllustrate Interoperability Levels ..........coooiiiiiiii i, 42
AB.2. 1 GENEIAL it e 42
A5.2.2 LEVEI O e e e 43
AD.2.3 LV L oo 43
AB5.24 Level 2. . TP 43
A5.25 Level 3. T RPN 44
ALD. 2.6 LBVl 4 oo 44
ALD.2.7 LVl B o 44
AL5.2.8  LEVEI B oo e 45
A.6 IFRS Methodology...........ccovun .. AP YT PP PP PPOPPRPPPTPPR 45
A.6.1 GENEIAL e e 45
A.6.2 Physical Layer, Paihwevs and Media (PHY) ... 45
A.6.3 Data Link Control{D) C) e 46
A.6.4 Network Lay r anu ROULING (NWK) .o.uiiiiic e 47
A.6.5 TranspOit a d SESSION (TRS) ittt 48
A.6.6 Presentat, =i and Application (APP) ... 49
A.6.7 IERS ISSUES — A SUMIMAIY ettt et eae e 49
A.6.8 WO NG ASSUMPTIONS ..ttt et et et et e e e et e e e e e e e e e e e ens 50
A.6.¢ Rationale for the Function Steps and Associated ProCcessSes.......ccovcvvveiiiiniineennnnne. 51
S S €Y o =T - | O PP 51
AL 9.20  ArCHhITECIUTAl ISSUEBS ...ttt 52
A.7 Security, Safety, Access and Priority ConsSiderationS.........covvuuviiniiiiiiiieiieiiieineeeeeian 52
A7.1 Introduction to Security CONSIAErationS .......vvuuiiiiii it 52
A.7.2 References and Standards ........c..oouiiiiiiii e 55
Annex B (normative) Interoperability Implementation Conformance Statement..................... 56
B SO P i 56
B2 RO OIS et 56


https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

PD CLC/TS 50560:2014

CLC/TS 50560:2014 -4 -

B.3.1 DfINITIONS et 56
B.3.1.1  General DefinitioNS. ... 56
B.3.1.2  SeCUrity DefiNITIONS ..iuuiiiiiiie it 60
B.3.1.3 Interaction Model DefinitioNs ........oiiiiiiii e 62
B.3.1.4  ProcCess DefiNitiON .. ... 66
B.3.1.5  INtErOPerability oo e 67
B.3.1.6  Other DefiNitiONS ..oouu e 68
B.4 Requirements for Conformance to this IICS ........c.coiiiiiiiiiii e 29
B.4.1 GBNEIAL .t 59
B.4.2 Object Identifier Description REQUIrEMENTS . ......ovuiiiieiieiiee e e 69
B.4.3 Object Functional Description ReqUIr€MENTS ......c..viiiiiiiiiiiieiieeee e e 69
B.4.3.1  GeNEIAl..e i 69
B.4.3.2 Object ClassifiCation.......ccouiiiiiiii e T e 69
B.4.3.3 Object Discovery INTerface ......c.coviiiiiiiiiiiiiii e et e 70
B.4.3.4 Object Configuration Interface ...........coovviiiiiiiii e 70
B.4.3.5 Object Management INterface........cccovviieiiiiini e e 70
B.4.3.6  Object Functional Interface..........c.oviiiiiii i 70
B.4.4 Discovery ReqUIrEMENTS ... c.uii e e i e 70
B.4.4. 1 GENEIAl ..o 70
B.4.4.2 Object Descriptions: Self and Objects to be Liscevered .......oocovvvviiiiiiiiiiiinen, 70
B.4.4.3 Communication Mode..............ccoeeveinnnn. T Y TP 71
B.4.4.4  DiSCOVEIY PrOCESS i iiu ittt ittt ettt et e e e e e et et e et e e e e et e e anas 71
B.4.4.5  DISCOVEIY SCOPE .iuuiiiniiiiiieiie e e ettt et eans 71
B.4.4.6  SeCUrity and PriVACY ........cos i e 71
B.4.5 CoNfIQUIatioN REQUIN M BT (S . ittt ettt e e e e ens 71
B.4.5. 1 BINAINGS ceiiiiiiiiiiieiie it e 71
B.4.5.2  CommUNICALION MO Ta .. o e 71
B.4.5.3  CONfiQUIatiON P O eSS ittt 71
B.4.5.4  SECUIILY @NG PIIVAUY . uuiiiiie ettt eans 72
B.4.6 OPEratinn R QUITEMENTS ...ttt et ettt e e eans 72
B.4.6.1  APPliCation -OPeIratioN .. uu e 72
B.4.6.2  SCECUILY @NA PriVACY ...ttt 72
B.4.7 Mai agement REQUITEMENTS .. ... e e e e e e e e e e 72
B.4.71 COmMMUNICAION MOUE .. ...ttt 72
S.4.7.0 ManagemMENTt PrOCESS . ...t 72
B.4 7.37  SECUNItY @nNd PriVACY ... oot e 73
B.5 Instructions for Completion Of the TICS ... 73
B.5.1 GENEIAL e 73
B.5.2 Key to the Table ENtries ... e 73
B.6 Global Statement of ICS CONfOIMANCE .......ceiiiiiiii e 74
B.7 Specific Statements of IICS CONfOrMANCE .....cc.uuiiiiiiiiiici e 74
B.7.1 GBNEIAL e e 74

B.7.2 (O] o] [=To S OF=1 2= 1[0 T 11 1= T PP 74


https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

B.7.3
B.7.4
B.7.5
B.7.5.1
B.7.5.2
B.7.6
B.7.6.1
B.7.6.2
B.7.7
B.7.7.1
B.7.7.2
B.7.8

PD CLC/TS 50560:2014

-5- CLC/TS 50560:2014
OPeration CatalOQUE .......ciueiiiiiie et 75
Object and Operation Interoperability Catalogue ..........cocooviiiiiiiiiiii e, 76
UPPEE LAYl PICS (AP P ittt e e e e 77
GBNEIAL .t 77
Additional Requirements for Gateways at APP Layer........ccoooooviiiiiiiiiiiiiiinn 77
Network Layer and Routing PICS (NWK) ... 78
GENEIAL e 78
Additional Requirements for Gateways at NWK Layer..........cccooeeviiiiiiniiiiiiiiiieinns 79
Data Link Control and MAC PICS (DLC/MAC) ..ciuiiiiiiiiiieiiee e ee e 30
LCT=T 01T - | PRSPPI 80
Additional Requirements for Gateways at DLC/MAC Layer .........cocovveneiiiti et 81
Media and PHY PICS (PHY) .o e 82

BBl Og AP Y e T e 83


https://www.stdhive.com/standards/bs-pd-clcts-505602014-pdf/

PD CLC/TS 50560:2014
CLC/TS 50560:2014 -6 -

Foreword

This document (CLC/TS 50560:2014) has been prepared by CLC/TC 205, "Home and Building
Electronic Systems (HBES)".

This document supersedes CWA 50560:2010.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all .such
patent rights.

This document has been prepared under a mandate given to CENELEC by the European  >animisson
and the European Free Trade Association.
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Introduction

The objective of this Technical Specification, the Interoperability Framework Requirements
Specification (IFRS), is to specify a methodology that will give consumers the confidence to buy
products from different companies both now and in the future, knowing that they will operate together.

Achieving this requires several phases of standardisation to ensure integration from the physical
connectors to the way systems function. There are three phases of integration:

»  Co-existence - where different systems can operate in the same environment without hindei ng
each other's’ operation;

* Interworking - where different technologies are connected together to transfer data eiic to-end. It
is primarily a technical solution encompassing connectors, protocols, bridges, etc. :

* Interoperability - where different application functions are able use the shered u.: rmation in a
consistent way. This requires interworking as a building block as well as-oex. tenre, and adds
business rules, processes, and security provisions that enable applicatic= to 7~ joined together.

Various systems work

successfully in the same
environment —they do
not share anything

Co-existence

- Two system types adapt to
" Spacien each other’s protocols and
Interworking Interw o ing h ;
By share resources for a

specific application

Many systems and many
applications work together
successfully sharing
resources

Interoperability

Figure 1

1€ Interoperability Framework Requirements Specification, IFRS, addresses the third of these terms.
It provides a common set of rules to enable products that use different standards to interoperate when
they are present in an installation.

This TS covers four high level functional activities: discovery, configuration, operations and system
management. It puts forward a common set of requirements that if complied with, and if coexistence
and interworking are assured, will enable interoperability. It does not address co-existence or
interworking on the basis that this is achieved by technology standards.
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Interoperability is provided by alliances of commercial businesses (and there are several such
alliances), but to ensure interoperability customers are limited to purchasing products from members
of the alliance. This TS acknowledges the work and the value of such alliances but specifically
addresses the ability for customers to purchase products and services from competing alliances and
still achieve interoperability. In doing so it expects to increase the market for those alliances that
conform to the IFRS as customers will purchase their products with greater freedom of choice and
confidence that they will work.
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1 Scope

This Technical Specification contains a specification of an Interoperability Requirements Framework,
specifying seven levels of interoperability, based on four groups of interoperability steps specified by
five types of interaction, plus a methodology based on conformance clauses for satisfying
requirements related to the claimed level of interoperability of devices installed in a Home and Building
Electronic System (HBES, HES).

It is applicable to installations of a single type of HBES, or that interconnect two or more dissimilar
HBESs. Within a HBES of a single type any of its capabilities for service, applications and connectivity
topology can be used. Interconnection technologies used to interconnect dissimilar HBES are similarly
unconstrained.

For applicable installations, the scope of its provisions applies to: the connection of devices to the
various communications services to enable them to communicate end-to-end across internetworked
media; the processes of discovery by which devices find out about each other and configuration to
associate them with each other; and the generic aspects of application operation; and management.

This Technical Specification is not applicable to the interoperability required between devices to
implement specific applications, such as heating or lighting control, energy management, or
entertainment. The interoperability requirements defined in this Technical Specification are necessary
for such application interoperability but not sufficient. This Technical Specification does not define how
measurements are made; nor the algorithms that receive, process and respond to them; nor the
interaction between users, service providers, and the HBES application(s). This is the responsibility of
experts and organisations that specialise in particular application domains.

2 Normative References

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ETSI/TS 101 761-2, Broadband Radio Access Networks (BRAN);HIPERLAN Type 2; Data Link
Control (DLC) Layer;Part 2: Radio Link Control (RLC) sublayer

ETSI/TS 300 406:1995, Methods for testing and Specification (MTS); Protocol and profile,
conformance testing specifications; Standardization methodology.

ISO/IEC 9646-1, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 1: General concepts.

ISO/IEC 9646-7, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 7: Implementation Conformance Statements

ITU X.800, Data communication networks: Open systems interconnection (OSl); Security structure
and applications - Security architecture for open systems interconnection for CITT applications



