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Foreword

This document (CEN/TS 16702-2:2015) has been prepared by Technical Committee CEN/TC 278 “Intelligent
transport systems”, the secretariat of which is held by NEN.

This part 2, the trusted recorder is the second part of the standard suite of the secure monitoring for
autonomous toll systems. The overall concept of secure monitoring is defined in part one,
CEN/TS 16702-1:2014.

Attention is drawn to the possibility that some of the elements of this document may be the subject of natent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rightc

This document has been prepared under a mandate given to CEN by the European Commission <nd ‘he
European Free Trade Association.

According to the CEN-CENELEC Internal Regulations, the national standards organization.: of the following
countries are bound to announce this Technical Specification: Austria, Belgium, Bulgai.., Croatia, Cyprus,
Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonic.. Frai.ce, Germany,
Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Nether.ancs, Norway, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey anau the United Kingdom.
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Introduction

The widespread use of tolling requires provisions for users of vehicles that are roaming through many different
toll domains. Users should be offered a single contract for driving a vehicle through multiple toll domains and
those vehicles require onboard equipment (OBE) that is interoperable with the toll systems in these toll
domains. Thus, there is a commercial and economic justification both in respect of the OBE and the toll
systems for enabling interoperability. In Europe, for example, this need has been officially recognized ar.c
legislation on interoperability has been adopted (see directive 2004/52/EC) and the associated commiss.~:i
decision.

The Technical Specification “Electronic fee collection — Security framework” (CEN/TS 16429) \rovides an
overview of general security requirements of the stakeholders and provides a comprehensive ti.-ea. analysis
for the assets in an interoperable EFC scheme. A number of identified threats may result into \oss vevenue of
the Toll Charger, undercharging and/or not meeting required service levels between the 7ol Se'vice Provider
and the Toll Charger. Some of these threats can be eliminated by implementing the =ecurity measures
specified in CEN/TS 16439. However, most of the security measures necessary ‘o combat the identified
threats are to be addressed and specified in other standards.

One example of threats that cannot be mitigated by security measures speciticd in CEN/TS 16439 concerns
the trustworthiness of Toll Declarations in autonomous toll systems. Tc! ded'arations are statements that a
vehicle has been circulating in a particular toll domain within a particule.--ime period. In autonomous toll
systems, the circulation of vehicles is measured by Toll Servic= F roviders, using GNSS-based OBE. Toll
service providers then send Toll Declarations to the Toll Charger_bec :eu on which the Toll Charger will charge
the Toll Service Provider. The correctness and completeness (f these declarations is obviously of paramount
interest to Toll Chargers, Toll Service Providers and userx ai.'“e.

The secure monitoring compliance checking concept Hrovides a solution that allows a Toll Charger to check
the trustworthiness of the Toll Declarations from a Toi. S<rvice Provider, while respecting the privacy of the
user. This concept is defined in two Technical Specifications. CEN/TS 16702-1:2014 “Secure monitoring for
autonomous toll systems — Part 1: Compliance ~hecking” gives the full description of the secure monitoring
compliance checking concept. The current. Te<cn. ical Specification, CEN/TS 16702-2 “Secure Monitoring for
autonomous toll systems — Part 2: Trust<u recc.der” defines the Trusted Recorder, a secure element required
for some of the different types of secure -ior toring compliance checking defined in CEN/TS 16702-1:2014.
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Figure 1 — Relation between EFC - Security fra e\rork and the overall secure monitoring concept

Figure 1 shows the relations between the CE'«/TS 16439 EFC Security Framework and EFC Secure
monitoring for autonomous toll systems, i.e.«the twr, parts Compliance Checking and Trusted Recorder. The
threat analysis in the Security Framewor < n.ntivates the security requirements of an EFC system. The
requirements are implemented and fulfincd 1y several security measures. One of these measures is Secure
Monitoring, specified in “Secure Mon tor.ng for autonomous toll systems — Part 1: Compliance checking”. The
“Secure Monitoring for autonomcus nll"systems — Part 2: Trusted Recorder” specifies the cryptographic
services necessary for the seci're 1.:9nitoring compliance checking concept.

Figure 1 indicates also that a " -usted Recorder will most likely be implemented on trusted hardware, e.g. on
Secure Application Mcucl'e (SANi), inside the OBE or on a general trusted platform of a vehicle. Such a
trusted device couid su,oor. more functions, which may be required for EFC or other services.
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1 Scope

This Technical Specification defines the requirements for the Secure Application Module (SAM) used in the
secure monitoring compliance checking concept. It specifies two different configurations of a SAM:

— Trusted Recorder, for use inside an OBE;

— Verification SAM, for use in other EFC system entities.

The Technical Specification describes

— terms and definitions used to describe the two Secure Application Module configurations;

— operation of the two Secure Application Modules in the secure monitoring complianre chech'ng concept;

— functional requirements for the two Secure Application Modules configurations, inclua.»g a classification
of different security levels;

— the interface, by means of transactions, messages and data elements, be*wee ~» an OBE or Front End and
the Trusted Recorder;

— requirements on basic security primitives and key management nroceacres to support Secure Monitoring
using a Trusted Recorder.

This Technical Specification is consistent with the EFC archite ~ture as defined in ISO 17573 and the derived
suite of standards and Technical Specifications, especial CEN/1o 16702-1:2014 and CEN/TS 16439.

The following is outside the scope of this Technical Sp xcification:

— The life cycle of a Secure Application Modu'e and the way in which this is managed.

— The interface commands needed to ge. 2 Secure Application Module in an operational state.
— The interface definition of the Vedificc ticii SAM.

— Definition of a hardware platic=™ for the implementation of a Secure Application Module.

2 Normative refeiances

The following documei*s, in whole or in part, are normatively referenced in this document and are
indispensable.for 1.z application. For dated references, only the edition cited applies. For undated references,
the latest ec'tior. of the referenced document (including any amendments) applies.

CEN/TS 16439:20131, Electronic fee collection - Security framework

7=N/7S 1€702-1:2014, Electronic fee collection - Secure monitoring for autonomous toll systems - Part 1:
Coi~wliance checking

EN ISO 14906:2011, Electronic fee collection - Application interface definition for dedicated short-range
communication (ISO 14906:2011)

1) CEN/TS 16439:2013 is currently under revision and accepted as a CEN/ISO work item. The next edition will be
assigned the reference CEN ISO/TS 19299.
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