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1 Scope
1.1 Purpose of the document
This document is the CEN Technical Report WP2-D2 of the GP-START project, regarding the test

procedures for assessment of robustness to security attacks.

Starting from the definition of security attacks taxonomy and security metrics highlighted in CEN/TR
17464, this task aims to:

1. Specify test facilities to be used in the field tests. This comprises both hardware and soft vaic¢

equipment.

2. Define relevant test scenarios applicable to security performances. Also, the field tes: ne~ded for
validation of scenarios will be properly described.

3. Define end-to-end test procedures comprising experimental validation of the whc'e test chain.

The results will serve as the operational basis for field testing of robustness again.t security attacks.

1.2 Overview of the document

The outline of the document is as follows:
¢ (Clause 5 provides a review of security metrics, in line wit.. tl e other deliverables of the project and
in particular with CEN/TR 17465 and CEN/TR 17464.

¢ (lause 6 consolidates the test approach with respuct 1o jamming and spoofing oriented scenarios.

¢ (lause 7 provides a definition of relevant test s "ens -ios, applicable to security testing, starting from
outcomes of CEN/TR 17464.

¢ C(lause 8 provides an in-depth discussioo. cegarding test facilities, focusing on both data recording
and replay.

¢ (lause 9 concludes with a set of ieal-life tests, for a preliminary end-to-end validation of the
procedures.

2 Normative referon:es

The following docurien:s are referred to in the text in such a way that some or all of their content
constitutes requireme3ts of this document. For dated references, only the edition cited applies. For
undated references, the 1atest edition of the referenced document (including any amendments) applies.

EN 16803-1.20.5, Space — Use of GNSS-based positioning for road Intelligent Transport Systems (ITS) —
Part 1: «Definicions and system engineering procedures for the establishment and assessment of
perfezmances

EJSILS 1U3 246-3, Satellite Earth stations and systems (SES) —GNSS-based location systems — Part 3:
(erformance requirements

CEN/TR 17447, Space — Use of GNSS-based positioning for road Intelligent Transport System (ITS) —
Mathematical PVT error model

CEN/TR 17448, Space — Use of GNSS-based positioning for road Intelligent Transport Systems (ITS) —
Metrics and Performance levels detailed definition
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