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European foreword

This document (CEN/TR 17167:2018) has been prepared by Technical Committee CEN/TC 294
“Communication systems for meters”, the secretariat of which is held by DIN.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CEN by the European Commission<na the
European Free Trade Association.
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Introduction

This document belongs to a series of parts of EN 13757, which covers communication systems for
meters and remote reading of meters. EN 13757-1 contains generic descriptions and a communication
protocol. EN 13757-2 contains a physical and a link layer for twisted pair based Meter-Bus (M-Bus).
EN 13757-3 contains detailed description of the application protocols especially the M-Bus Protocol.
EN 13757-4 describes wireless communication (often called wireless M-Bus or wM-Bus). EN 13757-5
describes the wireless network used for repeating, relaying and routing for the different modes of
EN 13757-4. EN 13757-6 describes a twisted pair local bus for short distance (Lo-Bus). EN 13757-7
describes transport mechanism and security methods for data.

These upper M-Bus protocol layers can be used with various physical layers and with link laycrs «nd
network layers, which support the transmission of variable length binary transparent m-~sscoes.
Frequently, the physical and link layers of EN 13757-2 (twisted pair) and EN 13757-4 (wirele:s) a: well
as EN 13757-5 (wireless with routing function) or the alternatives described in EN 13751 a.< used.
These upper M-Bus protocol layers have been optimized for minimum battery consumption uf meters,
especially for the case of wireless communication to ensure long battery lifetires of the meters.
Secondly, it is optimized for minimum message length to minimize the wireless chcnnel « ccupancy and
hence the collision rate. Thirdly, it is optimized for minimum requiremenc: tc wards the meter
processor regarding requirements of RAM size, code length and computatic 2l power.

An overview of communication systems for meters is given in EN 13757-1, which also contains further
definitions.

This document concentrates on the meter communication. The me*er communicates with one (or
occasionally several) fixed or mobile communication partneis whicl again might be part of a private or
public network. These further communication systems might se the same or other application layer
protocols, security, privacy, authentication, and manageme nt - ethods.

To facilitate common communication systems for CEN-meters (e.g. gas, water, thermal energy meters
and heat cost allocators) and for electricity meters. iy thic. document occasionally electricity meters are
mentioned. All these references are for informa.io.. only and are not standard requirements. The
definition of communication standards for el<ct icity meters (possibly by a reference to CEN standards)
remains solely in the responsibility of CENEL. <.

Table 1 gives an overview of the annexe: as well as a reference to the corresponding Annexes in the
former EN 13757-3:2013 where appii-abic.
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Table 1 — Relation between the annexes of this Technical report and EN 13757-3:2013

Annex Description Annex in EN 13757-3:2013

)
I

A Datagram examples for a twisted pair M-Bus link layer E

B Secondary search implementation instructions F

C Consumer feedback for smart metering applications L—

D Installation and registration procedures N I\T

E Implementation of an M-Bus data container N

F Datagram examples for wired and wireless M-Bus B

G Implementation of Descriptors NS —
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1 Scope
This Technical Report contains additional information to the requirements determined in EN 13757-2,
EN 13757-3 and EN 13757-7, in particular examples for the implementation, datagram examples

secured by security mechanism of part 7 and additional non-normative requirements beyond meter
communication itself.

2 Normative references
There are no normative references in this document.
3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminological databases for use in standardization at the followii g addresses:

¢ I[EC Electropedia: available at http://www.electropedia.org/

« [SO Online browsing platform: available at http://www.iso.org/obp

3.1
byte
octet of bits

3.2
data integrity
property that data has not been altered or destroyed in an u»=uthorized manner

3.3
datagram
unit of data transferred from source to destirat’un

34
integrity
see data integrity

3.5

key derivation

technique by which a fmotenticlly large) number of keys are generated (“derived”) from a single initial
key and non-secrat v- riac'e data with each resulting key using a non-reversible process

3.6
message
functional .=t or 'ata transferred from source to destination

Notet w.enuy: A message may consist of one or more datagrams.
g -~

pe.sistent key
cryptographic key which shall be kept a prolonged period
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