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Foreword

This document (CEN/TR 16674:2014) has been prepared by Technical Committee CEN/TC 225 “AIDC
Technologies”, the secretariat of which is held by NEN.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

This Technical Report is one of a series of related deliverables, which comprise mandate 436 Phase 2. The
other deliverables are:

— EN 16570, Information technology — Notification of RFID — The information sign and ada.‘ion.!
information to be provided by operators of RFID application systems

— EN 16571, Information technology — RFID privacy impact assessment process

— EN 16656, Information technology - Radio frequency identification for item managen,c=t - RFID Emblem
(1ISO/IEC 29160:2012, modified)

— CEN/TR 16684, Information technology — Notification of RFID — Additior.=[ iniarmation to be provided
by operators

— CEN/TS 16685, Information technology — Notification of RFID — The nuiination sign to be displayed in
areas where RFID interrogators are deployed

— CEN/TR 16669, Information technology — Device interface to ~upyort ISO/IEC 18000-3
— CEN/TR 16670, Information technology — RFID threat an< \.nerability analysis

— CEN/TR 16671, Information technology — Athorisation of mobile phones when used as RFID
interrogators

— CEN/TR 16672, Information technology — .2 Ive cy capability features of current RFID technologies

— CEN/TR 16673, Information techno!~ay — RFID privacy impact assessment analysis for specific sectors
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Introduction

In response to the growing deployment of RFID systems in Europe, the European Commission published in
2007 the Communication COM (2007) 96 ‘RFID in Europe: steps towards a policy framework’. This
Communication proposed steps which needed to be taken to reduce barriers to adoption of RFID whilst
respecting the basic legal framework safeguarding fundamental values such as health, environment, data
protection, privacy and security.

In December 2008, the European Commission addressed Mandate M/436 to CEN, CENELEC and ETSI in \b&
field of ICT as applied to RFID systems. The Mandate M/436 was accepted by the ESOs in the first mont.'s oi
2009. The Mandate addresses the data protection, privacy and information aspects of RFID,.and is v=ing
executed in two phases. Phase 1, completed in May 2011, identified the work needed to prod:ice 2 complete
framework of future RFID standards. The Phase 1 results are contained in the ETSI Technical koooi® TR 187
020, which was published in May 2011.

Phase 2 is concerned with the execution of the standardization work program identified in t. = first phase.

This Technical Report is one of eleven deliverables for M/436 Phase 2. From a 2a1 tent point of view, and
despite their name, most Privacy Impact Assessments in the world have a ~arrov/ focus, namely data
protection rather than privacy protection. The result is that many PIAs are -esiricted to legal compliance
checks and do not include societal aspects. That is reflected in the forix of . ome PIAs, which are limited to
checklists. Increasingly, however, PIA methodologies include narrative des ~riptions of the systems assessed
and the environments in which they will operate, which help to :inc erstand better the potential privacy and
data protection risks.

Also most PIAs are limited to risk assessment and do nc” inC:ide -ick management. Thus, they can be used to
identify and assess privacy and data protection risk witi.out suggesting solutions or mitigation strategies,
thereby restricting their usability.

This deliverable will begin with research of methodologies used for wireless technologies and the risks
associated at within that part of the wireless s 'stein from the data carrier to the communication from the
'interrogator' or data capture device to the-applic: tion system. The reason for this approach is to understand
approaches used by security experts anu v at «.e not incorporated into any existing standards. This approach
makes sense because it moves fror the jer aric wireless towards the specific RFID issues. The intention is to
draw relevant 'lessons' from a ran¢e ¢ wireless technologies that can be applied to RFID technologies and
applications. Risk management il thcus on areas that accept the inherent risks of the given technology.
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1 Scope

The scope of this Technical Report (TR) is to identify methodologies that are used for, or have been
considered applicable to, wireless technologies. These methodologies are analyzed to identify features that
are applicable to RFID.

Based on the Industry RFID PIA Framework endorsed by the Article 29 Data Protection Working Party, the
Technical Report focuses on proposing risk analysis methodologies suitable for the data capture area of an
RFID system. This includes the RFID tag, the interrogator, the air interface protocol used for communication
between them, and the communication from the interrogator to the application.

The Technical Report also proposes risk management features based on the inherent capabilities of a ncmber
of RFID technologies that conform to standardized RFID air interface protocols. This should provide vnounh
information to enable the proposed privacy control features to be applied to other RFID technologies including
those with proprietary air interface protocols and tag architectures. The risk management fertur~s e.clude
fundamental privacy by design features because these should be the subject of revisions and €."har.>zments
to technology standards. The risk management features defined in this Technical Report are <onsidered
applicable to current and future implementations of RFID based on existing technolog,. As such, this
Technical Report is considered as input into a standard procedure for undertaking ar: RF\2 Privacy Impact
Assessment.

2 Terms and definitions
For the purposes of this document, the following terms and definitions app:

21

controller

natural or legal person, public authority, agency or any o*..ar vody which alone or jointly with others
determines the purposes and means of the processing of pe sonil data; where the purposes and means of
processing are determined by national or Community laws or reyulations, the controller or the specific criteria
for his nomination may be designated by national or Coinmunity law

2.2

data subject

identified natural person or a natural person<vhc <= be identified, directly or indirectly, by means reasonably
likely to be used by the controller or by axy cther natural or legal person, in particular by reference to an
identification number, location data, onnine identifier or to one or more factors specific to the physical,
physiological, genetic, mental, econo nir, cultural or social identity of that person

23

data subject's consent

any freely given specific ana inrormed indication of his wishes by which the data subject signifies his
agreement to personal ucta relati.g to him being processed

2.4

personal data

any inforratian rlating to an identified or identifiable natural person (‘data subject’); an identifiable person is
one wha ra. be 1L 2ntified, directly or indirectly, in particular by reference to an identification number or to one
or more fc <tore specific to his physical, physiological, mental, economic, cultural or social identity

2Kk

’)/s process

piciess based on a privacy and data protection risk management approach focusing mainly on the
implementation of the EU RFID Recommendation and consistent with the EU legal framework and best
practices

2.6
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