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Foreword

This document (CEN/TR 16673:2014) has been prepared by Technical Committee CEN/TC 225 “AIDC
Technologies”, the secretariat of which is held by NEN.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

This Technical Report is one of a series of related deliverables, which comprise mandate 436 Phase 2. The
other deliverables are:

— EN 16570, Information technology — Notification of RFID — The information sign and ada.‘ion.!
information to be provided by operators of RFID application systems

— EN 16571, Information technology — RFID privacy impact assessment process

— EN 16656, Information technology - Radio frequency identification for item managen,c=t - RFID Emblem
(1ISO/IEC 29160:2012, modified)

— CEN/TR 16684, Information technology — Notification of RFID — Additior.= | iniarmation to be provided
by operators

— CEN/TS 16685, Information technology — Notification of RFID — The nuiination sign to be displayed in
areas where RFID interrogators are deployed

— CEN/TR 16669, Information technology — Device interface to ~upyort ISO/IEC 18000-3 Mode 1
— CEN/TR 16670, Information technology — RFID threat an< \/.nerability analysis

— CEN/TR 16671, Information technology — Athorisation of mobile phones when used as RFID
interrogators

— CEN/TR 16672, Information technology — .2 Ivé cy capability features of current RFID technologies

— CEN/TR 16674, Information techno!~ay — Analysis of privacy impact assessment methodologies relevant
to RFID
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Introduction

In response to the growing deployment of RFID systems in Europe, the European Commission published in
2007 the Communication COM(2007) 96 ‘RFID in Europe: steps towards a policy framework’. This
Communication proposed steps which needed to be taken for a wider take up of RFID whilst respecting the
basic legal framework safeguarding fundamental values such as health, environment, data protection, privacy
and security.

In December 2008, the European Commission addressed Mandate M/436 to CEN, CENELEC and ETSI in \b&
field of ICT as applied to RFID systems. The Mandate M/436 was accepted by the ESOs in the first monti s o
2009. The Mandate addresses the data protection, privacy and information aspects of RFID,.and is v=ing
executed in two phases. Phase 1, completed in May 2011, identified the work needed to prod:ice 2 complete
framework of future RFID standards. The Phase 1 results are contained in the ETSI Technical koooi® TR 187
020, which was published in May 2011.

Phase 2 is concerned with the execution of the standardisation work programme identified . > the first phase.

This Technical Report is one of eleven deliverables for M/436 Phase 2. Its focus 152t four major sectors that
have a number of implementations of RFID that currently impact European socicty. Using these as detailed
case studies will assist in addressing the development of the standard on the F.ivecy Impact Assessment. For
the purpose of this work, the definitions of "RFID Operator" and "RFID Nopli ation" will be those provided in
the EC RFID Recommendation of 2009-05-12.
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1 Scope

The scope of this Technical Report is to use the RFID PIA Framework as the basis for exploring issues with
four major sectors involved with RFID:

— libraries;

— retail;

— e-Ticketing, toll roads, fee collection, events management;
— banking and financial services.

After specific sector research and consolidation of the results of industry workshops and seminars *hat ‘ake
place in several EU Member States, this Technical Report will identify the characteristics that ne2d o be taken
into consideration by operators of RFID systems in the example sectors. In addition it will pro. de «-vice to
operators in the sector on significant variants both in terms of technology and application data. This vill enable
the appropriate risk factors to be taken into account.

Based on the synthesis of the applications in the chosen sectors, this Technical Repart w'l als ) identify a set
of factors relevant to specific RFID technologies and features that will need tz-he ~ken into account in
preparing a Privacy and Data Protection Impact Assessment for many RFID appi. atio 1s.

2 Terms and definitions

For the purposes of this document, the following terms and definitiors eply.

NOTE Definitions are derived from EU Recommendation C(200¢; 320 final, EU Directive 95/46/EC, ISO/IEC 19762
(all parts)

21

data controller

controller

natural or legal person, public authority, age¢ncy or any other body which alone or jointly with others
determines the purposes and means of the \aro.=ssing of personal data; where the purposes and means of
processing are determined by national or Comi qunity laws or regulations, the controller or the specific criteria
for his nomination may be designated by .2ational or Community law

2.2

data subject's consent

any freely given specific and ir."ormed indication of his wishes by which the data subject signifies his
agreement to personal data reiwctiig to him being processed

23

identified or identiticble person

person who car. be identified, directly or indirectly, in particular by reference to an identification number or to
one or mcre f2cters specific to his physical, physiological, mental, economic, cultural or social identity

24

individual

n2turc! person who interacts with or is otherwise involved with one or more components of an RFID
\pulication (e.g., back-end system, communications infrastructure, RFID tag), but who does not operate an
K™D application or exercise one of its functions. In this respect, an individual is different from a user. An
individual may not be directly involved with the functionality of the RFID application, but rather, for example,
may merely possess an item that has an RFID tag

2.5
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