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European foreword

This document (CENISO/TS 17574:2017) has been prepared by Technical Committee
ISO/TC 204 “Intelligent  transport systems” in collaboration with Technical Committee
CEN/TC 278 “Intelligent transport systems” the secretariat of which is held by NEN.

Attention is drawn to the possibility that some of the elements of this document may be the subject o1
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such pote.t
rights.

This document supersedes CEN ISO/TS 17574:20009.

According to the CEN-CENELEC Internal Regulations, the national standards (rgcnizedons of the
following countries are bound to announce this Technical Specification: Austria, Relgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Repubiic of Macedonia,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithucnia, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, _»nain, Sweden, Switzerland,
Turkey and the United Kingdom.

Endorsement notice

The text of ISO/TS 17574:2017 has been approved bv CI.N as CEN ISO/TS 17574:2017 without any
modification.
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed. fo. the
different types of ISO documents should be noted. This document was drafted in accordance wich ti.2
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be 1.2 suuject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Intrcduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniri.ze c“users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expression: r¢ lated to conformity assessment,
as well as information about ISO’s adherence to the World Trade Oxgai. zation (WTO) principles in the
Technical Barriers to Trade (TBT) see the following URL: www:iso. 'rg/‘so/foreword.html.

The committee responsible for this document is ISO/TC 204, 1..teli.gent transport systems.

This third edition cancels and replaces the second ediion (ISO/TS 17574:2009), which has been
technically revised. This edition includes the following significant changes with respect to the previous
edition:

— Clause 1 has been redrafted and shortencd:
— Clause 3 has been updated with harmceniied terms;
— requirements updated as to re¢flec: the latest version of the ISO/IEC 15408 series;

— a new Clause 5 has been a”deii, comprising much of the text from the Scope of the previous
edition.
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Introduction

Electronic fee collection (EFC) systems are subject to several ways of fraud both by users and operators
but also from people outside the system. These security threats have to be met by different types of
security measures including security requirements specifications.

It is recommended that EFC operators or national organizations, e.g. highway authorities or transport
ministries, use the guideline provided by this document to prepare their own EFC/protection profila
(PP), as security requirements should be described from the standpoint of the operators and,o:
operators’ organizations.

It should be noted that this document is of a more informative than normative nature and 1..is intended
to be read in conjunction with the underlying international standards ISO/IEC 154uR (o'l parts).
Most of the content of this document is an example shown in Annex A on how to prepa:e t. e security
requirements for EFC equipment, in this case, a DSRC-based OBE with an IC carc locded with crucial
data needed for the EFC. The example refers to a Japanese national EFC system <nd siiould only be
regarded as an example.

After an EFC/PP is prepared, it can be internationally registered by the organiza ion that prepared the
EFC/PP so that other operators or countries that want to develop their:EFC systam security services
can refer to an already registered EFC/PP.

This EFC-related document on security service framework and EFC/F. is based on ISO/IEC 15408 (all
parts). ISO/IEC 15408 (all parts) includes a set of requirement. fcr the security functions and assurance
of IT-relevant products and systems. Operators, organizatiors o. authorities defining their own EFC/PP
can use these requirements. This will be similar to the ciffer=nt PPs registered by several financial
institutions, e.g. for payment instruments like IC carcs.

The products and systems that were developed ir accordance with ISO/IEC 15408 (all parts) can be
publicly assured by the authentication of the govern.meat or designated private evaluation agencies.
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Electronic fee collection — Guidelines for security
protection profiles

1 Scope

This document provides guidelines for preparation and evaluation of security requirem:nts
specifications, referred to as Protection Profiles (PP) in ISO/IEC 15408 (all parts) aund in
ISO/IEC TR 15446.

By Protection Profile (PP), it means a set of security requirements for a category of produ-ts vr systems
that meet specific needs. A typical example would be a PP for On-Board Equipmer.- fO2E) .0 be used in
an EFC system. However, the guidelines in this document are superseded if a Protect'on rrofile already
exists for the subsystem in consideration.

The target of evaluation (TOE) for EFC is limited to EFC specific roles ¢nd i.."erfaces as shown in
Figure 1. Since the existing financial security standards and criteria ar ap,.licaole to other external
roles and interfaces, they are assumed to be outside the scope of TCE {uv. EFC.
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Figure 1 — Scope of TOE for EFC

T secu ity evaluation is performed by assessing the security-related properties of roles, entities and
» «ter{aces defined in security targets (STs), as opposed to assessing complete processes which often are
dis:ributed over more entities and interfaces than those covered by the TOE of this document.

NOTE Assessing security issues for complete processes is a complimentary approach, which may well be
beneficial to apply when evaluating the security of a system.

2 Normative references

There are no normative references in this document.
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