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Foreword

This document (CEN ISO/TS 14441:2013) has been prepared by Technical Committee ISO/TC 215 “Health
informatics” in collaboration with Technical Committee CEN/TC 251 “Health informatics” the secretariat of
which is held by NEN.

Attention is drawn to the possibility that some of the elements of this document may be the subject of pate:i
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of.the folic: ing
countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria, Croa.ia, Cyprus,
Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, Franc?, Cermany,
Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norwey, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the Uni.~.d rincaom.

Endorsement notice

The text of ISO/TS 14441:2013 has been approved by CEN as CEN IEO/1 7 14.41:2013 without any
modification.
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft Internctioi.al
Standards adopted by the technical committees are circulated to the member bodies for voing.
Publication as an International Standard requires approval by at least 75 % of the mmvu-=r Lodies
casting a vote.

In other circumstances, particularly when there is an urgent market requirement for su-h documents, a
technical committee may decide to publish other types of document:

— an ISO Publicly Available Specification (ISO/PAS) represents an agreeme.t hetween technical
experts in an ISO working group and is accepted for publication if it is a; vro -ed by more than 50 %
of the members of the parent committee casting a vote;

— an ISO Technical Specification (ISO/TS) represents an agreemc'ic vetween the members of a
technical committee and is accepted for publication if it is ap)rovea by 2/3 of the members of the
committee casting a vote.

An ISO/PAS or ISO/TS is reviewed after three years in ord<i to J=cide whether it will be confirmed for
a further three years, revised to become an Internationa. Stz ndard, or withdrawn. If the ISO/PAS or
ISO/TS is confirmed, it is reviewed again after a further three years, at which time it must either be
transformed into an International Standard or be wihdrawn.

Attention is drawn to the possibility that some ¢fthe elements of this document may be the subject of
patent rights. ISO shall not be held responsit le<or identifying any or all such patent rights.

ISO/TS 14441 was prepared by Technica Co.mmittee ISO/TC 215, Health informatics.

iv © ISO 2013 - All rights reserved
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Introduction

As local, regional and national EHR infostructures develop, electronic patient record systems are
being implemented at the many points of care where patients are seen [point-of-service (POS) clinical
systems]. In addition to institutional settings like hospitals, where the systems in various departments
(e.g. nursing units) are typically integrated into a single patient record, smaller single purpose systems
such as electronic medical records (EMRs) are also being implemented in physician offices and other
non-institutional settings such as public health where the sophistication of the systems and the locs:
IT support infrastructure is much less. As countries begin to connect these POS clinical systems 4
EHR infostructures (or directly exchange clinical information with other POS clinical systems thrcugh
system-to-system communications), the security and privacy of these systems becomes much :ore
critical and complex than when the systems operated in a disconnected or ‘stand-a'onc’ state. To
ensure the required standards are implemented correctly into these systems, so that they \’ill cecurely
interact with EHR infostructures and maintain the privacy of patient information. mcny countries
are implementing certification and conformance testing programs to provide oiec. ive evidence of
conformity with these requirements.

This Technical Specification identifies the security and privacy requirements; a1 vested from the above
mentioned standards and international experiences, which should be in pla-e for conformance testing
for interoperable POS clinical (electronic patient record) systems interfac.ng \with EHRs.

The POS clinical systems profiled receive, store, process, display ar.1 ¢ mmunicate clinical data and
administrative actions, as well as information related to system (isers (demographics, personal).

The systems are always accessed by authorized and authen*icated users. These users are:
— health professionals that input, access and use patieln daug, clinical procedures, and statistics;

— administrative users that input and read patierit’s peirsonal and demographics data, administrative
and statistical information;

— administrators that control users power, perfarm backups, provide system configuration, including
security ones;

— auditors that read audit trails;
— other EHR systems that input anJ' receive data;

— subjects of care and thrir ubscitute decision makers, who may have restricted access to input and
retrieve authorized cat.

Key assumptions thec apoly for compliant POS clinical systems are as follows:

— theTargetof Evaluction (TOE) comprises commercial offthe shelf (COTS), governmental, proprietary
and free and oven source software;

— authenticated users recognize the need for a secure IT environment;
—.acthonticated users can be trusted to comply with the organization’s security policy;

= business security processes are implemented with due regard for what can (and cannot) be
reasonably accomplished in a clinical setting;

— competent security administration is carried out in relation to the system’s installation and ongoing
operations.

This Technical Specification draws from international standards, which have been developed by
ISO/TC 215 for EHRs, as well as other ISO standards such as such as ISO/IEC 27001 and the ISO/IEC 17000
series of standards developed by the ISO Committee on conformity assessment (CASCO). This Technical
Specification also reflects the experience that various countries have had to date in implementing
certification and conformance testing programs in addressing privacy and security requirements in the

© IS0 2013 - All rights reserved v
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context where electronic patient record (clinical) systems at the point of care are interoperable with
regional and national EHRs.

This Technical Specification includes:

— security and privacy requirements that should be met to ensure that information is protected as
well as the main categories of attack;

— discussion of the theoretical foundations underpinning the requirements;
— guidance on best practice for establishing and maintaining conformity assessment programs;
— description of the conformity assessment process, including the key concepts and processes.

Annex A provides more detailed information on conformity assessment models and processes, plus
examples of conformity assessment programs in four example countries at a point in time (2010,

Annex B provides a detailed examination of the privacy and security requirements in p'ace in five
jurisdictions at the time that this Technical Specification was written. This analysis w:s usea to derive
the security and privacy requirements in Clause 5.

This Technical Specification is to be used by agencies which accredit or operate j rog. ams for certifying
health software products through conformity assessment against privacy” ¢na security standards,
software suppliers demonstrating their compliance with those requiremen.:, aj d purchasers of those
systems who want assurance that the requirements have been met.

vi © ISO 2013 - All rights reserved
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Health informatics — Security and privacy requirements of
EHR systems for use in conformity assessment

1 Scope

This Technical Specification examines electronic patient record systems at the clinical point of care *hat
are also interoperable with EHRs. Hardware and process controls are out of the scope. This Tecun::cal
Specification addresses their security and privacy protections by providing a set of security «nd privacy
requirements, along with guidelines and best practice for conformity assessment.

ISO/IEC 15408 (all parts) defines “targets of evaluation” for security evaluation of 1™ pruducts. This
Technical Specification includes a cross-mapping of 82 security and privacy requircments against the
Common Criteria categories in ISO/IEC 15408 (all parts). The point-of-service (FOS) clinical software is
typically part of a larger system, for example, running on top of an operating=vs.em, so it must work in
concert with other components to provide proper security and privacy. Wh.'e a i ‘otection Profile (PP)
includes requirements for component security functions to support systel.. sec.ariiy services, it does not
specify protocols or standards for conformity assessment, and doex vot c ddress privacy requirements.

This Technical Specification focuses on two main topics:

a) Security and privacy requirements (Clause 5). Clause 55 te ~hnical and provides a comprehensive
set of 82 requirements necessary to protect (informat on, hatients) against the main categories of
risks, addressing the broad scope of security anu vrisacy concerns for point of care, interoperable
clinical (electronic patient record) systems. The.= requirements are suitable for conformity
assessment purposes.

b) Best practice and guidance for establiching and maintaining conformity assessment programs
(Clause 6). Clause 6 provides an overviow of conformity assessment concepts and processes that can
be used by governments, local autheridies, professional associations, software developers, health
informatics societies, patients’ rep esentatives and others, to improve conformity with health
software security and privacy.req lir:ments. Annex A provides complementary information useful
to countries in designing con‘or.»ity assessment programs such as further material on conformity
assessment business modci= | rocesses and other considerations, along with illustrative examples
of conformity assessme ntf activities in four countries.

Policies that apply to a local, regional or national implementation environment, and procedural,
administrative or ph/sical (including hardware) aspects of privacy and security management are outside
the scope of this Teclinical Specification. Security management is included in the scope of ISO 27799.

2 Normuaotive references

The following documents, in whole or in part, are normatively referenced in this document and are
indispeir able for its application. For dated references, only the edition cited applies. For undated
v »ferunces, the latest edition of the referenced document (including any amendments) applies.

129/1EC 17000, Conformity assessment — Vocabulary and general principles
[SO 27799:2008, Health informatics — Information security management in health using ISO/IEC 27002

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO 2013 - All rights reserved 1
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