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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardiz-«tio: con. >rising
all national electrotechnical committees (IEC National Committees). The object of IEC 's tc r.’omote
international co-operation on all questions concerning standardization in the electrical and electrcic fields. To
this end and in addition to other activities, IEC publishes International Standards, Techrical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter rei>rred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National ¢ »r mittee interested
in the subject dealt with may participate in this preparatory work. International, gavernriental and non-
governmental organizations liaising with the IEC also participate in this preparatio. . IE\{. coiiaborates closely
with the International Organization for Standardization (ISO) in accordance w:.N cc..ditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, 1s nearly as possible, an international
consensus of opinion on the relevant subjects since each technica. cc mmittee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for intesnatic nal ¢se and are accepted by IEC National
Committees in that sense. While all reasonable efforts are.mad'e tc.~lisure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible .ar ti 2 way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC Natior.2| C ,mmittees undertake to apply IEC Publications
transparently to the maximum extent possible in their nauonal and regional publications. Any divergence
between any IEC Publication and the correspondirg national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation <f confe.mity. Independent certification bodies provide conformity
assessment services and, in some areas; < cec to IEC marks of conformity. IEC is not responsible for any
services carried out by independent <ertii c7uon bodies.

6) All users should ensure that they ha:'e 1. e latest edition of this publication.

7) No liability shall attach to IEC oiits ('irectors, employees, servants or agents including individual experts and
members of its technical comrii.i2es cad IEC National Committees for any personal injury, property damage or
other damage of any nature vuaa‘soever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of.'.he ,:rication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn t> the Normative references cited in this publication. Use of the referenced publications is
indispensable for the c>rrict application of this publication.

9) Attention is d'avn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. 'EC _hall not be held responsible for identifying any or all such patent rights.

The main tack of IEC technical committees is to prepare International Standards. In
excepticnal circumstances, a technical committee may propose the publication of a technical
spucifica’on when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

- the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This third edition cancels and replaces the second edition, published in 2014. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) identified that the Chinese RECS scheme is no longer maintained (in 4.2 and where
appropriate as agreed with CEPREI);

b) added a reference to AS/EN/JISQ 9100 which at the next revision (revision D) will contain
an anti-counterfeit requirement which may be used to satisfy the requirements of 4.2;

c) added reference to the now published SAE AS6496 for franchised distributors, to. USA
DFARS rule 252.246.7007 and to UK Defence Standard 05-135;

d) added reference to more GAO, OECD and ICC reports in 4.5.1;
e) updated weblinks and other references.

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
107/267/DTS 107/277/RVC

Full information on the voting for the approval of this technical spec.’ication can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the I30/i=C Directives, Part 2.

A list of all the parts in the IEC 62668 series, .publiched under the general title Process
management for avionics — Counterfeit prevention, car be found on the IEC website.

The committee has decided that the conten's of this publication will remain unchanged until
the stability date indicated on the IEC wetsite under "http://webstore.iec.ch" in the data
related to the specific publication. At this U~te, the publication will be

e transformed into an Internationa! s.aiidard,

e reconfirmed,

e withdrawn,

e replaced by a revisec edition, or

e amended.

A bilingual verz:an of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
fhav it contains colours which are considered to be useful for the correct
underst: nding of its contents. Users should therefore print this document using a
c¢>lour printer.

(S
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

1 Scope

This part of IEC 62668, which is a Technical Specification, defines requirements for aviding
the use of counterfeit, recycled and fraudulent components used in the aerospace, \'efexce
and high performance (ADHP) industries. It also defines requirements for ADHF inCustr =s to
maintain their intellectual property (IP) for all of their products and services  Ti.c risks
associated with purchasing components outside of franchised distributor networks are
considered in IEC TS 62668-2. Although developed for the avionics industry, ti is specification
may be applied by other high performance and high reliability industries a* the. liscretion.

2 Normative references

The following documents, in whole or in part, are normatively.re ferenced in this document and
are indispensable for its application. For dated references;-on. ‘ the edition cited applies. For
undated references, the latest edition of the «eferenced document (including any
amendments) applies.

IEC TS 62239-1, Process management for avionics —Management plan — Part 1: Preparation
and maintenance of an electronic components managyement plan

IEC TS 62668-2, Process management /ot avionics — Counterfeit prevention — Part 2:
Managing electronic components from.nc»-‘ranchised sources

ISO 9001, Quality management sy.terns — Requirements

AS/EN/JISQ 9100, Quality ' nanayement Systems — Requirements for Aviation, Space and
Defense Organizations

AS/ENMJISQ 9110:201. Quality Maintenance Systems — Aerospace — Requirements for
Maintenance Organi.~tions

3 Terms, definitions and abbreviations

3.1 Terms and definitions

bar tr2 prrposes of this document, the following terms and definitions apply.

3.11

aftermarket source

reseller which may or may not be under contract with the original component manufacturer
(OCM), or is sometimes a component “re-manufacturer”, under contract with the OCM

Note 1 to entry: The reseller accumulates inventories of encapsulated or non-encapsulated (wafer) components
whose end of life date has been published by the OCM. These components are then resold at a profit to fill a need
within the market for components that have become obsolete.
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