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Abstract

This standara de_cribes the Security network capability, which allows an end user service in an
originating Signa.iing Point (SP) to invoke various security functions in the originating and/or destination
SP.. The Uecurity capability can be used for identification and authentication of the communicating
entitics; it «. so provides information that supports resource access control, system access control, and
er.ryption ead decryption functions.
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Foreword

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been
processed in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has
not been subjected to public review or a consensus process. In addition, it does not contain requirements necessary
for conformance to the standard.

This document is entitled the American National Standard for Telecommunications — Signalling System Number. 7
(SS7) — Upper Layer Security Capability. It is based on the Generic Upper Layer Security (GULS) functions d~scribed
in Information Technology - Open Systems Interconnection Upper Layers Security Model, ISO/IEC IS 1074%, June
1993. This standard is the result of work by members of the T1S1.3 Working Group on U.S. Standards for Jomi xon
Channel Signalling. This revision to the standard includes the KeyExchange parameter, associated proce 'ure.. and
informative annexes E and F, giving examples of exchanging encryption keys. Descriptions o’ pa.,meicrs now
included in T1.114-2000 have been removed.

This standard is intended for use in conjunction with American National Standard for Telecommu, ications — Signalling
System Number 7 (SS7) — Transaction Capabilities Application Part (TCAP), T1.114-2000.

Future control of this document will reside with Accredited Standards Committee on Te.>co nmunications, T1. This
control of additions to the specification, such as ongoing protocol evolution, ~¢:w ¢9plications, and operational
requirements, will permit compatibility among U. S. networks. Such additions will be 1. ~orsorated in an orderly manner
with due consideration to the ITU-T layered model principles, conventions, and functional boundaries.

Suggestions for improvement of this standard will be welcome. Ti.ey cthould be sent to the Alliance for
Telecommunications Industry Solutions, 1200 G Street NW, Suite £30, \ ‘ash ngton, D.C. 20005.

This standard was processed and approved for submittal to. ANSI Ly the Accredited Standards Committee on
Telecommunications, T1. Committee approval of this standard does nut necessarily imply that all committee members
voted for its approval. At the time it approved this standard, the ™1 ~_ommittee had the following members:

E.R. Hapeman, T1 Chair

W.R. Zeuch, T1 Vice-Chair

J.A. Crandall, T1 Director

S.M. Carioti, T1 Disciplines

S.D. Barclay, T1 Secretary

C.A. Underkoffler, T1 Chief Editor
W.B. Downum, T1S1 Technical Fdito.

EXCHANGE CARRIERS
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Name of Representative

Organization Represented

Name of Representative
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Peter Musgrove
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Josephine Gallagher
James F. Baskin (Alt.)
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Malcolm Threlkeld, Jr.
John Spencer (Alt.)

Covad Cor: munica ions Co.

Ron Marquardt
David Rosenstein (Alt.)

Rhythms

Rand Kennedy
David Reilly (Alt.)

Rogers Wireless Inc.

Edward O’Leary
Peter Oldfield (Alt.)

SBC Communications, Inc.

C.C. Bailey
John E. Roquet (Alt.)

Sprint — Local Telecom. Division

Leroy D. Kellogg

GTE 1 lephone Operations

Thomas Deaton
Gary E. McAninch (Alt.)

US Telecom Association (USTA)

Paul Hart
Donald G. Bender (Alt.)

No thPoint Communications, Inc.

Mark Peden
Mike Borsetti (Alt.)

Qwest

James L. Eitel
Richard Prince (Alt.)
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Organization Represented

Name of Representative

Aerial Communications

George P. Lynch
Rob Rowe (Alt.)

AT&T Broadband Paul Hughes
Jim Dahl (Alt.)
BellSouth Cellular Corp. Don Zelmer

Andy Clegg (Alt.)

BOPS Inc.

Ali S. Sadri, PhD

CSI Telecommunications

Michael S. Newman
William J. Buckley (Alt.)

Catapult Communication

Katya Gircus
Nancy Gayed (Alt.)

Defense Information Systems
Agency

Don Choi

Golden Bridge Technology Inc.

Kourosh Parsa
Karin Zickermann (Alt.)

Microcell Connexions

Venkatesh Sampath
Andrew Chow (Alt.)

National Communications System

Nicholas Andre
F. McClelland (Alt.)

NTIA

Neal B. Seitz

Pacific Bell Wireless

David Williams
Randolph Wohlert (Alt.)

Rural Utilities Service

Orren E. Cameron Il
Norberto Esteves (Alt.)

Telcordia Technologies

Rick Harrison
Cliff Halevi (Alt.)

Voicestream Wireless Corp.

Gary K. Jones
Mark Younge (Alt.)

INTEREXCHANGE CARRIERS

Organization Represented

Na ne uf Representative

AT&T Doris o. Lebovits
'~k Canaday (Al
Bell Canada 2. Norman Smith
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Derek L. Welton
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Mark T. Neibert
Prakash Chitre (Alt.)
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Thomas G. Croda
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AMERICAN NATIONAL STANDARD ATIS-1000655.2001 (R2011)

American National Standard
for Telecommunications —

Signalling System Number 7 (SS7) —
Upper Layer Security Capability

1 Scope, Purpose, and Application

The Security capability allows an end user service in the originating Signalling Point (SP) tc . invake
various security functions in the originating and/or destination SP. The Security capability can bo usad for
identification and authentication of the communicating entities. It also provides informati’in w»at scpports
resource access control, system access control, and encryption and decryption functioris. The Security
capability may be invoked by a variety of services. The end user will interact with an end user service
which may invoke the Security capability. Note that the specific end user service that 1wvokes Security is
not within the scope of this capability description. The Security capability is not vic'hle & the end user, but
allows an end user service to take place. Thus, there is a “layering” of services nd :apabilities. The
specification of the different security functions (e.g., identification, autheri-atice, encryption) may be
determined by the service or the Signalling point. The information exc: ang* model and information
element model for the Security network capability are based on the standardx in the Reference section of
this description.

A security policy is a statement of the rules that are to be enfirceq regarding the accessibility of data
items and processing functions to entities within the netwark. 'n ¢.Zer to state the policy in a meaningful
way, it is necessary to mention the threats that the policy = iriended to prevent. Informative Annex B
provides a threat analysis and security policy overview fir Signalling System Number 7 (SS7).

Informative Annex C provides an overview of basic security functions and operation.

2 Normative References

The following standards contain picis ons that, through reference in this text, constitute provisions of this
American National Standard. /it f.ie time of publication, the editions indicated were valid. All standards
are subject to revision, and pai ‘es (0 agreements based on this standard are encouraged to investigate
the possibility of applyina the most recent editions of the standards indicated below.

T1.114-2000, Telecomn. nications - Signalling System No. 7 (SS7) - Transaction Capabilities.

ANSI X3.92:196. . Al erican National Standard Data Encryption Algorithm.?

ANSI X9.7-1986, Financial Institution Message Authentication.?

CCI1 ™~ Retu mmendation X.208-1988, Specification of Abstract Syntax Notation One (ASN.1). 3

! This document is available from the Alliance for Telecommunications Industry Solutions, 1200 G Street N.W., Suite
500, Washington, DC 20005. <http://www.atis.org>

2 This document is available from the InterNational Committee for Information Technology Standards (INCITS).
< http://www.techstreet.com/ncitsgate.html >
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