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As a leading technology and solutions development organization, the Alliance for Telecommunications Industry
Solutions (ATIS) brings together the top global ICT companies to advance the industry’s most pressing business
priorities. ATIS’ nearly 200 member companies are currently working to address the All-IP transition, 5G, network
functions virtualization, big data analytics, cloud services, device solutions, emergency services, M2M, cyber security,
network evolution, quality of service, billing support, operations, and much more. These priorities follow a fast-track
development lifecycle — from design and innovation through standards, specifications, tequitements, business use
cases, software toolkits, open source solutions, and interoperability testing.

ATIS is accredited by the American National Standards Institute (ANSI). The organization is the North American
Organizational Partner for the 3rd Generation Partnership Project (3GPP), a founding Partner of the oneM2M global
initiative, a member of the International Telecommunication Union (ITU), as well as a member of the Inter-American

Telecommunication Commission (CITEL). For more information, visit www.atis.org.

The SIP Forum is a leading IP communications industry association that engages in numerous activities that
promote and advance SIP-based technology, such as the development of industry recommendations;
interoperability testing events and special workshops, educational activities, and general promotion of IP
~ommunications standards, services, and technology for service provider, enterprise, and governmental
21 lications. The SIP Forum is also the producer of the annual SIPNOC conferences (for SIP Network
Cperaors Conference), focused on the technical requirements of the service provider community. One of

SI P F U R u M the Forum’s technical activities is the development of the SIPconnect Technical Recommendation — a

standard’-based SIP trunking recommendation that provides detailed guidelines for direct IP peering and
interopcrabilitybetween IP PBXs and SIP-based service provider networks, and the SIPconnect Certification
Testing Prosram;a unique certification testing program that includes a certification test suite and test platform,
and an associteed” 5'Pconnect Certified” logo program that provides an official “seal of certification” for
companies produ cts and-services that have officially achieved conformance with the SIPconnect specification.
Other important Fon-ly i=idatives include work in security, SIP and IPv6, and IP-based Network-to-Network
Interconnection (IT-N'NI). For more information about all SIP Forum initiatives, please visit:

< http://www.sipforum.ors, _ >

Notice of Disclaimer & Limitation of Liability

The information provided in this document is directed solely to professionals who have the aprropriate degree of experience to understand and interpret
its contents in accordance with generally accepted engineering or other professional stan-.ards.and applicable regulations. No recommendation as to
products or vendors is made or should be implied.

NO REPRESENTATION OR WARRANTY IS MADE THAT THE INFORMATION IS TECHNICALI". ACCURATE OR SUFFICIENT OR CONFORMS TO
ANY STATUTE, GOVERNMENTAL RULE OR REGULATION, AND FURTHER, NO REPRESENT 1TION OR WARRANTY IS MADE OF MERCHANT
ABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR AGAINST INFRINGEMENT OF INTEIL"Z¢,TUAL PROPERTY RIGHTS. ATIS SHALL
NOT BE LIABLE, BEYOND THE AMOUNT OF ANY SUM RECEIVED IN PAYMENT BY ATIS FOR THIS DCO/.CU™MENT, AND IN NO EVENT SHALL ATIS
BE LIABLE FOR LOST PROFITS OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES. ATIS EXI REESLY ADVISES THAT ANY AND ALL
USE OF OR RELIANCE UPON THE INFORMATION PROVIDED IN THIS DOCUMENT IS AT THE RISK OF Tii£ /JUSER.

NOTE - The user’s attention is called to the possibility that compliance with this standard may require use of ai n2»2ntion covered by patent rights.
By publication of this standard, no position is taken with respect to whether use of an invention covered by pateri. riciits will be required, and if any
such use is required no position is taken regarding the validity of this claim or any patent rights in connectio’. thorewith. Please refer to
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Abstract

This Technical Report describes the current landscape of the text messaging ecosystem, archiiectures, and technologies used
to deliver messages and describes countermeasures currently available to stakeholders to protect celisumers from unwanted
messages. The document primarily considers the Short Message/Messaging Service (SMS). A gau aralysis is provided so as
to identify potential areas where additional standards work to enhance existing mitigations may be neecer. The document does
not propose new mitigation solutions, but rather recommends the formation of a task force to evaluate« net'iods for verified
identity transmission and validation in text messaging.
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Foreword

The Alliance for Telecommunications Industry Solutions (ATIS) is a global standards development and technical planning
rrganization that develops and promotes worldwide technical and operations standards for information, entertainment, and
ce:nmunications technologies. ATIS’ diverse membership includes key stakeholders from the Information and Communications
1ecunclogies (ICT) industry — wireless and wireline service providers, equipment manufacturers, broadband providers, software
deve'oper:, VolP providers, consumer electronics companies, public safety agencies, and internet service providers. ATIS is
alsv a0r.nding partner and the North American Organizational Partner of the Third Generation Partnership Project (3GPP), the
global cullaberative effort that has developed the Long-Term Evolution (LTE) and LTE-Advanced wireless specifications.

ATIS’ Packet 7~ echnologies and Systems Committee (PTSC) develops standards related to services, architectures, signaling,
network interi2_es, n2xt generation carrier interconnect, cybersecurity, lawful intercept, and government emergency
telecommunications service within next generation networks. As networks transition to all-IP, PTSC will evaluate the impact of
this transition and d=v~ior solutions and recommendations where necessary to facilitate and reflect this evolution.

The SIP Forum is an ¢’ ceinmunications industry association that engages in numerous activities that promote and advance
SIP-based technology, s.ici» as the development of industry recommendations, the SIPit, SIPconnect-IT, and RTCWeb-it
interoperability testing eventc, si,ecial workshops, educational seminars, and general promotion of SIP in the industry. The SIP
Forum is also the producer of tlie unnual SIP Network Operators Conference (SIPNOC), focused on the technical requirements
of the service provider communit ..Cne of the Forum's notable technical activities is the development of the SIPconnect
Technical Recommendation — a sianzcrds-based SIP trunking recommendation for direct IP peering and interoperability
between IP Private Branch Exchanges {#3Xs) and SIP-based service provider networks. Other important Forum initiatives
include work in Video Relay Service (VF.S) interoperability, security, Network-to-Network Interoperability (NNI), and SIP and
IPv6.

NOTE - The user’s attention is called tc the rossibility that compliance with this standard may require use of an invention
covered by patent rights. By publication o7 this standard, no position is taken with respect to whether use of an invention
covered by patent rights will be required,.anc’ if z.ny such use is required no position is taken regarding the validity of
this claim or any patent rights in connection thcrerith. Please refer to [https://www.atis.org/policy/patent-assurances/]
to determine if any statement has been filed by-a | atent holder indicating a willingness to grant a license either without
compensation or on reasonable and non-discriminatory'.erms and conditions to applicants desiring to obtain a license.

Suggestions for improvement of this document are welcome. Tiier=should be sent to the Alliance for Telecommunications
Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washingtoun, >C 20005, and/or to the SIP Forum, 733 Turnpike Street,
Suite 192, North Andover, MA, 01845.

The mandatory requirements are designated by the word shall and rzcommendations by the word should. Where both a
mandatory requirement and a recommendation are specified for the same critarion, the recommendation represents a goal
currently identifiable as having distinct compatibility or performance advaniagcs. 7he word may denotes an optional capability
that could augment the standard. The standard is fully functional without the incurpuration of this optional capability.

The ATIS/SIP Forum IP-NNI Task Force under the ATIS Packet Technologies and Systems Committee (PTSC) and the
SIP Forum Technical Working Group (TWG) was responsible for the development of 411, document.
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ATIS Standard on —

SNMS Unwanted Message Mitigation Landscape

1 Scojpe, Purpose, & Objectives
1.1 Scope

This Technical Repc.t (“Paport”) describes example message delivery architectures, methods used by senders of
Unwanted Messages, cotltitermeasures available to messaging stakeholders, and provides a gap analysis. This
document is entirely desciip’ive of the existing landscape; nothing herein should be interpreted as normative or
otherwise prescriptive.

This document’s discussion of te: ri2ssaging refers to SMS (Short Message/Messaging Service). It does not look
at over-the-top messaging services f.¢. do not rely on SMS. It does not discuss MMS in detail, since doing so would
not materially change the conclusiong.

The document does not attempt to addre'ss laws or regulations and should not be interpreted or construed as
providing legal advice.

1.2 Purpose

As the implementation of various mitigation techniques nave been successful in helping protect consumers from
illegal and unwanted “robocalls”, fraudulent actors are incre=sirgly. using other modes of communication, such as
text messaging. The ATIS/SIP Forum IP-NNI Task Force (IP-MnNI).*as begun discussions about the text messaging
ecosystem. This document summarizes the current landscape of the messaging ecosystem, architectures and
technologies used to deliver messages, including Unwanted Me<sages, and countermeasures available to
stakeholders to protect consumers from Unwanted Messages.

The Report is intended to educate the IP-NNI Task Force, messaging industy participants, and policymakers and
serve as a basis for future discussion. While it describes perceived gaus, it dnes not propose new mitigation
solutions. It is not intended to be used as direct comments to regulators on the at.ove topics.

2 References =

The following standards contain provisions which, through reference in this text, constitutz provisions of this
Technical Report. At the time of publication, the editions indicated were valid. All standards are :uh,ect to revision,
and parties to agreements based on this Report are encouraged to investigate the possibility of applying the most
recent editions of the standards indicated below.

[Ref 1] CTIA, Messaging Principles and Best Practices.'

[Ref 2] CTIA, 2023 Annual Survey Highlights.?

[Ref 3] CTIA, 2022 Annual Survey Highlights.3

[Ref 4] Morning Consult Survey: Nationwide poll of 1,999 registered voters, conducted December 3-5, 2021.

' This document is available from the CTIA at <https://api.ctia.org/wp-content/uploads/2019/07/190719-CTIA-Messaging-
Principles-and-Best-Practices-FINAL.pdf>.

2 This document is available from the CTIA at <https://www.ctia.org/news/2023-annual-survey-highlights>

3 This document is available at the CTIA at <https://www.ctia.org/news/2022-annual-survey-highlights>
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