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Abstract

This document provides a Technice. Report on Originating Party Spoofing in Internet Protocol (IP) Communication Networks.
It describes problems associatea vith originating party spoofing in IP communication networks, identifies potential mitigation
options, and analyzes pros anc con , of mitigation options.
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Foreword

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding between
providers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) develops and
recommends standards and technical reports related to services, architectures, and signaling, in addition to related subjects
under consideration in other North American and international standards bodies. PTSC coordinates and develops standards
and technical reports relevant to telecommunications networks in the U.S., reviews and prepares contributions on such
matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other standards organizations, and reviews for
acceptability or per contra the positions of other countries in related standards development and takes or recommends
appropriate actions.

The mandatory requirements are designated by the word shall and recommendations by the word should. Where both
mandatory requirement and a recommendation are specified for the same criterion, the recommendation represents a ¢hal
currently identifiable as having distinct compatibility or performance advantages. The word may denotes an optional capchily
that could augment the standard. The standard is fully functional without the incorporation of this optional capability

Suggestions for improvement of this document are welcome. They should be sent to the Alliance for Teleco.amu rications
Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washington, DC 20005.

At the time of consensus on this document, PTSC, which was responsible for its development, had the f ilow'ng le ~dership:

M. Dolly, PTSC Chair (AT&T)
V. Shaikh, PTSC Vice-Chair (Applied Communications Sciences)


https://www.stdhive.com/standards/atis-1000072-pdf/

ATIS-1000072

Table of Contents

1 Scope, PUrpose, & APPIICALION ......ccce e e et e e e e e e e e e e e e e eaaaae 1
L L S OO P . i 1
L2 PUIPOSE ..ottt oo e ettt oo e e e e e et e ta e e e e ee ettt et e e e e teeebraa e e e aaaeeanes 1
IR T L o o] o> 1o IS 1

2 NOMMALIVE REIEIENCES .....uuiiii i et e et r e e e e e e e e ee e e e e e e e e eeeannnnnaaens ]

3 Definitions, ACronyms, & ADDIreviatioNS...........c.ouuuiiiii i e 2
I A B = 11 01 (o] o PRSP S TPTPPPPI 2
3.2 Acronyms & ADDIreviationS...........ooiiiiiiiiiiiiiiieei et e e 2

4 Call SCENANIOS ..o NG 4

5  Problem DeSCHPUONS. ......cuuiiiiiiee ettt e e e e e et e e e e e eeeeeie NG 10
5.1 Valid Caller [dentity SCENAIIOS........ccuuuuiiiii e ee e e e e e e et eeeeeean s e eeeeeeeannenns 10

511 ] (o o [N T3 o] o HOU PSPPSR W VTR 10
5.1.2  Simple Call SCENANIO......cciieeiiiiiiiieee e e e srrre e . N 10
5.1.3 Privacy Restriction Call SCENArIO.........ccvvvvieeieeeieieee e i D 11
5.1.4  Roaming Local Breakout Call SCENAIIO ........cciviiciiiiiiiie e criiiieiees) eviies b ereeee e e s s ssrerer e e e e e s e nnnrreeeeees 11
5.1.5  DOCLOr Call SCENANO ...ceiiiiiiieiiiiiee ittt rtee e sttee e sbaeee e sbreeeesss Feesateeeessabeeeessbeeeeeaneeeessnbeeeesans 11
5.1.6  Call Center Attested to by Controlling OPerator ..........ccce i cos iiiiiiiiie e 11
5.1.7  Call Center Attested to by the BOrrowing OPErator ............ccc i 11
5.1.8 | o o Q0= 1| IS Yot = o =T T SRR 11
5.1.9  Call Originating from a Non-IMS SIP-based Networki ..o e 12
5.2 lllegitimate Caller Identity Scenarios (Spoofed Cald) ... i 12
5.2.1 ] (o To (1T o o RO SRR 12
L 1 o T Yo {=To [ O | SR 12
5.2.3  Comparative Call Types Where Spoofing May Occur ....................................................................... 13

6 Mitigation Techniques...............cceeeeennnit O, VT RNt 14

6.1 3GPP PAI Trust Model ................ a3 Ty, SO PP 14
6.1.1 [Tl o] 1o o I USSR 14
6.1.2 [ 0L T PO P PRSP PPPR PP PP 15
6.1.3 L0 ] 0 L TP PP PP PPPRR PP 15

6.2 Number Signing & Validau™n 7eChNIQUES ........oooiiiiiii e 15
6.2.1 (DTS ot ] o] 1 o] o O PP PR 15
6.2.2 CAVEALS .. ettt e e e e e e e e e e e e e e e e e 16

6.3 Certificate Granuiar.'v perwce Provider VS. TIN) .o 16
6.3.1 [0 1T od o] 1o o S 16
6.3.2 [ 0L T PP P PP PPPR R PRPPP 17
6.3.3 L7 aL 0 S PP TP PP PPPR PP 17

6.4  Blacklisis (Lacal & GIODAI) .......oooiiiiiiiieee ettt e 17
6.4.1 L TSt U o] o PP UPPRTTT PP 17
6.4.2 B OS n 18
6.4.C O o OO PP PPPTPPPP 18

6.5 Waitelists (Local & GIODaAl)...........cooooiiiiiiiiiee e 18
351 [ 1S o] 1o o S 18
6.5.2 [ 01 T PP P PP EPPR PP PPP 18
¢.5.3 OIS e 18

A I o (0] 1<)/ o0 S TP PPUPPPUPPPTTTRRN 19
6.6.1 (DTS ot g o] 1 o] o H PP PRTTR PP 19
6.6.2 Pl O e 19
6.6.3 1600 o = SO PP PT PP PP 19


https://www.stdhive.com/standards/atis-1000072-pdf/

ATIS-1000072

6.7 Post Call Notification (e.g., Dial a “*” Code After Hanging UP) ........coooviviiiiiiiiiieeee 19
6.7.1 [Tl o] 1o o SRR 19
6.7.2 Pl OIS e 19
6.7.3 L6000 - SO PP PP PP PTPPPP 19

6.8 Network Verification of SIP PAI/FROM for IP PBX Call Originations ...........cccccveveeeeiiniiiineneenn. 19
6.8.1 (D2 ox 1] o] o] o B ST PO PP PPPPPTPPPPRT 19
6.8.2 PO e 19
6.8.3 OIS e 19

LR T I o I\ Lo A L T =Y =P 20
6.9.1 PO e 20
6.9.2 L6000 - SO OO PPPPPTPPPP 20

6.10  Call Detail Recording (CDR) TIaACE ......cc.uuuiiiiiieeeeiiiiitieiiee et a e e s eeeee e 29
B.00. L PO . e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaa s ), 20
L 00 0 T2 ' LT S ... 20

A B LT o] (o) 0 0 T=T 0 AR o =7 o F- Vg o 1SR SOE SN e 21

4% R =1 T U LS = a2 o o] L= [ P 21
711 SMATPNONE ADPS ..ttt ettt ettt ettt e st e e e st et e e s sabe e e e s sbe e e e e sbbeeeeabbeeeeaat L eeeanbbeeeeaanbeeesabaeeaean 21
7.1.2 CoNSUMEr EQUIPMENT ...ttt e e o] TP PP 21

7.2 Network/Service Provider APPHE .........oooiiiiiiiiiieeee e e e e e 21
7.2.1  Originating SEIVICE PrOVIAET .......ueeiiii ittt e e e s e s s eeeessestntaeeeeaeeeanrraaeeeeeeas 21
7.2.2 Intermediate SErviCe PrOVIAET .......c.coiiiiiiiiiiiiiie et e e s 21
7.2.3  Terminating SErviCe PIrOVIAET .......cccciiiiiiiiiiieee e ceciitiee e e e s ereees e atitaat e e e e s s s etarae e e e e e e s s snnneeeaaeeas 21

8 Analysis of Mitigation Techniques ...........cccooveeiiiiiiiiiiinnnn By oo cerrreernneeenrreeeerrreeraeens 22

Table of Figures

Figure 4.1 — Range of Possible Calling SCENQOIIOS..........oovviiiiiiii e 4
Figure 4.2 — Terminating Service Provider i=w of an Incoming Call ............cccccvvvviiiiiiiiiinnnnnn. 5
Figure 4.3 — Terminating Service Providar 2w of an Incoming Call with Possible Sources.... 6
Figure 4.4 — International Gateway Probui@m ... e e 7
Figure 4.5 — Call Scenario: Internatioral Gateway Directed to a PBX .......ceiiiiiieiiiiiiiiiiiieeeeee, 8
Figure 4.6 — Calling Party Spooiina EXAMPIE .......ovviiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeee et 9
Figure 4.7 — ENd-t0-ENd TDNV Call ...ouuniiii e e e 10

Table of Tables

Table 5.1 — Uses ot Taller ID for Spoofing/Fraud ..o 12
Table 5.2 — Types of Calls Where Caller ID Spoofing May OCCU ..........cccvvvvvviiiiieeeeeeeeeeiiiinnnn, 14


https://www.stdhive.com/standards/atis-1000072-pdf/

ATIS TECHNICAL REPORT ATIS-1000072

ATIS Technical Report on —

An Analysis of Mitigation Techniques for Calling Party Spoofing

1 Scope, Purpose, & Application

1.1 Scope
This technical report provides analysis of calling party spoofing mitigation techniques in the converg=d Internct
Protocol (IP) communication network environment. The scope includes the following:
e Summary description of the problems associated with originating party spoofing in IP ccmniunication
networks.
e Provide an analysis of the following mitigation techniques:
=  3GPP P-Asserted Identity (PAI) trust model;

= Number Signaling and Validation Techniques (Secure Telepho:e luc: tity Revisited/Secure
Handling of Asserted Identities Using Tokens [STIR/SHAKEN] F ame work), including that
of the Calling Party and International Gateway;Certific/io. G.~nularity (Service Provider
versus “per TN");

= Blacklists (local and global);

=  Whitelists (local and global);

= Honeypots;

= Post call notification (e.g., dial a “*” code after hanging :p),

= Network verification of Session Initiatian i rotocol (SIP) PAI/FROM for IP Private Branch
Exchange (PBX) call originations;

= Do Not Originate;
Call Detail Records (CDR) Trace.

The mitigation techniques provided in this anz iys.s also apply to illegitimate robocalls.

1.2 Purpose

The purpose of this document is tc uro! ide an analysis of the available and proposed mitigation techniques, and
guidance on standard approach. s for addressing originating party spoofing.

1.3 Applicatien

ATIS member companies may rely on this paper to conduct meetings with policymakers at all levels of
government who a.» aealing with constituents’ concerns about caller identification services (caller ID) spoofing
and robocallit9. Those meetings may educate government officials about these practices and may involve
advocacy agrir st premature regulation and legislation that could cement solutions or create regulatory barriers to
the flexibn.'v inavstry needs to mitigate caller ID spoofing and robocalling.

~

~ - Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of this
Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most
recent editions of the standards indicated below.
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