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Abstract

The integrity, co. fide.tiality, and availability of Emergency Telecommunication Service (ETS) in a multi-
provider Next Serzration Network (NGN) environment will depend on the security of each individual
network irvolvea in an end-to-end communication. To allow network-provided security of end-to-end ETS
communice tions in @ multi-provider environment, intra-network domain and inter-network domain security
requi2menis for ETS protection are needed. This ATIS standard provides a minimum set of requirements
foi "he socuiity protection of NS/EP NGN-PS in LTE Access Networks.


https://www.stdhive.com/standards/atis-10000602014-r2019-pdf/

ATIS-1000060.2014(R2019)

Foreword

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been
processed in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has
not been subjected to public review or a consensus process. In addition, it does not contain requirements necessary
for conformance to the Standard.

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding
between providers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC)
develops and recommends standards and technical reports related to services, architectures, and signaling, in addition
to related subjects under consideration in other North American and international standards bodies. PTSC coordinates
and develops standards and technical reports relevant to telecommunications networks in the U.S., reviews anu
prepares contributions on such matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other stcndards
organizations, and reviews for acceptability or per contra the positions of other countries in related .tancards
development and takes or recommends appropriate actions.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mand: tery -2quiaments
are designated by the word shall and recommendations by the word should. Where both a mandatory , >quicment and
a recommendation are specified for the same criterion, the recommendation represents a goal currently . dentifiable as
having distinct compatibility or performance advantages.

Suggestions for improvement of this document are welcome. They should be ¢=nt & the Alliance for
Telecommunications Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washingt~n, L ™ 20C )5.

At the time of consensus on this document, PTSC, which was responsible for.its-C>veicziment, had the following
leadership:

M. Dolly, PTSC Chair [AT&T]

V. Shaikh, PTSC Vice-Chair [Applied Communication Sciences'

M Geller, PTSC-CSEC Chair [Cisco]

R. Singh, PTSC-CSEC Vice-Chair [Applied Commun/ :ation Sciences]
M. Ghassemzadeh, Technical Editor [Applied Communicdtion Sciences]

R. Singh, Technical Editor [Applied Communic.:tion:Sciences]

The Cybersecurity [CSEC] Subcommittee was respnonsible for the development of this document.


https://www.stdhive.com/standards/atis-10000602014-r2019-pdf/

ATIS-1000060.2014(R2019)

Table of Contents

1 SCOPE, PURPOSE, & APPLICATION.........ccieiicrteersssrerssssnsesssssssessssssesssssssesssssssessassssesssssssesssssnsensas 7
1.1 RELATIONSHIP OF CONCEPTS & TERMS ....cciuutitieiitieaeiitteeeaiteeesanteeesssteeesanteeesanteeesannteeesanseeessnnsens 8
1.2  REQUIREMENT LABELING CONVENTIONS ....c.uttttteitttteeaiteeeeanteeesanteeesanteeesanseeesasteeesansneeessnnseeessnnses 9
1.3 DOCUMENT ORGANIZATION ...eeeeiiuuiteeeiuteeeasauteeeesauteeeesansseeesassseeesasseeeesasssesssassseessassseessassseessassseessnnssees 9
T4 ASSUMPTIONS ....cteiieeiieieeeeiteee e ettt e e e aaaeteesaaeeeeeaansteeesanseeeeaanseeeeaannteeeeansteeesansteeeeansteeeeannteeeeanneeeesannee 10

2 NORMATIVE REFERENGCES..........coooiiiiiiiriire s ssns s ssssss s ssssn s s s s s s s s s s s e s s mn s s s smnnssnsnns v
21 ATIS REFERENCES....cciiiiiiitttiieie e e e e ettt e e e e e e e te e eeeeaeeaaaannteeeeeeaeeaaanneeeeeaaeeeaaansnnneeeeaeeeaanenl 10
2.2 ITU-T REFERENCES.....ceeiitttteeiteieesaieeeesaseeeesasseeeessssseeesassseeesasseesesassssessassseessnssssessnsssesssnsslennaslees i1
2.3 IETF REFERENCES .....cctititiiteiiteieeisteeeessteeeesssseeeessssseeesnsssseesassassssnssssessnssssessnssssesssueestannensuvenes 11
2.4 3GPP REFERENCES ....cociititieiittiieeeeieeeeessteeeesssseeeessssseeesassseeesasseseesnssssessnssseessnssssessnn | aesnes i annens 11
2.5  3GPP2 REFERENCES ... ..oiiiiii ittt ettt ettt e et e e sbe e e eaee e enaeesan] e 12

3 DEFINITIONS, ACRONYMS, & ABBREVIATIONS ........cooiiioerircmerrsseressssmnesmees esmeesssssmessssssnens 12
3.1 DEFINITIONS AND TERMINOLOGY ...cceiuuvireeiurieaesueeeesanneeesaneeeesannseeessnsseeessinseees Dareeess hreeessnnseeessnneees 12

3.1.1 Security Services DEFiNItIONS.............eeuiiieeeeeeceiiie et eet i et ettt aa e e e e ssesseees 12
3.1.2  Security Threats, Definitions, & DeSCIPLIONS .............coveeeeeeeiiit et e eeesciieaa e e 13
3.1.3 Security AHACK DESCIIPHONS.............veeeeeeeeeeeeeeeee ettt ees e e ettt a e e e s s 13
3.1.4  General NGN DefinitioNS ............couiieeireiiiiieesieeeeece e ettt 14
3.1.5  LTE-SPECIfiC DEFINItIONS ... e ettt a e e e et aaeena e 16
3.1.6 (@1 =T D =Yoo o] 1 (o) 1 16
3.2  ACRONYMS, ABBREVIATIONS, & SPECIAL TERMS...........c0..... ) 17

4 ARCHITECTURE & PROCEDURES ..........ccceeeverrrier oo . 22

4.1  CONCEPTUAL ACCESS NETWORK FUNCTIONS WITEN AN NGN .....ooiiiiiiiieiciee e 22
4.1.1 LTE Access NetWOrk ArCRIt@CIUIE..............oo o 25
4.1.2  Non-Roaming Reference ArchiteCtUI = ........ccc.uueiiiiii e 25
4.1.3  LTE Procedures Relevant t0 NS/E T INGN-PS .........c..ooi oo 30
4.1.4 Conceptual View of LTE Access Metwork Security Architecture .............coooeeeveeeeecccnveennn.. 33
4.1.5  LTE Access Network Secury-spacific Flows and Security Context.............cccccvvvveeneeeeaans 38

5 GENERAL NS/EP LTE SECUR!TY REQUIREMENTS AND OBJECTIVES ........ccccoiiiiiimriicrerines 39
5.1 FUNCTIONAL SCOFE....... ..... . NPT T PP ST ST PPPPTPPPUPTRTIPPPOR 39
5.2  GENERAL LTE SECURITY fUBJECTIVES & REQUIREMENTS .....cctiiiiiiiieeiiiieeessieeesensreeesansreeeesnnseeassnnsnas 40

5.2.1 Common Objetive s % REQUIFEMENTS .........c.oieeeieee e 41
5.2.2  Roles & Resooi sibilities in Multi-provider Arrangements ...............cccocueeecveeescieeeesciee e 41

6 USER-TO-NETWCRK NTERFACE (LTE-UU) SECURITY & UE PROTECTION SPECIFIC TO LTE
42

6.1  NS/EP.'GN-PS SUBSCRIBED UE & LTE AIR INTERFACE FEATURES .....cccoictiiieiiiieeeeeiieeeeeveee e e 42

6.2 NS/E:X NUN-PS SPECIAL HANDLING OF UE FEATURES ......cutiiiiiiiieeeitiee ettt 42
6.2.1 Integrity of NS/EP LTE Access Class ProCedUIES ..........euuuueeeeecciieeiaaaeeessiiiveiiaaeeeesessasenns 42
6.2.2 . Integrity of USIM Provisioning for the NS/EP LTE Access Class & other Exempt Access
C'assec 43
6.2.3 < Integrity of NS/EP LTE Non-Contention Based Random Access for Priority Handover
FUOCBAUIES ...ttt ettt oottt e e oo ettt e e e e ettt e e e e e et ea e e e 43
6.2.4  Integrity of RRC Connection Establishment Procedure used for NS/EP LTE Priority Access

44

6.3 NS/EP NGN-PS CONSIDERATIONS OF LTE AIR INTERFACE SECURITY FEATURE OPTIONS................ 45
6.3.1 LTE AIr INterfaCe SECUITLY .......ccooueeee ettt enee e 45
6.3.2  Network Attachment SiGNaliNg ..............c.eoo oo 46


https://www.stdhive.com/standards/atis-10000602014-r2019-pdf/

ATIS-1000060.2014(R2019)

L S U1 [0 20 ] =Tt U i PR 47
7 E-UTRAN SECURITY & E-UTRAN-TO-EPC INTERFACE SECURITY ......c.ccocinimmniinienisnsssneninns 48
7.1 NS/EP NGN- PS-SPECIFIC E-UTRAN FEATURES ......cutiiiiiiiiieiiiee ettt e e e 48
7.1.1 Protection of eNodeB Handling & Bypass of Machine Congestion Control Capabilities Used
for Priority Resource Allocation of NS/EP NGN-PS: LTE-Uu, ST-MME, & ST1-U .........cccccvvvvveveeeenn. 48
7.2 NS/EP NGN-PS SPECIAL HANDLING OF E-UTRAN-SPECIFIC FEATURES.......cccoiiiieeiiiieee e 49
7.2.1 Integrity of NS/EP LTE Access Class Procedures: LTE-UU ..........ccccccueveeeecccveeisaeeeeseinnen, 49
7.2.2  Integrity of NS/EP LTE Non-Contention Based Random Access Procedures for Priority
L =TT (o) =Tl I I U 50
7.2.3  Integrity of NS/EP LTE Priority Markings (Allocation and Retention Priority “ARP”) for Priority
HANAOVEE: X2-AP ... ..ottt e e e e e e e e e e e e e s e e e e e e e en s ~...50
7.2.4  Integrity of RRC Connection Establishment Procedure used for NS/EP LTE Priority
Resource Allocation: LTE-UU/ST-MME ............. .. e eea s e 51
7.2.5  Integrity of NS/EP LTE Priority Markings (Allocation & Retention Priority ‘AR 2?): 31-1ZME 51
7.2.6  Integrity of Paging Priority: ST-MME ..............ooue et eeestiiaaa e taaa e 51
7.2.7  Integrity of NS/EP LTE Periority Markings (ARP/QCI) ..........ooeeeiieeeeieeeeeifeeeeee st 52
7.3  LTE SECURITY FEATURES CRITICAL TO SERVICE USERS ......cctttiiiiieeiiiieeeaiiees et envieeesnneeeeenneeas 52
8 EPC SECURITY & EPC (NNI) INTERFACE SECURITY INCLUDING EPC-TO-'MS || ITERFACE ..53
8.1 NS/EP PS-SPECIFIC EPC FEATURES ......ccctvtiiiiiiieeiiieee e i LN 53
8.1.1  Advance Priority-SPR (Subscriber Profile RePOSItOry) ........cccc.cocoes ioueeeeieeeeeesciiiiiiaaeeeeesnns 53
8.1.2  Advance Priority-HSS (Home SUubSCIber SEIVer).............uuiiiiioii e 54
8.1.3  Protection of MME Handling & Bypass of Machine Cor.2e stion Control Capabilities Used for
Priority Resource Allocation of NS/EP NGN-PS..............oo it 54
8.1.4  Protection of S-GW Handling & Bypass of Mac:ine Cori jestion Control Capabilities Used
for Priority Resource Allocation of NS/EP NGN-PS ... ...t 55
8.1.5  Protection of PDN-GW Handling & Bypass of M. r‘h:. 1e Congestion Control Capabilities
Used for Priority Resource Allocation of NS/EP NGII-PS...........coooueeeieee e eeesiiiaaa e e 55
8.2 NS/EP SPECIAL HANDLING SPECIFIC TO EPC NETW 2K ENTITIES oo 56
8.2.1 NS/EP NGN-PS Special Handling of MME Specific Features..............c.ccocevvvvveiaeeeesesrnnnnn, 56
8.2.2  NS/EP NGN-PS Special Handling of S-G Y Specific Features............ccocccueeeeesecivveeanaeeaasnns 58
8.2.3  NS/EP NGN-PS Special Handling ot 7 DN-GW Specific Features ..............ccccccevvuvvvuneeveanuns 59
8.2.4  NS/EP NGN-PS Special Haruii2g ¢” PCRF Specific Features..............cccccoocveiincceeeincnn 60
8.2.5  NS/EP NGN-PS Speciai Hai ulin'j of HSS Specific Features...........cocooovvvoceiincieeinne 62
8.3 EPC SECURITY FEATURES CRITICAL 10 SERVICE USERS .....coeiiiiiiiiieiieeaieeesieesieeesieeesseeesseeeesneeeans 62
8.3.1  Protection of MME Mact.'ne Congestion Control Capabilities ...............ccccouvceeiincieevncnnnn. 62
8.3.2  S-GW Machine Criipesuon Control Capabilities ..............ccceeeeeee i 62
8.3.3  PDN-GW Machin > Coigestion Control Capabilities ................ccoueveeiiroieiiniiiiiiiieee e 62
8.3.4  PCRF Machir Conyestion Control Capabilities ................cccoceeieeeeesecieiiiiiaeeeesiiiiiiaaaaeeeasnns 63
9 IP & TRANSPORT SECURITY ..coiiiiiiiiire e sss s s sssss s sssssss s ssssan s ss s s s ms e s s mn e s ssssmnn s snsmsessnsnns 63
9.1 OVERVIEW............ PSSR 63
1S IO = o e = o 1o PP 63
9.3  IDENTIFICATION OF “UN-TRUSTED” BACKHAUL NETWORK SEGMENT ....uutviieiiiiieeeiieeeeeenrieeeesneeeaesnneeas 63
9.4 IDENTIF CATION OF LTE NETWORK ASSETS....ceiiitiiieeiiteieeiiereeessssreeesssteesssssseeessnsseeesanssesesssssesessnssees 64
9.5 FHYSICAL SECURITY ..ttiiiiiutiieeeitttteeeattteeesasteeeesssseseeaassseeesassseeesassaeeeaassaseeaassseeesssseeesnssseeesnsseeessnnsenas 64
9.3 CEZURITY PROTECTION OF SYNCHRONIZATION MECHANISMS .....oiiiiiieiiieiiieesiieeeieeenieeeseeeeeseeeesneeeans 65
©.7 . SECURITY PROTECTION OF IP TRANSPORT ROUTING FUNCTIONS & PROTOCOLS........cccvvveeerirrreeennnee. 65
N MANAGEMENT PLANE SECURITY ....oiiiiiinininiisisss s s ssss s ssssssssssssssss s ssssssnsms snssss sssns s 66
10.1 BACKGROUND: THE S&P “SPACE” ......cieiiieiiiieiieeeeieeetie et e steeeeeeeateeaseeeesaeeanaeeesneeeaneeeaneeeannes 66
10.2 COMMON MANAGEMENT PLANE SECURITY REQUIREMENTS.......uuttiiiiieieaiieeeeenirieeeennieeeeenneeeeeenneeas 66
10.3 SPECIFIC CONSIDERATIONS FOR LTE ACCESS NETWORKS ....cctviieeiiiieeeiiieeeeeiieeeesieeeeesneeee e e 66
10.3.1 E-UTRAN & E-UTRAN-O-EPC INTOITACE ... 66
LR B = O SRR 68


https://www.stdhive.com/standards/atis-10000602014-r2019-pdf/

ATIS-1000060.2014(R2019)

10.4 MANAGEMENT OF SECURITY .ettiiiutiteetiutieeesauteeeesasssseesassseeesasssssesasssssesassssessasssssssnssseesassssessnssseenn 71
11 AVAILABILITY PROTECTION.......coiiiiccieiissmrersssmeesssssesssssssssssssssesssssssesssssnsesssssnsessassnsessassnsessnsans 7
11.1 ENODEB (D)DOS ATTACKS .. .etitiiitieieeittteeeatteeesatteeesaeteeeeansteeesasteeesanteeesasseeesaanteeesasseeessnnsens 72
11.2 PDN GATEWAY (D)DOS ATTACKS ...eeiiuteeieeiuiiieeeateeeesateeeesateeeesassseeesansseeesansseeesansseessansseeesasseeess 72
11.3 OTHER TYPES OF ATTACKS ..utttteeiittteeatteeesattteesatteeesaasseeasansteeesanseeesanteeesasteeesannseeessnnseeesannes 73
11.3.1 Radio Access Network Frequency Jamming AtACKS. ........cccceeeeeeeeeeeeeesesesesesesesesesesssesesesenens 73
11.3.2  MaSQUEIAQING ATLACKS .........eeeeeeeeeeee ettt 73
11.3.3 Diversity & Redundancy for SUIVIVabBIlity ................eeeeieeeeeeeiieeiiie e eeesiieaaa e 73
12 NS/EP NGN-PS SPECIAL HANDLING FOR PRIORITY CIRCUIT-SWITCHED FALLBACK....... R
12.1 PRIORITY CIRCUIT-SWITCHED FALLBACK TO UMTS ...t .. 74
12.1.1  Priority CSFB Configuration Data — HSS ..............coooiiiiiiee e 75
12.1.2 Confidentiality of MME Incoming Message Handling for Priority CSFB - MME.................... 75
12.1.3 Integrity of NS/EP LTE Access Class Procedures for Priority CSFB: LTE-Uu' ........... ....... 75
12.1.4 Integrity of Paging Messages for CSFB & Priority Processing - MME................c ... 76
12.1.5 Integrity of CSFB Periority Messages & Processing - eNOdeB...............cccc.iveeeeeciiiiiinaeeeasnn, 76
12.1.6 Integrity of Priority Indication sent by E-UTRAN to UTRAN during Prioritv CSFB with PS
L =TT 01> PP U PP 76
12.1.7 Integrity of RRC Connection Request Procedure to UTRAN for CS=B v 2 Rclease with
Redirection to UMTS = UE .........ccoooeieeeeee e W 21, . AOROR 76
12.1.8 Integrity of Priority CSFB Processing — UMTS MSC...........cccccccivees i 77
12.2 PRIORITY CIRCUIT-SWITCHED FALLBACK TO CDMA 1XRTT ..ot 77
12.2.1  Priority CSFB Configuration Data — HSS ............c.ccccccciiiil oo 79
12.2.2 Confidentiality of MME Incoming Message Handling-sr r 'or/ty CSFB-MME.................... 79
12.2.3 Integrity of Paging Messages for CSFB & Priority F-ocesing-MME.............cc.ccccoee. 79
12.2.4 Integrity of NS/EP LTE Access Class Procea.res ‘or rriority CSFB: LTE-Uu...................... 79
12.2.5 Integrity of Paging Messages for CSFB & Priorn,« Processing — 1x Interworking Solution... 79
12.2.6 Integrity of CSFB Periority Messages & Pro 'essing - eNOdEeB..............ccccceeveeeeccciieeinaaeeasns 80
12.2.7 Integrity of Priority CSFB ProcesSing — 1X Ml ....uueeeieee oot 80
13 BIBLIOGRAPHY ......iiiiiirirere s e ottt NN e NS e NS NN RRS NN SRR RSN SRR R RS SRRRE RS SRR RS 81
ANNEX A: INTEGRATION REFERENCE PCINTS. BACKGROUND INFORMATION.........cccocmrirumnnnns 82
ANNEX B: REQUIREMENT CATEGORII'S WIAPPING ...t s 83

Table of Figures |

FIGURE 1. 1 = APPROACH ... ttitiiitetesetetetesesestesesesestesesese st e sesesess et esesessssesese s e s esese s esesess st esesessesesesn s ssesenenens 8
FIGURE 1. 2 - RELATIONS 1IF OF SONCEPTS AND TERMS ......oviviiiietetesiieteseesietesee s seseessesesesssessesesssssesesessnas 9
FIGURE 4. 1 - NGN LOGIUAL £ RCHITECTURE OVERVIEW (FROM FIGURE 1/ATIS-100018 AND FIGURE 1 OF ITU-T

D 740 2 T SRR 23
FIGURE 4. 2 - GENERi> WIRELESS ACCESS NETWORK ARCHITECTURE AND INTERCONNECTIONS........c.cocveene... 24
FIGURE 4. 3 - I'ON-ROAMING REFERENCE ARCHITECTURE FOR 3GPP ACCESS. .....c.cevveveeeeeieveeeeeeieeeeene e 25
FIGURE 4. 4 LT ACCESS NETWORK ARCHITECTURE .........veuiurereeseeeesesesessesessseasesesesessesssesessesesesessnssesesnnnns 26
FIGURE 4 - LTE PROCEDURES RELEVANT TO MOBILE ORIGINATING CALL/SESSIONS .......cocveveveeereeereaennanes 32
FIGL?E 4.3 - LTE PROCEDURES RELEVANT TO MOBILE TERMINATING CALL/SESSIONS .....c.vveveerervereeereenne. 33
FIoURE 4. 7 LTE SECURITY FEATURES .....vtutuititeneittesesestetesesessssesesessssesessssssesesessssesesassssesesensssesesensssssesesnnes 34
FIGL2F 4. 8 -LTE ACCESS NETWORK SECURITY ARCHITECTURE .....vviuiaiiereniiteteseesiesesessssesese e ssesesesssesesns 35
FIC!IRE 4. 9 - KEY HIERARCHY FOR LTE ACCESS NETWORK......c.cutiitetiiiirieteneseeiesesesesiesesesssseseseessesesensssesesns 36
TIGURE 10. 1 - SECURITY ARCHITECTURE FOR A SECURED IRP ......oiiiiiiiieiiesiieiee e 69
FIGURE 12. 1 - NON ROAMING ARCHITECTURE FOR CSFB TO UMTS ..ottt 74
FIGURE 12. 2 — NON-ROAMING ARCHITECTURE FOR CSFB TO CDMA 2000 1XRTT ....cvoviiiieieiieieieeeee e 78
FIGURE A. 1 - IRP COMPONENTS (WITH EXAMPLE SOLUTION SETS) ...vveueiiveueeeeietesceseeeieseseesese s s eseseseen e seses 82

\"


https://www.stdhive.com/standards/atis-10000602014-r2019-pdf/

ATIS-1000060.2014(R2019)

Table of Tables

TABLE 5. 1 - ORIGINAL TABLE OF ETS FUNCTIONAL REQUIREMENTS [ATIS-0100009] .......cocvevvvrercerreiereenee 39
TABLE 6. 1 - RRC CONNECTION ESTABLISHMENT MESSAGE CONTENT ......ooviuiviveeieeeeeteeeeeeeiescs e 44
TABLE 6. 2 — LTE AIR INTERFACE SECURITY PROTECTION FEATURES (3GPP RELEASE 10 [TS 33.401)).......... 45
TABLE 9. 1 - USE OF IPSEC FOR LTE BACKHAUL SECURITY ......cueuievieeieieteseeeeeeseseeeseseasesesesesssesesesenanesesenns 63
TABLE B. 1 — OBUECTIVES. .. uueiveteeeeeeeteeeeeteteseseseteasasesesess s e s e s esssses et essasesesesessesasessasessseseasasasesessessseseasenasesens 83
TABLE B. 2 - CONDITIONAL REQUIREMENTS ........cuveuiuieiteeieeeseteseaeesetesesesesessssesesessasesesessssesssesessesesesessanaseseanans 84
TABLE B. 3 = REQUIREMENTS .....uutuiititiattesesetstetesesessesesessssesesassssssesessssesesasessasesessssssesassssasesessssssesesessssesenas 84

vi


https://www.stdhive.com/standards/atis-10000602014-r2019-pdf/

AMERICAN NATIONAL STANDARD ATIS-1000060.2014(R2019)

American National Standard on —

Emergency Telecommunications Service (ETS): Long Term
Evolution (LTE) Access Network Security Requirements for
National Security/Emergency Preparedness (NS/EP) Next
Generation Network (NGN) Priority Services

1 Scope, Purpose, & Application

This document defines a minimum set of security requirements for the National Security ana Emergency
Preparedness (NS/EP) Next Generation Network Priority Services (NGN-PS) within ti e context of Long
Term Evolution (LTE) access networks. They include requirements on the LTE fun-tioi.o: components and
interfaces and their interworking with the Circuit Switched (CS) technologies thet Se.vice ’roviders expect
to use for voice communications' in the initial LTE deployments.

The purpose of this document is to provide a minimum set of security .=qu.rements for the security
protection of NS/EP NGN-PS in LTE Access Networks. The requiremens address the protection of the LTE
priority features, capabilities, and procedures. Specifically, they alc=~es the problem of securing the
advance priority features and special priority handling (referrec w0 hcre, collectively, simply as special
handling) that NS/EP NGN-PS messages will require as they trasit 'he LTE Access Network? in support
of priority communications. Without protection of the LTE syecic! handling to provide priority treatment for
NS/EP NGN-PS, the needs of the NS/EP community to raspund effectively to crises could be hampered.
The requirements focus on security protection against' attacks that would compromise the integrity and
availability of the LTE Access Network advance priority a..u special handing features. The requirements
also address confidentiality protection of the Service User's private and sensitive information. This
information, which might include location inforr aticn or'data that could reveal the user’s identity, must be
protected while it is in transit across the netwark anu while it is being stored on various network entities.

The scope of this document includeg (1) irecrity and availability protection of the LTE advance priority
features and the special handling func'ionc and capabilities, including the scheduling mechanisms, (2)
integrity and availability of NS/EP com.aunications on the LTE Access Network segment, and (3)
confidentiality protection of sen<itive.: nd private Service User data. The scope includes secure state
transitions and mobility within ¢ L% E provider domain; and security for transport of signaling and user data
over LTE interfaces, the Mahageent Plane, Supporting IP Services, and Circuit Switch Fallback (CSFB)
Signaling for interworkinz wit Universal Mobile Telecommunications System (UMTS) and Code Division
Multiple Access (CDM:*) Sii gle Carrier Radio Transmission Technology (1xRTT).

The scope is rastrictew. to security of NS/EP NGN-PS (i.e., NGN Government Emergency
Telecommunica‘ons . Services and Wireless Priority Services, abbreviated as GETS and WPS,
respectively) s dcfined in [ATIS-1000057] that are specific to the LTE access network. The scope of this
document.is limi.2d to priority voice services for non-roaming scenarios.

Figere .1 Vllustrates the approach used to define and organize the security requirements that address
protection 0. NS/EP NGN-PS for the LTE Access Network. In this document, the LTE Access Network as
detined 11 [3GPP TS 23.002] consists of the:

"'NGN Service Providers have elected to reuse CS technology rather than an IMS solution for their initial voice
communications solution. The 3GPP specification [TS 23.272] covers circuit switch fallback (CS-FB).

2 This refers specifically to traversal over various LTE interfaces in order to securely establish bearer channels needed
for priority communications.
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