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Abstract

The integrity, confidentiality, and availability of Emergency Telecommunication Service (ETS) in a multi-provider Next Generation
Network (NGN) environment will depend on the security of each individual network involved in an end-to-end communication.
To allow network provided security of end-to-end ETS communications in a multi-provider environment, intra-network domain
and inter-network domain security requirements for ETS protection are needed. This standard provides a minimum set of
common (i.e., independent of network type or technology) and core network security requirements for the protection of ETS in
a multi-provider NGN environment.
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Foreword

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed in
accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected to
~ublic review or a consensus process. In addition, it does not contain requirements necessary for conformance to the Standard.

As aieadi'ig technology and solutions development organization, the Alliance for Telecommunications Industry Solutions (ATIS)
brings together the top global information and communications technology (ICT) companies to advance the industry’s most-
pressing bus‘ness priorities. ATIS serves the public through improved understanding between carriers, customers, and
manufacturers: The Packet Technologies and Systems Committee (PTSC) develops and recommends standards and technical
reports related ‘o services, architectures, and signaling, in addition to related subjects under consideration in other North
American and interritional standards bodies. PTSC coordinates and develops standards and technical reports relevant to
telecommunication: neworks in the U.S., reviews and prepares contributions on such matters for submission to U.S. ITU-T and
U.S. ITU-R Study Groi-ps or other standards organizations, and reviews for acceptability or per contra the positions of other
countries in related stand:.ds'development and takes or recommends appropriate actions.

ANSI guidelines specify twc ce.egories of requirements: mandatory and recommendation. The mandatory requirements are
designated by the word shali #7.1d..recommendations by the word should. Where both a mandatory requirement and a
recommendation are specified for ti.e 'same criterion, the recommendation represents a goal currently identifiable as having
distinct compatibility or performance a2 vuntages.

NOTE - The user’s attention is ca’'ed ‘o the possibility that compliance with this standard may require use of an invention
covered by patent rights. By publication of this standard, no position is taken with respect to whether use of an invention
covered by patent rights will be requir:d, and if any such use is required no position is taken regarding the validity of
this claim or any patent rights in connectior. therewith. Please refer to [https://www.atis.org/policy/patent-assurances/]
to determine if any statement has been fied oy a patent holder indicating a willingness to grant a license either without
compensation or on reasonable and non-discriminatory terms and conditions to applicants desiring to obtain a license.

Suggestions for improvement of this document are wel~xic. They should be sent to the Alliance for Telecommunications
Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washinaton, DC 20005.

At the time it approved this document, PTSC, which is resp~asitie for the development of this Standard, had the following
leadership:

M. Dolly, PTSC Chair (AT&T)

V. Shaikh, PTSC Vice Chair (Peraton Labs)
M. Dolly, PTSC SAC Chair (AT&T)

R. Singh, Technical Editor (Peraton Labs)
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AMERICAN NATIONAL STANDARD ATIS-100055.2024

American National Standard for Telecommunications—

crnergency Telecommunications Service (ETS):
Coie Network Security Requirements

1 Scope, Purpose, & Application
1.1 Scope

The integrity, confidentiai*;, ‘and availability of Emergency Telecommunication Service (ETS) in a multi-provider
Next Generation Network (M G*) environment will depend on the security of each individual network involved in an
end-to-end communication.-Tc allow network provided security of end-to-end ETS communications in a multi-
provider environment, intra-networ!<.omain and inter-network domain security requirements for ETS protection are
needed. This standard provides min.inzum.security requirements for the security protection of ETS in a multi-provider
NGN environment.

The scope of this standard is common (i.e . reouirements that are independent of network type or technology) and
core network security requirements in the cunizxt of supporting ETS in a multi-provider NGN environment. The
scope of the security requirements includes  inegrity, confidentiality, and availability protection for ETS
communications within a network and across networ' boundaries (i.e., between different network domains).

1.2 Purpose

The purpose of this standard is to provide a minimum set of sec iy requirements that can be used to facilitate the
security protection of ETS communications across directly or indiractly interconnected networks. The requirements
in this standard are intended to protect ETS applications and resources against security threats, including protection
of the network infrastructure supporting the ETS applications.

Another purpose of this standard is to promote interoperability in a multi-r.etvork, multi-service provider, and multi-
vendor environment.

1.3 Application

This standard is applicable to public networks supporting ETS. Private enterprise newwc.ks._may also use this
standard.

1.4 Relationship of Concepts & Terms

National Security/Emergency Preparedness Next Generation Network Priority Service (NS/EP NGN-PS), Legacy
Government Emergency Telecommunication Service (GETS), and Wireless Priority Service (WPS) are all facets of
the U.S.A. instantiation of the international standard for ETS [E.107]. The relationship of the terms is portrayed in
Figure 1-1.
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