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Abstract

The ir.grity . cor fidentiality, and availability of Emergency Telecommunication Service (ETS) in a multi-provider Next
Gercratio. Network (NGN) environment will depend on the security of each individual network involved in an end-to-end
ccamu, ication. To allow network provided security of end-to-end ETS communications in a multi-provider environment, intra-
.>twork domain and inter-network domain security requirements for ETS protection are needed. This ATIS standard provides
~« minimum set of common (i.e., independent of network type or technology) and core network security requirements for the
wrutection of ETS in a multi-provider NGN environment.
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American National Standard for Telecommunications—

Emergency Telecommunications Service (ETS):
Core Network Security Requirements

1 Scope, Purpose, & Application

1.1 Scope

The integrity, confidentiality, and availability of Emergency Telecommunication Service (ETS) in a mu'ti-provider
Next Generation Network (NGN) environment will depend on the security of each individual netwoi« involved in
an end-to-end communication. To allow network provided security of end-to-end ETS commu~ica.ons in a multi-
provider environment, intra-network domain and inter-network domain security requirements tcr ETS protection
are needed. This ATIS standard provides minimum security requirements for the security protection of ETS in a
multi-provider NGN environment.

The scope of this ATIS standard is common (i.e., requirements that are ind~oer:lent of network type or
technology) and core network security requirements in the context of supporti=2 ETS in a multi-provider NGN
environment. The scope of the security requirements includes integrity, confiu ntia ity, and availability protection
for ETS communications within a network and across network boundaries \ <., between different network
domains).

1.2 Purpose

The purpose of this ATIS standard is to provide a minimuii sev of security requirements that can be used to
facilitate the security protection of ETS communications acrc3s o rectly or indirectly interconnected networks. The
requirements in this standard are intended to protect ETS applications and resources against security threats,
including protection of the network infrastructure supp artina the ETS applications.

Another purpose of this standard is to promote. irfei< perability in a multi-network, multi-service provider, and
multi-vendor environment.

1.3 Application

This standard is applicable to pul lie"networks supporting ETS. Private enterprise networks may also use this
standard.

1.4 Relationship ot “.oncepts & Terms

National Securit/Ei: erguncy Preparedness Next Generation Network Priority Service (NS/EP NGN-PS), Legacy
Government Eme, tency Telecommunication Service (GETS), and Wireless Priority Service (WPS) are all facets
of the U.S.A. instantation of the international standard for ETS [E.107]. The relationship of the terms is portrayed
in Figure 1
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Emergency Telecommunications Service (ETS)} is a national service, providing priority telecommunications
to the ETS-authorized user in times of disaster and emergency (ITU-T Study Group 2) [E.107].

(Legacy)} GETS is a circuit-
switched form of GETS for voice
(and voiceband data) using
Personal Identification Number
(PIN}) authorization, in which a
user can invoke the service by
dialing a specific GETS Access
Number or special GETS Number
for Translation from most phones
served by the Public Switched
Network (PSN). Legacy GETS
provides priority treatment across

Wireless Priority Service
(WPS} is a circuit-switched form
of GETS for voice (and
voiceband data} using
subscription-based
authentication, in which a user
can invoke the service by dialing
a feature code from a WPS-
subscribed mobile phone served
by a public wireless network.
WPS provides priority treatment
across originating and

NS/EP NGN Priority Services
are the evolution of Legacy
GETS and WPS, through
technology insertion, to achieve
service continuity in a packet-
switched NGN and leverage the
NGN to offer new features and
priority voice, video, and data
transport services.

terminating public wireless
networks, including priority radio
resource assignment upon call
origination and termination.

originating, transit, and
terminating networks.

Figure 1 - Relationship of Concepts and Terms

1.5 Security Threats & Risks

ETS communications may be targeted for cybersecurity attacl's because of the critical nature of the
communications. The source of threats or malevolent actions inte.xt o1 disrupting, misusing, manipulating, or
otherwise harming ETS could originate from a variety of caurc=s Including interconnected networks. For
example, ETS may be targeted for cybersecurity attacks for renso.2s such as to:

e Disrupt the ability of disaster recovery personnel to ccmr.iunicate.
¢ Obtain sensitive information by eavesdropping on ETS calls/sessions.

A threat is viewed as a security weakness c:pow: tial vulnerability that if exploited may negatively affect the
availability, integrity, or confidentiality of ETS Ccimraunications.

This ATIS standard focuses mainly on tirec's pertaining to network interconnection for ETS. Example threats
relating to network interconnection inciw'e, but are not limited to:

e General Interconnection “hreit: Security weaknesses or potential vulnerabilities associated with
connecting the networ: (e.g., NGN) to other managed and unmanaged networks, such as the public
Internet.

¢ Design and Impleicent ition Threat: Security weaknesses or potential vulnerabilities in the network
interconnection architc ~ture and implementation designs.

e Managemen, Cperational, and Insider Threat: Security weaknesses or potential vulnerabilities in the
commanc: anc control functions for ETS and their underlying infrastructure.

e Transoort a.>d Facilities Threat: Security weaknesses or potential vulnerabilities associated with the
underi Ying transport network (e.g., routing, network duplication, diversity, resiliency), support systems
\2.0., nwer, environmental), and physical protection of network assets.

1.5 Reference Architecture

Tnis ATIS standard relies on the functional architecture and network connectivity model defined in [ATIS-
2200018] and [ITU-T Y.2012] and shown in Figure 2.
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