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Foreword

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been
processed in accordance with ANSI's requirements for an ANS. As such, this Foreword may contain material that has
not been subjected to public review or a consensus process. In addition, it does not contain requirements necessary for
conformance to the Standard.

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding
between providers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) develops
and recommends standards and technical reports related to services, architectures, and signaling, in addition to related
subjects under consideration in other North American and international standards bodies. PTSC coordinates and
develops standards and technical reports relevant to telecommunications networks in the U.S., reviews and prep. ves
contributions on such matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other standards
organizations, and reviews for acceptability or per contra the positions of other countries in related standards
development and takes or recommends appropriate actions.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory re “uirements
are designated by the word shall and recommendations by the word should. Where both a mandator, requirement and a
recommendation are specified for the same criterion, the recommendation represents a goal currcntly ‘dentifiable as
having distinct compatibility or performance advantages.

Suggestions for improvement of this document are welcome. They should be sent to the Alliar. >e for
Telecommunications Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washn .~ on, XC 20005.

At the time it approved this document, PTSC which is responsible for the development of 1is Standard, had the following
members:

M. Dolly, PTSC Chair (AT&T)
W. Downum, Technical Editor (Telcordia)

C. Underkoffler, ATIS Chief Editor

The Signalling, Architecture, and Control (SAC) Subc” mn.'ttee, vhich was responsible for the development of this
document, had the following members:


https://www.stdhive.com/standards/atis-10000352009-s2019-pdf/

ATIS-1000035.2009 (S2019)

Table of Contents

Y o0 o1 S OPRRTR 5
RETEIBINCES ...ttt et e st e e be e s be e sbeesaaesbaesreea 5
2.1 ATIS REIEIENCES......o o e 6
2.2 ITU-T REFEIENCES ... e 6
DEINILIONS. ... .ottt et et e s be e sbe e sbe e saae s ebeestee s 6
3.1 Terms defined in ITU Recommendations ..........c.cccoeeveevieiie e e, 6
3.2 Terms defined in this Standard.........cccoccovvivii i, 7
ADDIeVIAtIONS ..o e 8
T gL [UTox 1 o] o [0SR 9
5.1 [AM OVEIVIEW........veiiiie et . VI 9
5.2 Business Drivers and Motivations............cccceoveieiieieeees s e e 11
5.3 Identity Provider (IAP) .....ccoooiiieeee s e e 13
5.4 NGN Functional Architecture and Use of Identifiers.............ccccoveeee. 14
[AM FrameWorK OVEIVIEW........cccciiiiiiiie et Tenias e et et e e be e sta et are s 15
IdM in Context of NGN Architectures and Refercnce models ... 16
7.1 General Relationship with NGN Architectures and Services................ 16
7.2 Y.2011 (General principles and gei.~~al reference model for NGN)
Reference MOEIS...........oooiiiiiie e 17
Identity Management FrameWOr .. ... 18
8.1 Identity Lifecycle Management...........cccocovve i 18
8.1.1 Proofing and ENrlii GNT.......cccoiiiiiiiiecece e 18
8.1.2 Issuance and ROVOCALION ......coeieeiie i 19
8.2 Identity Maizige ment OAM&P FUNCLIONS.........ccccoveviiiiie e 19
8.2.1 Data Mot2l and SChema..........ccccoi i 19
8.2.2 Iden fier Management ..........ccoiiiiiiiiiiiiee e 20
8.2.3 Attribute ManagemMeNnt..........cccoviieii it 20
8.2.4 Credential ManNagemMEeNt ..........ccooiiiiiiiiiiiiit e 21
.25 Logging and AUItING ......ccceccveiiiieie et 22
8.3 Identity Management Signalling and Control Functions........................ 22
8.3 1 INIrOAUCHION .....veitiictie ettt e ere e 22
8.3.2 Discovery of Identity INfOrmation............ccccooceieieieneieneeeceees 22
8.3.3 1AM COMMUNICALIONS .....veiiviiiieeitieitie ettt ettt sbe e s be e s 23
8.3.4 Correlation and BiNAING .........ccccuoiiiiiiiiiniiere e 25
8.3.5  AULNENLICALION.......ccii i 25
8.3.6  Authentication ASSUIANCE.........ccecivieiiee ettt e 25


https://www.stdhive.com/standards/atis-10000352009-s2019-pdf/

ATIS-1000035.2009 (S2019)

8.3.7  DeIEQALION ....c.eiiiiccee e 26
8.3.8  Policy ENfOrCEMENL..........ccviiiiiecice e 26
8.3.9 Support of Services Requiring Priority Treatment............ccccceoevviniinnns 27
8.4 Identity Management Federated Identity Functions.............c..ccccceeveea. 27
8.4.1 Federated IdeNTILY........ccoviiiirieirerese e 27
8.4.2 Federation DISCOVEIY ...ttt 27
8.4.3 Bridging and INterworking.........cccccooeriiiiiiinieie e 27
8.5 Identity Management User and Subscriber Functions............ccccceeeeei. 27
8.6 Performance and Reliability ...........cc.ccooiiiiiiiiiiceees 28
8.6.1  PerfOrMENCE ......ceiiiiiiee e 23
8.6.2  TIMESIAMP ACCUIACY ......cciiiiriiriiiiinieeieeiesie sttt eeee e e 28
8.6.3 Reliability and Availability ............cccooiiiiiiii e, 28
8.7 [AM SECUIILY ..o e 29
8.7.1  Security Protection of Network Elements Providing I[dM....... ..... ........ 29
8.7.2 Protection of Personally Identifiable Information (21" ... 29
9 INfOrmative REFEIENCES ........coviiiieiice e s 29

Table of Figures

FIQUIE 1 — [AM OVEIVIEW ...ttt e ettt bttt 10
Figure 2 — USE Of IAM SEIVICES.......cciiiiiiieiieie et 12
Figure 3 - Example NGN Identities. ...t i 14
Figure 4 - 1dM Framework OVEIVIEV i ..o ettt 15
Figure 5 — Relation with NGN Architcctures and SErVICES.......ocvvivccieiveie e 16
Figure 6 — Scope of [dM in Cantoxt of Figure 2/Y.2011.......cccoviiiiiieee s 17
Figure 7— IdM in Context (f 21e FIgure 3/Y. 2011 ... 18
Figure 8 — EXterNal INTE.fACES ......cooi et ens 24

Table of Tal es

Tablo 1 — IdM Drivers and MOLIVATIONS .......ccoiireieei i seie e s sttt e s st e s st e s ser e e e s ssrreeessrreeenns 12


https://www.stdhive.com/standards/atis-10000352009-s2019-pdf/

AMERICAN NATIONAL STANDARD ATIS-1000035.2009(S2019)

American National Standard for Telecommunications —

Next Generation Network (NGN)
ldentity Management (IdM) Framework

1 Scope

This standard provides an Identity Management (IdM) framework for Next Generatios
Network (NGN). The primary purpose of this standard is to describe the fundamentc!
concepts, functional components and capabilities of IdM that can be used to ¢ oaize and
guide structured solutions for NGN. The scope of this standard includes to:

e Describe the business motivations, benefits, and advantages of IdM ervices, and
the generic capabilities used to provide identity assurance and defiiny IdM
concepts applicable to NGN and based on the NGN Functional k>quir 2ments and
Architecture (FRA) as defined in ITU-T Recommendation Y.2012 ['.2012] and
ATIS standard, NGN Architecture [ATIS-1000018]

¢ |dentify and describe the functional entities, roles, relationshiss, enablers and
communications supporting IdM services and capat''it es for NGN

¢ |dentify and describe the (intra-network) relations*ups 1or supporting IdM services
and capabilities within an NGN,

¢ |dentify and describe the relationships for supnoi‘ing IdM services and capabilities
between NGN providers (e.g., within a fec'eraticn), and between NGN providers and
other providers (e.qg., inter-federation)

The framework provided in this standard is intended for NGN (i.e., managed packet
networks) as defined in [ITU-T Y.2001], =enerai overview of NGN. However, it could be

applied as appropriate to other types cf networks (e.g., private corporation and enterprise
networks).

This framework is intended to b us=d as a foundation to develop and specify specific
aspects of IdM for NGN surh az . letailed requirements, mechanisms and procedures as
needed. It also provides a c'ear and coherent overview of the totality of IdM in NGN.
Note: the use of the tei n ‘laentity’ in this standard relating to Identity Management (IdM)
does not indicate its aixsGiute meaning. In particular, it does not constitute any positive
validation of a perscn.

2 Refeiencos

The fol'owing standards contain provisions which, through reference in this text, constitute
provi<ion's of this American National Standard. At the time of publication, the editions
indicateu were valid. All standards are subject to revision, and parties to agreements
besea on this American National Standard are encouraged to investigate the possibility of
«9plying the most recent editions of the standards indicated below.
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