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Abstract 

ATIS-1000029.2008, NGN Security Requirements, provides security requirements for next generation networks (NGNs) 
and its interfaces (e.g., UNIs, NNIs and ANIs).  This standard describes some security mechanisms that can be used to 
fulfill the requirements described in ATIS-1000029.2008 and specifies the suite of options for each selected mechanism.  
Specifically, this standard describes identification, authentication and authorization mechanisms; then discusses 
transport security for signalling and OAMP, and media security. It then describes audit-trail-related mechanisms and 
finally describes the provisioning. The security mechanisms described in this standard are based on use of the trust 
model defined in ATIS 100029.The list of security mechanisms described in this standard is not exhaustive.  NGN 
providers are encouraged to support additional security tools, capabilities and operational measures as needed beyond 
the mechanisms specified in this standard for NGN security protection. 
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Foreword 

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been 
processed in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not 
been subjected to public review or a consensus process. In addition, it does not contain requirements necessary for 
conformance to the Standard. 

 

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding 
between providers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) develops 
and recommends standards and technical reports related to services, architectures, and signaling, in addition to related 
subjects under consideration in other North American and international standards bodies. PTSC coordinates and 
develops standards and technical reports relevant to telecommunications networks in the U.S., reviews and prepares 
contributions on such matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other standards 
organizations, and reviews for acceptability or per contra the positions of other countries in related standards 
development and takes or recommends appropriate actions. 

 

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory requirements 
are designated by the word shall and recommendations by the word should. Where both a mandatory requirement and a 
recommendation are specified for the same criterion, the recommendation represents a goal currently identifiable as 
having distinct compatibility or performance advantages. 

 

Suggestions for improvement of this document are welcome. They should be sent to the Alliance for 
Telecommunications Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washington, DC 20005. 

 

At the time of consensus on this document, PTSC, which was responsible for its development, had the following roster: 

 

M. Dolly, PTSC Chair (AT&T)  

W. Downum, Technical Editor (Telcordia)  

C. Underkoffler, ATIS Chief Editor 

 

The Signalling, Architecture, and Control (SAC) Subcommittee was responsible for the development of this document. 
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1. Scope 

ATIS-1000029 (NGN Security Requirements) [ATIS-100029], provides security requirements for 
next generation networks (NGNs) and its interfaces (e.g., UNIs, NNIs and ANIs), including a trust 
model.  The security mechanisms selected to implement these requirements will contain options, 
and mismatched options are undesirable because they tend to introduce security vulnerabilities 
and make it more difficult to achieve interoperability. 

This standard therefore highlights some important security mechanisms that can be used to realize 
the requirements in [ATIS-100029] and specifies the suite of options to be used for each selected 
mechanism to reduce interoperability and mismatch problems. The list of mechanisms described in 
this standard is not exhaustive.  NGN providers are encouraged to support additional security 
tools, capabilities and operational measures as needed beyond the mechanisms specified in this 
standard for NGN security protection. 

This standard is intended to be used with [ATIS-100029] and [ITU-T Y.2701] to provide a base for 
NGN security. It should be used with other security related standards and other specifications as 
appropriate for specific security areas. 

Note: The mechanisms described in this standard for identification and authentication are part of the broader topic 
generally known as IdM ("identity management"). 

 

1.1 Assumptions 

This standard is based on the following assumptions: 

1. The bundling of functional entities, as defined in [ATIS-1000018] and [ITU-T Y.2012], to a 
given network element will vary, depending on the vendor. 

2. Each NGN provider has specific responsibilities within its domain for security. For example, 
implementing applicable security services and practices to a) to protect itself, b) to assure 
end-to-end security is not compromised within its network, and c) to assure high availability 
and integrity of NGN communications. 

3. Each network domain will establish and enforce policies of service level agreements (SLAs) 
to assure the security of its domain and the security of the network interconnections. It is 
assumed that the SLAs would specify security services, mechanisms and practices to 
protect the interconnected networks and the communications (signalling/control traffic, 
bearer traffic and management traffic) across UNIs, ANIs and NNIs. 

4. This standard addresses network-based security, which is achieved by applying a layered 
architecture, consisting of perimeter security to trusted domains, physical security of 
provider equipment, and potentially the use of encryption  

 

1.2 Overview 

This standard is organized as follows: 

 Clause 2 (References) – This clause provides normative references. 
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