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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed
in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected
to public review or a consensus process. In addition, it does not contain requirements necessary for conformance to the
Standard.

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding between
carriers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) -- formerly T1S1 -- develog :
and recommends standards and technical reports related to services, architectures, and signaling, in addition to rela ed
subjects under consideration in other North American and international standards bodies. PTSC coordinates and devi'ai's
standards and technical reports relevant to telecommunications networks in the U.S., reviews and prepares cont. ‘butions on
such matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other standards organizations, at.1 re.iews for
acceptability or per contra the positions of other countries in related standards development and takes (r re:ommends
appropriate actions.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatoz , requirements are
designated by the word shall and recommendations by the word should. Where both a mand:tory requirement and a
recommendation are specified for the same criterion, the recommendation represents a goal cur.nt.7 identifiable as having
distinct compatibility or performance advantages.

This document specifies Voice over Packet and Multimedia signaling and control plan<ecu#*y requirements for evolving
networks. This standard is part of a suite of signaling and control security document. as s; own in Figure 1. This standard
provides security requirements for VoP and Multimedia signaling and control services .‘iat cross the Network to Network
Interfaces (NNI).

This standard is in alignment with ITU-T Recommendation X.805 [X.805].
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Figure 1 - Signaling and Control Security Documents
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Suggestions for improvement of this document are welcome. They should be sent to the Alliance for Telecommunications
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American National Standard for Telecommunications —

Network to Network Interface (NNI) Standard
for Signaling and Control Security
for Evolving VoP Multimedia Networks

1 INTRODUCTION/EXECUTIVE SUMMARY

Many security threats exist to the signaling and control plane of telecommunicaticas 1.2{works. In
addition, new security threats to the signaling and control plane are being introduced «s the network
evolves. The purpose of this standard is to provide network to network interface (NNI) signaling and
control plane security requirements for Voice and Multimedia ove: pa‘ket in evolving
telecommunications networks.

In some telecommunications networks, signaling and control traffic ‘s .ransmitted on a separate
network from that carrying the service provider's end-user traflic. In these networks, security threats
to the signaling and control plane are isolated from any malicic us activity on the end-user plane.
However, with the evolving telecommunications networks  signaling and control traffic is often
combined with end-user traffic on a single network. Coixbuiing traffic in this manner minimizes costs
by requiring only a single integrated network infrast:actcre; however, new security challenges are
introduced. Threats in the end-user plane now becomu th' eats to the signaling and control plane since
the signaling and control plane becomes more accessible to the multitude of end-users.

Connections between carrier VoIP networks have veen made via TDM or analogue mechanisms. Using
TDM or analogue techniques isolates “2li™ networks from each other and circumvents many
interoperability issues, but it also adds txne essary service limitations, cost, and complexity. It also
degrades VoIP quality, as multiple. T2M to IP transcoding hops increase latency and can add
distortion. These undesirable effccts undermine service quality and the potential to deliver voice,
video, and other real-time com nx.nication services over a cost-effective converged infrastructure. To
realize the full benefits of Vo P, 1.ciworks must be able to be connected directly at the IP level without

converting to TDM.

To enable direct IP connection between carrier networks, stringent security mechanisms must be in
place at the netwak 2 network interface to ensure the networks are not vulnerable to attack. These
security mechat.’sni> help allow desired IP telephony traffic to enter the network while blocking
intruders and attacss in a controlled manner to protect internal network resources.

To ensu.= a s.cure network to network interface, a concept that is useful is that of a Border Security
Functiws (bOF). The BSF is a set of security functions to enables secure communication to occur across
the nutwork to network interface. The security functions included in the BSF may be distributed into
varinus network elements such as Call Servers or Soft Switches, or the security functions may be
mc.uded in stand alone network elements such as a Session Border Controller (SBC). Implementation
topology recommendations for the BSF are beyond the scope of this document. Other non-security
related functions may also included at the NNI such as signaling translation and QoS policy
enforcement; however, such non-security related functions are beyond the scope of this document.

1
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A diagram of two interconnected networks is given below in Figure 2. The BSF security functions may
include, but are not limited to:

¢

Access control mechanisms to allow only desired peer networks to access a network across the
NNI.

Authentication mechanisms to ensure the identity of signaling plane peer entities
communicating across the NNI, and data origin authentication of signaling messages being sent
across the NNL

Non-repudiation services for signaling messages being sent across the NNI.

Data confidentiality services for signaling plane information being sent across the NNI 0
ensure it cannot be viewed by unauthorized parties.

Security of communication across the NNI interface.

Data integrity services for signaling plane information being sent across the N.NI 1o-¢nsure that
it cannot be modified by unauthorized parties.

Security services to enhance availability; for example to protect networks “r¢m denial of service
attacks at the NNI.

Security services, to ensure privacy of sensitive data and interriclinesvoik topologies.

In Figure 2, an IP Transport Network is shown for completenes. k ~tween different VoIP/Multimedia
Networks. IP Transport Networks may or may not implem<iit ti eir own Border Security Function
depending on particular IP Transport Network security policy.. Fer simplicity, subsequent diagrams in
this document do not show the IP transport network.

M HI HHI
Border A e ey Border
o IPhAuUlti rnedi= Security K, I!B::.n"rh IF Transport ::.:Ellr' [ 2| security Wio [P Adulti rnedia
Netvork A Functicr |2 Funclen Metwor k ¢ Furchan | F unction Netveork B

Figurel - Acchitectural Diagram of Interconnected VoIP/Multimedia Networks

2 S_QOFC, PJRPOSE, & RELATED DOCUMENTS

2.

Scope

1h’s document addresses VoP/Multimedia signaling and control plane security requirements of
evolving telecommunications networks. Evolving telecommunications networks often combine legacy
telecommunication facilities with new technologies such as Wireless (air interface), ATM, and Internet
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Protocol transport mechanisms. The security requirements given in this document apply to service
provider networks and may also be applicable to individual company corporate enterprise networks.

The scope of this document is specifically security requirements for the Network to Network Interface
(NNI) between similar or dissimilar VoP/Multimedia networks.

As illustrated in Figure 3, this document is part of a series of related signaling and control plane
security standards.

i Ty
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Figure 2 - S.7naling and Control Plane Security Document Series

“1_Proposed

This document aiigns with the organization and framework provided by ITU-T Recommendation
X.805, Securi.y Architecture for Systems Providing End-to-End Communications. [X.805], and existing
security .tanacrds are referenced and specified as appropriate.

N2TE -- Endpoints for example user terminal to user terminal peer to peer signaling across the NNI is not within the
scope of this document.
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