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Abstract

Many securitv t.reats exist to the signaling and control plane of a telecommunications network. In addition, new security
threats to he siz. aling and control plane are being introduced as the network evolves. The purpose of this document is to
provid_ genc ic siznaling and control plane security requirements and a general security framework to mitigate security risks
in th.ievos “ing telecommunications networks.
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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed
in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected
to public review or a consensus process. In addition, it does not contain requirements necessary for conformance to the
Standard.

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding between
carriers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) -- formerly T1S1 -- develog :
and recommends standards and technical reports related to services, architectures, and signaling, in addition to rela ed
subjects under consideration in other North American and international standards bodies. PTSC coordinates and devi'ai's
standards and technical reports relevant to telecommunications networks in the U.S., reviews and prepares cont. ‘butions on
such matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other standards organizations, at. re.iews for
acceptability or per contra the positions of other countries in related standards development and takes (r re:ommends
appropriate actions.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatoz, requirements are
designated by the word shall and recommendations by the word should. Where both a mand:tory requirement and a
recommendation are specified for the same criterion, the recommendation represents a goal cur.cnt.7 identifiable as having
distinct compatibility or performance advantages.

This document provides generic signaling and control plane security requirements for evtlvii.znietworks. This document is
part of a suite of signaling and control security standards as shown in Figure #1 (-low As the primary requirements
document in this suite of standards, it provides a general security framework and over.'i security requirements which are
used by the other detailed security standards.

This standard is in alignment with ITU-T Recommendation X.805 [ITU X.80%.

Suggestions for improvement of this document are welcome. They _hou.d be sent to the Alliance for Telecommunications
Industry Solutions, PTSC Secretariat, 1200 G Street NW, Suite 500, Washi. oton, DC 20005.
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1 INTRODUCTION, SCOPE, PURPOSE, & APPLICATION

1.1 Introduction

Many security threats exist to the signaling and control plane of a telecommunicatic.s network. In
addition, new security threats to the signaling and control plane are being introc iced as the network
evolves. The purpose of this document is to provide generic signaling ard cat trol plane security
requirements and a general security framework to mitigate securi®v i'sks’ in the evolving
telecommunications networks.

In some telecommunications networks, signaling and control traffic 1. transmitted on a separate
network from that carrying the service provider's end-user traffic ' In these networks, security threats
to the signaling and control plane are isolated from any muuciovs activity on the end-user plane.
However, in an increasing number of evolving telecommunications networks, signaling and control
traffic is combined on a single transport network with ~nc user traffic. Combining traffic in this
manner minimizes costs by requiring only a single integrated network infrastructure -- but new
security challenges are introduced. Threats in the end-uccr plane now become threats to the signaling
and control plane, since the signaling and cont:ol plane becomes accessible to the multitude of end-
users.

1.2 Scope

This document addresses geiicic signaling and control plane security aspects of evolving
telecommunications networ’s. . _volving telecommunications networks often combine legacy
telecommunication facilities zith new technologies such as Wireless, ATM, and Internet Protocol
transport mechanisms. * Th. security recommendations given in this document apply to service
provider networks and ma; also be applicable to individual company corporate enterprise networks.

This document 1. based on Recommendation X.800, Security Architecture for Open Systems
Interconnection for CCITT Applications, and Recommendation X.805, Security Architecture for Systems
Providing Ena -to-End Communications. {Reference [ITU X.800], [ITU X.805]}


https://www.stdhive.com/standards/atis-10000072006-s2016-pdf/

