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Abstract

This document defines technic.)l methods in the case of an Operator-managed interconnected VolP or Text
Messaging over IP (TolP) service by which location information can be acquired and conveyed for routing VolP
emergency calls or TolP emerjency sessions and made available for presentation to the appropriate Public
Safety Answering Point (PSAR for dispatch purposes. The standard also defines technical methods by which an
operator of a user < cexx network can acquire and convey location for an Over The Top VolP emergency call or
TolP emergency ¢=2ss.0n.
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Foreword

As a leading technology and solutions development organization, the Alliance for Telecommunications Industry Solutions
(ATIS) brings together the top global information and communications technology (ICT) companies to advance the industry’s
most pressing business priorities. ATIS serves the public through improved understanding between carriers, customers, and
manufacturers.

This standard was developed jointly between ESIF, PTSC, and WTSC.

The Emergency Services Interconnection Forum (ESIF) provides a forum to facilitate the identification and resolution of
technical and/or operational issues related to the interconnection of wireline, wireless, cable, satellites, Internet, and
emergency services networks.

The Packet Technologies and Systems Committee (PTSC) develops and recommends standards and technical reports relataed
to services, architectures, and signaling, in addition to related subjects under consideration in other North American and
international standards bodies. PTSC coordinates and develops standards and technical reports relevant te
telecommunications networks in the U.S., reviews and prepares contributions on such matters for submission to U.S. ITU-T
and U.S. ITU-R Study Groups or other standards organizations, and reviews for acceptability or per contra the positions of
other countries in related standards development and takes or recommends appropriate actions.

The Wireless Technologies and Systems Committee (WTSC) develops and recommends standards ard technical reports
related to wireless and/or mobile services and systems, including service descriptions and wireless-tecnologies. WTSC
develops and recommends positions on related subjects under consideration in other North Americe ), regional, and
international standards bodies.

Suggestions for improvement of this document are welcome. They should be sent to the AllF'an: 2 for Telecommunications
Industry Solutions, WTSC, 1200 G Street NW, Suite 500, Washington, DC 20005.

At the time of initiation or issuance of the letter ballot for this document, the committees ~esponsible for its development had
the following leadership:

S. Sherwood, ESIF Chair (Verizon)
R. Hixon, ESIF First Vice-Chair (NENA)
R. Marshall, ESIF Second Vice-Chair (Comtech)

M. Dolly, PTSC Chair (AT&T)
V. Shaikh, PTSC Vice-Chair (Applied Communication Sciences)

D. Zelmer, WTSC Chair (AT&T)
M. Younge, WTSC Vice-Chair (T-Mobile)

Farrokh Khatibi, Technical Editor (Qualcomm)

The IP Multimedia Subsystem (IMS) Emergency P oce ‘ures for IMS Origination and Emergency Services IP Network (ESInet)
(IMSESINET) joint project group was responsible fo. the development of this document.


https://www.stdhive.com/standards/atis-0700031-pdf/

ATIS-0700031
Table of Contents

T O @ ] =] ST OTOT 1
2  NORMATIVE REFERENCES ......ccot oottt ettt ettt ettt ettt st e st e st et e e ae s 1a s abs e e b e e b e eab e s bt e et b e sbeesbeesbesbesatesbesabeenbeenns 1
3 INFORMATIVE REFERENCES ...ttt ittt ettt ettt ettt sttt et e e sbe e et e et e eab e sbb e et e e st e e be e saesbesatesreeabeenbeenns 2
4  DEFINITIONS, ACRONYMS, & ABBREVIATIONS .......ooiii ittt ettt ettt sttt ae s sbe e sbe e nbesnbesnresraestaen 2
4.1 (D] = [N L0 ] S OO OOPRRRRO 2
4.2 ACRONYMS & ABBREVIATIONS ....eeiittiieiitteeeiitteeesaitteeesitteeesitbeeesatteesssasseeesasbesesastassesassssesasbeseaatsesessseeesasbeseassseseessrnness !

5 INTRODUCTION ..ottt ettt ettt st sbe e s be e ste et e s aeeabe e ebeebeeabestbestsesbeesbeesbesssesasesaseaseeabeenbesnbesssesssesreesd] o4
B ASSUMPTIONS ..ottt te et et e bt e s be et e e beesbesteesbeesbeesbeesbesnbesasesbsenbesnbesssesteesbeesteaennes Daeareenreenns 5
6.1 L0 ]y = = SO RSP 5
6.2 (O I ] = T OO 5
6.3 ACCESS NETWORK OPERATOR ....ceeiiiiiieiitieeesitieeesatteesstaeaesstseeesassssesssssssssssssesasssessssssssssssssssnnnn o nreees s reemninsesssseees 6

7 ARCHITECTURE & STAGE 2 CALL FLOWIS .......oo ottt sttt ettt eve s 6
7.1 ALTERNATIVES S1 & S2 DISCUSSION . .....utiitiiiitieiieesiteesteesteesveesteessseessaesssesssesssnessninennnns . N 7
7.1.1 High Level Analysis of AILErNALIVES S1 & S2.......ccvvviieieiise s s e e etestestesseeseeseeseseeseenees 8

7.2 ALTERNATIVES S3, S3A, & S3B DISCUSSION ...ueeeiiiviiiiitiieeiitieeeeeiteeeeeiteeeesetvesessss s eis eer teeesesseeessabeeesanssesesassesessseeens 8
7.2.1 High Level Analysis of Alternatives S3, S3a, & S3D ....coiiiiiiiiiiiiiii it s 8

7.3 SOLUTION ALTERNATIVES SL & S22ttt eete e eeitee s steeas e ettt e e s st e e e e tte e e seatee e s sabeeeestaeeeeans 9
731 SUMMMEATY ettt ettt ettt ettt esbeesbeesteesbesseesmnesmeesd ebea beesbeesbesseesbeesbeesbe e bt e seeeaeeebeeebeebeenbeenbensbanbeea 9
7.3.2 Limitations on Supporting LOCation & ROULING .......c.ccouiuiiiiiiei i it 9
7.3.3 Alternatives S1 & S2 with Enhanced LDYR SUPPOIT .....c.ooiie /it e 11
7.34 Alternatives S1 & S2 with Enhanced IMS SUPPOIT .....c.cciiiiii i e 12
7.35 Call Flow for Alternative S1 with Enhanced LBYR SUPROTE ..o ne 15
7.3.6 Call Flow for Alternative S1 with Enhanced IMS LE = SUDPL O ....ooi it ene 18

8  SECURITY & PRIVARCY ..ottt sttt sttt ettt et ettt bttt et e st esbe e s b e e s be e be s b e eabeeabesbbesbaesbeesbeesteaneas 22
8.1 SECURITY & PRIVACY ASSUMPTIONS .....eiitiieiiteeiis arees teruueestreessseestseesesessseessseessssessesssssessssssssesssesssesesssssssssenseesssns 22
8.2 THREAT SCENARIOS ...cuvveiveeiiteesiteeaireessueesssesses aeis eeeaeessssessssessssesssessssesaseesssessnsessssssssssssessnsessnsessssessnsessnessnsenans 22
8.2.1 Distributed Denial Of SEFVICE (DDOSY. ..ot i ittt bbbt 22
8.2.2 False Emergency Location Recuest (PSL real BMEIGENCY).....coviiiirieiriieirieieiesie ettt 22
8.2.3 Fake LOCAtION REPOITING ....eve it ettt bbbt bbb bbbttt 22

8.3 SECURITY & PRIVACY SOLUTIONS ... tiiies eeiittiee e ettt e e etteeeaetbeeeaaateeessbeeaeatbeeesasteeeessbaeaeasbaeeesassaeesssbeeasanteseesassaeesasrenans 23

O CONCLUSIONS ..ot e ettt ettt st e e ht e e bt e ebe e be et e e st e s st e sbeesbe e abeeabeeabeebeeabeeabeenbeesbestbesbaesbeesbeenbeennas 23
ANNEX Az USE CASES ... ettt ettt ettt et e et e et e e at e she e e be e be e be e steesessaesebesabesebeesbeesbeeabeertesreeas 24
ALL HIGH LEVEL USE CASES ...t e it iii e iitiie e s ittt e e ettt e e s tee e e s tte e e s atee e e e sabeeeeastbeeesasteeeessteeeaastbeeeaseeeesasbeeeaanteeeesaneeeesssbeeesanteeeennnens 24
All OTT USEE TAENUTY LS8 CASES...eiviiveieieitte it ecte ettt etesteesteesbe e steatesaeeabeeebeebeeabestbestaesbeesbeasbesasesbesabeeabeebeesbesseesrnens 24
Al2 OTT FUunctional AuthitBCIUIE USE CaASES .....ccvveiveeireiieiieeiteeiteeete et e st e sbeeebeebesabesteesbeesbeetesasesbeesbeebeebeesresseesreens 26

A T 1 I 0 G e e N SRR PP 37
A2.1 High Luel ArchiteCture DIAQIAM......cc.cceiiiicieee ettt st esa e e e e e seestesaesneeteeneeneesaensennenneas 37
A2.2 L'SEE CASE DESCIIPLIONS ...ttt ettt ettt b et b bbbt b bbbt b bbbt bbbt bbb bbbt b et 38

Tabie of Figures

FiGIRE 5.1 — OVERALL ARCHITECTURE .. vutiiiittieeeetteeesetteeessteeessettesssassesessabesessasseseaasessessssesesasseseeaassessesabesesssbeseaassessesseessssrenens 5
T'LURE 7.1 — ARCHITECTURE FOR EMERGENCY SERVICES OVER AN OTT SP SHOWING ALTERNATIVE LOCATION.......ccovveerenvennn. 6
FIGURE 7.2 — ARCHITECTURE FOR LBYR SUPPORT FOR EMERGENCY SERVICES OVER AN OTT SP.....coviiiiiieieeeee e 11

FIGURE 7.3 — ARCHITECTURE FOR IMS LRF SUPPORT FOR EMERGENCY SERVICES OVER AN OTT SP ..coooiiiiiiiiiie e 13


https://www.stdhive.com/standards/atis-0700031-pdf/

ATIS-0700031

FIGURE 7.4 — ARCHITECTURE FOR IMS E-CSCF SUPPORT FOR EMERGENCY SERVICES OVERAN OTT SP ...ccovvviviiiiiiiiiiienee, 14
TABLE 7.2 — INFORMATION SENT BY A UE TO AN OTT SP WHEN A SERVING MNO PROVIDES IMS SUPPORT FOR AN OTT SP
EMERGENCY CALL 11ttttttieeiiiiittteeeeeeesiiitsseeeeesssiatssssessesssassssssssesssasssssssssesssasssssesssesssssssssssssesssssssssssssesessissssssesssesssnsssssseseenn 14
FIGURE 7.5 - CALL FLOW FOR ALTERNATIVE S1 WITH ENHANCED LBYR SUPPORT ....ecciitiiiiireieesitreee et evree e saveee e .16
FIGURE 7.6 — CALL FLOW FOR ALTERNATIVE S1 WITH ENHANCED IMS LRF SUPPORT .....ooocttiiiiieee et .19
FIGURE A.1 — INTERCONNECTED OTT, DISTRIBUTED SERVICE LOGIC....cccciittiieiitreeeiitiieeeeiteeeesesreeesisreeesaseessssssesessnseneans w27
FIGURE A.2 — NON-INTERCONNECTED OTT, DISTRIBUTED SERVICE LOGIC ......uvvieeiitieeeeeiteeescieeeesitteeesesreeessireeessteeeesnseeessnneeens 28
FIGURE A.3 — INTERCONNECTED OTT SERVICE, CENTRALIZED CLOUD SERVICE LOGIC......cvvviiiiieiiiiiiriieeee s siiisiiee e s sssssseeeseeens 30
FIGURE A.4 — INTERCONNECTED OTT SERVICE, CENTRALIZED CLOUD SERVICE LOGIC, DISTRIBUTED SESSIONS.........ccovvieerennn. 32
FIGURE A.5 — NON-INTERCONNECTED OTT SERVICE, CENTRALIZED CLOUD SERVICE LOGIC ...ccccoiiiiiiiiiiie e siiiiiiiee e sssisriee s 34
FIGURE A.6 — NON-INTERCONNECTED OTT SERVICE, CENTRALIZED CLOUD SERVICE LOGIC, DISTRIBUTED SESSIONS............... 34
FIGURE A.7 — EMERGENCY SERVICES CALL VIA AN EMERGENCY SERVICES CAPABLE ACCESS NETWORK (ESCAN) AND OTT
NS P e e e e e et et e ee———e e i ———eeai——eeeaah——e e e i b—eeaa bttt e e eeee e e beeeeateeseaarreeesirberesanrerses eeesireres s/

Table of Tables ¢\

TABLE 7.2 — INFORMATION SENT BY A UE TOAN OTT SP WHEN A SERVING MNO PROVIDES IMS SUPPORT FL2 AN OTT SP
Y = L] = N oA o - N I TR 14


https://www.stdhive.com/standards/atis-0700031-pdf/

ATIS STANDARD ATIS-0700031

ATIS Standard on —

Location and Routing Support for Non-Operator-Managed OTT
Citizen-to-Authority Emergency Services

1 Scope \

The scope of this standard is twofold. First, to identify and evaluate technical methods by which an operatc:.o1 a
user access network can acquire and convey location used for routing an Over The Top VolP emergcncy call or
an Over The Top IP-based text messaging emergency session. Secondly, to identify and evalucte .~chnical
methods in the case of an IP Multimedia Subsystem (IMS)-based operator-managed interconnectec VL 'P or Text
Messaging over IP (TolP) service by which location information can be acquired and conveye« fcr rou'ing VolP or
TolP emergency calls. For both cases, the location information is made available for :-esertution to the
appropriate Public Safety Answering Point (PSAP) for dispatch purposes.

In evaluating different methods, the standard considers feasibility, compatibility with exicting deployment, security,
privacy, regulatory constraints, and inter-operator charging. The standard applies to . iltiple access types
including wireless (e.g., Long Term Evolution [LTE], Wi-Fi) and wireline (e.g., DSL) Lroac 3anu networks.

The standard is intended to support location acquisition, conveyance, and dei~fere. cing for the purposes of both
routing and dispatch for an IP-based emergency call or text messaging scazion using voice Global Text
Telephony (GTT) or text messaging made by a fixed, nomadic, or mchile subscriber in North America. Also, in
this standard the term access network refers to 3GPP access technoloaie:

2 Normative References

The following standards contain provisions which, through reic.ence in this text, constitute provisions of this ATIS
Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this Standard are:2ncouraged to investigate the possibility of applying the most
recent editions of the standards indicated below.

[Ref 1]  ATIS-0700015, ATIS Standard. for | mplementation of 3GPP Common IMS Emergency Procedures for
IMS Origination and ESInet/Leqacv Sctective Router Termination.®

[Ref 2] draft-ietf-ecrit-phonebcp-20, Bost Current Practice for Communications Services in support of
Emergency Calling, Septembe. 911.

[Ref3] IETF RFC 6443, Framev or for Emergency Calling Using Internet Multimedia.”

[Ref4] IETF RFC 6881, Bes* Cur >+« Practice for Communications Services in Support of Emergency Calling.?

[Ref5] 3GPP TS 23.271 -Technical Specification Group Services and System Aspects; Functional Stage 2
description of Lc-atio,: Services (LCS).?

! Tlis ¢ocument is available from the Alliance for Telecommunications Industry Solutions (ATIS), 1200 G Street N.W., Suite
500, Washington, DC 20005 at: < https://www.atis.org/docstore/product.aspx?id=28140 >.

%'Tkis document is available from the Internet Engineering Task Force (IETF) at: < http://www.ietf.org >.

"I his document is available from the Third Generation Partnership Project (3GPP) at:
< http://www.3gpp.org/specs/specs.htm >.
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