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Abstract 

This standard contains a set of baseline security requirements for the management plane.  The requirements outlined 
in this standard allow equipment/system suppliers, government departments and agencies, and service providers to 
implement a secure telecommunications network management infrastructure.   
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ATIS-0300276.2008(S2022) 

Foreword 

The information contained in this foreword is not part of this American National Standard (ANS) and has not been 
processed in accordance with the American National Standards Institute’s requirements for an ANS.  As such, the 
foreword may contain material that has not been subjected to public review or a consensus process.  In addition, it 
does not contain requirements necessary for conformance to the standard. 

Executive Orders and Presidential directives and commissions previously identified eight infrastructures as critical 
national assets necessary for the defense and economic security of the United States, with Telecommunications as 
being one of these critical infrastructures.  The President’s National Security Telecommunications Advisory 
Committee Network Security Information Exchange (NSIE) and Government NSIE established a Security 
Requirements Working Group (SRWG) to examine the security requirements for controlling access to the public 
switched network, in particular with respect to the emerging next generation network.  In the telecommunications 
industry, this access incorporates operation, administration, maintenance, and provisioning for network elements and 
various supporting systems and databases (i.e., operational support system). 

Members of the SRWG, from a cross-section of telecommunications carriers and vendors, developed an initial list of 
security requirements that would allow vendors, government departments and agencies, and service providers to 
implement a secure telecommunications network management infrastructure.  This initial list of security requirements 
was submitted as a contribution to ATIS/Committee-T1/T1M1 (now ATIS/TMOC) for consideration as a standard and 
this work evolved into ANS T1.276 (2003).  A supplement to ANS T1.276 (2003) was issued as ATIS-
0300276.a.2005.  The current 2008 release of this standard is a revision of T1.276 (2003).  This revision reflects the 
evolution of the network towards being IP based, updates the cryptography requirements as a result of advances in 
the technology, and also incorporates the revisions proposed by supplement (ATIS-0300276.a.2005).  Additionally, 
the standard describes its relationship to its international derivative (ITU-T Recommendation M.3016.x series). 

Although the requirements in this standard employ telecommunications terms and formats, the underlying principles 
should apply equally to the management of computing elements in the other infrastructures.  Other infrastructures 
may wish to modify and apply these recommendations as appropriate to their respective infrastructure.   

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding 
between providers, customers, and manufacturers. The Telecom Management and Operations Committee (TMOC) 
develops operations, administration, maintenance and provisioning standards, and other documentation related to 
Operations Support System (OSS) and Network Element (NE) functions and interfaces for communications networks 
- with an emphasis on standards development related to U.S.A. communication networks in coordination with the 
development of international standards.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory 
requirements are designated by the word shall and recommendations by the word should. Where both a mandatory 
requirement and a recommendation are specified for the same criterion, the recommendation represents a goal 
currently identifiable as having distinct compatibility or performance advantages. 

Suggestions for improvement of this document are welcome. They should be sent to the Alliance for 
Telecommunications Industry Solutions, TMOC, 1200 G Street NW, Suite 500, Washington, DC 20005. 

At the time of consensus on this document, TMOC, which was responsible for its development, had the following 
roster: 

L. Garbanati, TMOC Chair (Alcatel-Lucent)
M. Fargano, TMOC Vice Chair (Qwest)
C. Underkoffler, ATIS Chief Editor
H.K. Lam, TE (Alcatel-Lucent)
M. Lee, TE (Nortel)

The AIP Subcommittee was responsible for the development of this document. 

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/atis-03002762008s2022-pdf/


ATIS-0300276.2008(S2022) 

iii 

Table of Contents 

1 SCOPE, PURPOSE, AND APPLICATION ........................................................................................... 1 

1.1 FRAMEWORK AND MODEL .................................................................................................................. 2 
1.2 DESIGN GUIDELINES ......................................................................................................................... 5 
1.3 APPLICABILITY OF THIS STANDARD TO THE TMN ................................................................................. 5 

2 NORMATIVE REFERENCES ................................................................................................................ 6 

3 DEFINITIONS ........................................................................................................................................ 7 

4 ABBREVIATIONS & ACRONYMS ..................................................................................................... 11 

5 SECURITY REQUIREMENTS ............................................................................................................. 13 

5.1 CRYPTOGRAPHIC ALGORITHMS AND KEYS ........................................................................................ 13 
5.1.1 Symmetric Encryption Algorithms ......................................................................................... 14 
5.1.2 Asymmetric Encryption Algorithms........................................................................................ 15 
5.1.3 Data Integrity Algorithms ....................................................................................................... 15 
5.1.4 Keys for Cryptographic Algorithms ........................................................................................ 16 
5.1.5 Cryptographic Key Management ........................................................................................... 17 

5.2 AUTHENTICATION ............................................................................................................................ 17 
5.2.1 System-to-System Process Authentication ........................................................................... 17 
5.2.2 User Authentication, Passwords, and User IDs .................................................................... 17 

5.3 ADMINISTRATION ............................................................................................................................. 19 
5.3.1 Security Administration .......................................................................................................... 19 
5.3.2 Authentication Defaults ......................................................................................................... 21 
5.3.3 Security Audit Logging .......................................................................................................... 21 

5.4 NE/MS USE AND OPERATION .......................................................................................................... 22 
5.4.1 Login Process ........................................................................................................................ 22 
5.4.2 Logout Process...................................................................................................................... 24 
5.4.3 Applications ........................................................................................................................... 25 

5.5 COMMUNICATIONS .......................................................................................................................... 25 
5.6 NE/MS DEVELOPMENT AND DELIVERY ............................................................................................. 25 
5.7   PACKET FILTERING FOR THE PREVENTION OF UNWANTED TRAFFIC ....................................................... 26 

A ARCHITECTURAL CONSIDERATIONS AND EXAMPLES ............................................................... 28 

A.1 APPLICATION LAYER SECURITY ........................................................................................................ 28 
A.2 TRANSPORT LAYER SECURITY ......................................................................................................... 29 
A.3 NETWORK LAYER SECURITY ............................................................................................................ 29 
A.4 DATA LINK LAYER SECURITY ........................................................................................................... 29 

B ADDITIONAL SECURITY CONSIDERATIONS .................................................................................. 31 

B.1 APPLICABILITY TO ENTERPRISE OPERATIONS, ADMINISTRATION, MAINTENANCE, AND PROVISIONING .. 31
B.2 COMMON OBJECT REQUEST BROKER ARCHITECTURE, SIMPLE NETWORK MANAGEMENT PROTOCOL,
EXTENSIBLE MARKUP LANGUAGE, AND SIMPLE OBJECT ACCESS PROTOCOL ................................................ 31 

B.2.1 CORBA .................................................................................................................................. 31 
B.2.2 SNMP Security ...................................................................................................................... 33 
B.2.3 XML ....................................................................................................................................... 34 
B.2.4 SOAP ..................................................................................................................................... 35 

B.3 COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT.......................................................... 35 
B.4 PHYSICAL SECURITY CONSIDERATIONS ............................................................................................ 36 

B.4.1 Physical Premises Security ................................................................................................... 36 

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/atis-03002762008s2022-pdf/


ATIS-0300276.2008(S2022) 

iv 

B.4.1.1 General Building Security ...................................................................................................... 37 
B.4.1.2 Guards, Locks, and Identification Badges ............................................................................. 37 
B.4.1.3 Physical and Logical Key Administration .............................................................................. 38 
B.4.1.4 Functional Separation of Facilities and Multilevel Access Control ........................................ 39 
B.4.2 Building Services ................................................................................................................... 39 
B.4.2.1 Utilities (Water, Power, Telecommunications, and Waste Disposal) .................................... 39 
B.4.2.2 Emergency Facilities ............................................................................................................. 40 
B.4.2.3 Transport Redundancy and Physical Protection of Critical Facilities .................................... 40 
B.4.3 Environmental and Geographical Threats ............................................................................. 41 
B.4.4 Co-location Procedures ......................................................................................................... 41 

B.5 DEVELOPMENT PROCESS ................................................................................................................ 42 
B.5.1 Bootstrapping, Installation, and Failure Modes ..................................................................... 42 
B.5.2 Patching Process .................................................................................................................. 42 
B.5.3 Development Life Cycle Security .......................................................................................... 43 
B.5.3.1 Personnel Management ........................................................................................................ 43 
B.5.3.2 Security Awareness and Training.......................................................................................... 44 
B.5.3.3 Risk Management ................................................................................................................. 44 
B.5.3.4 Requirements ........................................................................................................................ 44 
B.5.3.5 Design ................................................................................................................................... 44 
B.5.3.6 Separation of Duty ................................................................................................................. 44 
B.5.3.7 Implementation ...................................................................................................................... 45 
B.5.3.8 Documentation ...................................................................................................................... 45 
B.5.3.9 Operating System .................................................................................................................. 45 
B.5.3.10 Software Engineering ........................................................................................................ 46 
B.5.3.11 Availability and Performance ............................................................................................. 46 
B.5.3.12 System Software ................................................................................................................ 46 
B.5.3.13 Transmission...................................................................................................................... 46 
B.5.3.14 Secure Storage .................................................................................................................. 47 
B.5.3.16 Software Assurance ........................................................................................................... 47 
B.5.3.17 Packaging and Delivery ..................................................................................................... 47 
B.5.3.19 Secure Installation, Configuration, and Operation ............................................................. 48 

C INFORMATIVE REFERENCES .......................................................................................................... 49 

Table of Tables  

TABLE 1 - THREATS ......................................................................................................................................... 2 
TABLE 2 - DESIGN GUIDELINES CONSIDERED .................................................................................................... 5 
TABLE 3 - CRYPTOGRAPHIC ALGORITHM REQUIREMENTS ................................................................................ 16 
TABLE 4 - PROS AND CONS BASED ON OSI LAYERS ........................................................................................ 28 

Table of Figures 

FIGURE 1 - NETWORK MANAGEMENT SECURITY REFERENCE MODEL ................................................................... 4 
FIGURE 2 - SECURITY AT DIFFERENT LAYERS IN THE OSI MODEL .................................................................... 30 

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/atis-03002762008s2022-pdf/


AMERICAN NATIONAL STANDARD ATIS-0300276.2008(S2022) 

American National Standard 
for Telecommunications – 

Operations, Administration, Maintenance, and 
Provisioning Security Requirements for the Public 
Telecommunications Network: A Baseline of Security 
Requirements for the Management Plane 

1 

 Introduction 

This standard contains a set of baseline security requirements for the management plane.  The 
requirements outlined in this standard allow equipment/system suppliers, government departments and 
agencies, and service providers to implement a secure telecommunications network management 
infrastructure. Although the present baseline represents the current understanding of the state of the art, 
technologies will advance and conditions will change.  To be successful, this standard shall evolve as 
conditions warrant.  This standard is intended as a foundation.  Service providers may include unique 
requirements to meet specific needs over and above those in this baseline.   

1 Scope, Purpose, and Application 

In some telecommunications networks, management traffic is often transmitted on a separate network 
from that carrying the service provider's end-user traffic.  In these networks, security threats to the 
management plane are completely isolated from any malicious activity on the end-user plane.  The 
management plane is relatively easy to secure because access to this plane is restricted to known 
administrators, and traffic is restricted to known management activities.  However, in some cases 
management traffic is combined on a single network with the service provider's end-user traffic. 
Combining traffic in this manner minimizes costs by requiring only a single integrated network 
infrastructure; however, many new security challenges are introduced.  Threats in the end-user plane now 
become threats to the management and control planes.  The management plane now becomes 
accessible to the multitude of end-users, and many types of malicious activities become possible.  The 
purpose of this standard is to recommend minimum baseline security mechanisms to help mitigate 
security risks in the management of telecommunications networks.   

To provide a complete end-to-end solution, all security measures (e.g., access control, authentication) 
should be applied to each type of network activity (i.e., management plane activity, control plane activity, 
and end user plane activity) for the network infrastructure, network services, and network applications. 
This standard focuses specifically on the security aspect of the management plane for network elements 
(NE) and management systems (MS), which are part of the network infrastructure.  As such, the standard 
addresses only one aspect of an overall end-to-end security solution, but may be used as a starting point 
for subsequent standards addressing the security of “control” and “end user” planes, as appropriate. 

The requirements in this standard are applicable to NEs and MSs to be deployed in the future.  For NEs 
in the network that do not meet all the mandatory security requirements, the overall security requirements 
at the network architecture design should be supported.  This standard addresses security for NE, MS, 
and element management system (EMS) equipment, and does not specifically address security for other 
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