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Abstract:

This ATIS Standard is intended to provide awarenes_.and information regarding the use of security mechanisms in
support of Next Generation Network (NGN) Naticna" Security and Emergency Preparedness (NS/EP) Services. When
introducing network security mechanisms (e.¢.. I.'Se.) into Evolving Voice over Internet Protocol (VolP)/Multimedia
Networks, one may encounter impairments ir ‘rou ‘ced or exacerbated by those network security mechanisms. One may

need to explore tradeoffs between securi®z a.'d QoS to achieve the necessary communication channel during NS/EP
conditions.
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Executive Summary

Voice over Internet Protocol (VolP) Quality of Service (QoS) may worsen during times of congestion.
There are many factors affecting QoS, including: packet loss, packet retransmission, packet delays,
jitter, out-of-sequence packets, codec selection, and noise levels. Network congestion at routers
leads to increased delays and potentially lost packets that may become compounded when the need
for cryptographic services is present. Network security mechanisms such as IP Security (IPSec) and
Secure Real-Time Transport Protocol (SRTP) introduce overhead to packets and may cause new
points of potential congestion, such as the ingress/egress of an IPSec tunnel.

In order to understand the impact of adding network security services to VolIP calls, network modeling
was conducted using a variety of voice codecs across three scenarios: 1) no congestion (baselinej; 2)
congestion at three times the baseline traffic; and 3) congestion at three times the baseline v:affi
while security services are used for calls. Mean Opinion Score (MOS) as estimated by the E-Mnde. is
used extensively to measure QoS throughout the modeling efforts for a select number of the moa-led
calls in the system. MOS is a subjective measure of call quality while the E-Model is . nuireical
approximation of MOS. It was demonstrated that low-bandwidth codecs are more easily able to
withstand the effects of congestion, as well as the security measures, at the cost of lower initial call
quality. In fact, the highest quality modeled codec, G.711, had the lowest final w2y when using
security under congestion. Additional modeling showed that with increased priorit,: weicht at routers
and priority queuing for IPSec cryptography engines, even G.711 could mect the Class 1 QoS
requirements listed in ITU-T Y.1541. Class 1 QoS is defined as having < up,er delay bound of no
greater than 400 ms and packet loss no greater than 0.1%.

While network security mechanisms are not always pertinent for VoIF users, they may be important
for users such as those in the United States National Security anf-=m. rgency Preparedness (NS/EP)
community. Providing mechanisms which may improve woicc. Qc¢S for certain high-priority calls
during national security events and other periods of higi. co.qesdon is essential for ensuring that
those calls complete successfully. Three solutions are idenJfieu that could provide acceptable QoS
to specific calls:

1. Increasing queuing priority at routers over the value held for public VolIP traffic.
2. Establishing priority queuing at both the IF Sec'ingress and egress.

NOTE: This may require the copying of ..~ Difterentiated Services Code Point (DSCP) from the inner
header to the IPSec header when ‘2nt_ring an IPSec tunnel, so that the priority markings may be
accessed by the egress cryptogranhic 2ne.ne.

3. Adapting codec selection ard ti.e use of security services depending on the immediate
conditions of the networ” "2 instance, it may be worthwhile to switch to a low-bandwidth
codec when facing ser 21:s congestion.

Implementing just the < rst 1 vo solutions in the modeling showed that packet loss could be reduiced
from over 58% to 0.10%.
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Evolving VolP/Multimedia Networks

1 Introduction

Service quality in packet-based networks can be negatively affected by numerous conditions such ac
congestion, link bit error rates, or use of various security mechanisms. This document discuss»s u e
impacts of implementing security standards, including an evaluation by estimated mean 0%ininn sy are
(MOS) in a network model.

An overview of the purpose of this document is given in section 2, while section 3 list¢ all references
from standards and provides a table of acronyms. Section 4 provides light backg=oui d on the role
that Quality of Service (QoS) plays in media services. Section 5 highlights moacl'ing 1« sults from a
simulation involving MOS and cryptography services for a standard voice call oth witk and without
congestion. Finally, section 6 discusses Next Generation Network (MG’v) Nauunal Security and
Emergency Preparedness (NS/EP) services and highlights several propc.secd changes to support
them. In addition, there are four annexes designed to provide a gooc" set of vackground information
on QoS and security services.

2 Scope, Purpose, & Application

This document focuses primarily on media flow perfor.nrarce, specifically the transfer of voice, all
forms of video, high fidelity audio, and other information that is time sensitive. Voice over Internet
Protocol (VolP) and multimedia applications are € 'olving to use NGNSs that are packet-based. These
services use multiple broadband QoS-enabled tan:port technologies where service related functions
are part of the service stratum and are inderarnd=nt of technologies in the transport spectrum.

Section 6 discusses NGN NS/EP service: ar.d how new proposed security features could improve
their performance and survivability dcring heavy network congestion.

The NGN architecture is defined 1~ 'TU-T Y.2011 and ATIS-1000018, NGN Architecture. The
performance objectives for Inte rn<t Protocol (IP)-based services are described in ITU-T Y.1541. With
the use of resource and actniss.>x control functions defined in ITU-T Y.2111, QoS-related decisions
are made based upon se~ice level agreements, service priority and multiple domains.

ATIS-0100014, Informa.on. and Communications Security for NGN Converged Services IP Networks
and Infrastructure.. discus. =s the security requirements and mechanisms to be considered in offering
NGN services. <1 he :se of the security mechanisms discussed in the ATIS-0100014, such as various
forms of encryntio.. impact the QoS objectives and requirements for offered services. This document
addresses the celection of appropriate security support while meeting the performance (QoS)
objectives, especially with consideration for NGN NS/EP services, which aim to provide priority
telecamn.t ications capabilities over NGN networks to personnel involved with national security or
pu'dic cafety. It is based off of the legacy Government Emergency Telecommunications Service
/SEVS), which was created in the mid-90s to provide the same capability over the Public Switched
Teixphone Network (PSTN).
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