0202:2'C'9£929 D31 SZN/SV

AS/NZS IEC 62676.2.2:2020
IEC 62676-2-2:2013

Australian/New Zealand Standard™

Video surveillance systems for vse in
security applications

Part 2.2: Video transmiss:a': protocols
— IP interoperability in:ziementation
based on HTTP ana 'XCST services

- ’
STANDARDS TANDARD ®S
‘ Australia I§IEW ZEALANl§


https://www.stdhive.com/standards/asnzs-iec-62676222020-pdf/

AS/NZS IEC 62676.2.2:2020

This Joint Australian/New Zealand Standard™ was prepared by Joint Technical Committee
EL-031, Intruder Alarm Equipment and Installations. It was approved on behalf of the
Council of Standards Australia on 18 March 2020 and by the New Zealand Standards
Approval Board on 5 February 2020.

This Standard was published on 24 April 2020.

The following are represented on Committee EL-031:
Australian Digital & Telecommunications Industry Association
Australian Federal Police
Australian Industry Group
Australian Security Industry Association
Engineers Australia
Fire Protection Association Australia
Insurance Council of Australia
New Zealand Security Association
NSW Police Force
Queensland Police Service
Security Providers Association of Australia
South Australia Police
Victoria Police
Victorian Security Institute

This Standard was issued in draft form for comment as DR AZ/Nz S IEC 62676.2.2:2019.

Keeping Standards up-to-date

Ensure you have the latest versions of our publications and keep up-to-date about
Amendments, Rulings, Withdrawals, and new projects by visiting:

www.standards.org.au

www,.standards.govt.nz

ISBN 978 1 76072 825 0


https://www.stdhive.com/standards/asnzs-iec-62676222020-pdf/

AS/NZS IEC 62676.2.2:2020
IEC 62676-2-2:2013

Australian/New Zealand Standard™

Video surveillance systems foi uce in
security applications

Part 2.2: Video transniscion protocols
— IP interoperability implementation
based on HTTP. and REST services

First pubnched as AS/NZS IEC 62676.2.2:2020.

COPYRIGHT

© IEC 2020 — All rights reserved
© Standards Australia Limited/the Crown in right of New Zealand, administered by the New
Zealand Standards Executive 2020

All rights are reserved. No part of this work may be reproduced or copied in any form

or by any means, electronic or mechanical, including photocopying, without the written
permission of the publisher, unless otherwise permitted under the Copyright Act 1968 (Cth)
or the Copyright Act 1994 (New Zealand).


https://www.stdhive.com/standards/asnzs-iec-62676222020-pdf/

AS/NZS IEC 62676.2.2:2020 ii

Preface

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee EL-
031, Intruder Alarm Equipment and Installations.

The objective of this Standard is to specify a compliant [P video protocol based on HTTP and
REST services.

Video transmission devices are often equipped with web servers that respond to HTTP requests.
The HTTP response may contain XML content (for GET actions), XML response information (for SET
actions), or various text/binary content (for retrieval of configuration data, etc.). REST is an approacl
to creating services that expose all information as resources in a uniform way. The ease of using *EST
is its uniform interface for operations. Since everything is represented as a resource, create, re:rie.e,
update, and delete (CRUD) operations use the same URI. This specification leverages the fea.ure: of
HTTP and REST for IP video transmission.

A video transmission device supporting conformance to the requirements of this _stanacrd based
on HTTP and REST Services as described in this document is declared as compat ble to ‘AS/NZS
IEC 62676-2 HTTP and REST interoperability.’

This Standard is identical with, and has been reproduced from, [EC 62676-2-?:2u"2, Video surveillance
systems for use in security applications — Part 2-2: Video transmission proiicoi: — IP interoperability
implementation based on HTTP and REST services.

As this document has been reproduced from an International Standarc, uic following applies:
(@) Inthe source text “this part of IEC 62676” should read “this-Auctrzlian/New Zealand Standard”.
(b) A full point substitutes for a comma when referring to =-dec:mal marker.

Australian or Australian/New Zealand Standards that «ie identical adoptions of international
normative references may be used interchangeably: Refer to the online catalogue for information on
specific Standards.

The terms “normative” and “informative” ar: usc¢d in Standards to define the application of the
appendices or annexes to which they apply. « “rormative” appendix or annex is an integral part of a
Standard, whereas an “informative” app 'na’x or annex is only for information and guidance.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

VIDEO SURVEILLANCE SYSTEMS FOR USE
IN SECURITY APPLICATIONS -

Part 2-2: Video transmission protocols —
IP interoperability implementation based
on HTTP and REST services

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardiz tion ~omurising
all national electrotechnical committees (IEC National Committees). The object of IEC i  to promote
international co-operation on all questions concerning standardization in the electrical and electror.’s fields. To
this end and in addition to other activities, IEC publishes International Standards, Techr. cal Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter -efcrred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC Natioi Al Coi. mittee interested
in the subject dealt with may participate in this preparatory work. Internation¢!, gc rernr.ental and non-
governmental organizations liaising with the IEC also participate in this prepar~tion. \EC collaborates closely
with the International Organization for Standardization (ISO) in accordanc> witi. conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, s nearly as possible, an international
consensus of opinion on the relevant subjects since each technical ~c =mittee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for internatic ~al 1 se and are accepted by IEC National
Committees in that sense. While all reasonable efforts are maa. to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible fc: the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC Nationa’ Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the correspondir. 1 national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation o1 ~caformity. Independent certification bodies provide conformity
assessment services and, in some area¢, 2.cess to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certifi atic 1 bodies.

All users should ensure that they ha\ = th. latest edition of this publication.

No liability shall attach to IEC ar i.o.«.'rectors, employees, servants or agents including individual experts and
members of its technical com nit*ces and IEC National Committees for any personal injury, property damage or
other damage of any nat:re vha soever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of he puolication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn tc the lormative references cited in this publication. Use of the referenced publications is
indispensable for the cc ‘rect application of this publication.

Attention is <raw. to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. .=C snall not be held responsible for identifying any or all such patent rights.

Internat’'onal Standard IEC 62676-2-2 has been prepared by IEC technical committee 79:
Alarrard electronic security systems.

Th

~ text of this standard is based on the following documents:
FDIS Report on voting
79/436/FDIS 79/449/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 62676 series, published under the general title Video surveillance
systems for use in security applications, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.
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INTRODUCTION

The IEC Technical Committee 79 in charge of alarm and electronic security systems together
with many governmental organisations, test houses and equipment manufacturers have
defined a common framework for video surveillance transmission in order to achieve
interoperability between products.

The IEC 62676 series of standards on video surveillance system is divided into 4 independent

parts:

Part 1 System requirements

Part 2: Video transmission protocols

Part 3: Analog and digital video interfaces

Part 4 : Application guidelines (to be published)

Each part has its own clauses on scope, references, definitions and requirements
This IEC 62676-2 series consists of 3 subparts, numbered parts 2-1, 2-2 a~d 2-. respectively:
IEC 62676-2-1, Video transmission protocols — General requireme.ts

IEC 62676-2-2, Video transmission protocols — IP interoperal ility implementation based on
HTTP and REST services

IEC 62676-2-3, Video transmission protocols — IP iate.opeiability implementation based on
Web services

This second subpart of this IEC 62676-2 series cuvers IP interoperability implementation
based on HTTP and REST services. It is bazed on the requirements for IP video transmission
protocols covered in IEC 62676-2-1, whic!.defines protocol requirements to be fulfilled by any
high-level IP video device interface.
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VIDEO SURVEILLANCE SYSTEMS FOR USE
IN SECURITY APPLICATIONS -

Part 2-2: Video transmission protocols —
IP interoperability implementation based
on HTTP and REST services

1 Scope

This part of IEC 62676 specifies a compliant IP video protocol based on HTTP and REST
services.

Video transmission devices are often equipped with web servers that respond to HTTP
requests. The HTTP response may contain XML content (for GET actions), XML response
information (for SET actions), or various text/binary content (for retrieval of configuration data,
etc.). REST is an approach to creating services that expose all information as resources in a
uniform way. The ease of using REST is its uniform interface for operations. Since everything
is represented as a resource, create, retrieve, update, and delete (CRUD) operations use the
same URI. This specification leverages the features of HTTP and REST for IP video
transmission.

A video transmission device supporting compliance to the requirements of this standard
based on HTTP and REST Services as described in this document is declared as compatible
to 'IEC 62676-2 HTTP and REST interoperability.”

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

ISO/IEC 10918-1, Information technology — Digital compression and coding of continuous-
tone still images: Requirements and guidelines

ISO/IEC 11172-3:1993, Information technology — Coding of moving pictures and associated
audio for digital storage media at up to about 1,5 Mbit/s — Part 3: Audio

ISO/IEC 13818-2, Information technology — Generic coding of moving pictures and associated
audio information: Video

ISO/IEC 14496-2:2004, Information technology — Coding of audio-visual objects — Part 2:
Visual

ISO/IEC 14496-3, Information technology — Coding of audio-visual objects — Part 3: Audio

ISO/IEC 14496-10:2012, Information technology — Coding of audio-visual objects — Part 10:
Advanced video coding

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-based
internets: MIB-I1
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