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Preface

This was prepared by the Joint Standards Australia/Standards New Zealand Committee OR-005,
Dependability.

The objective of this Standard is to provide guidance on the selection and application of techniques
for assessing risk in a wide range of situations. The techniques are used to assist in making decisions
where there is uncertainty, to provide information about particular risks and as part of a process for
managing risk. The document provides summaries of a range of techniques, with references to other
documents where the techniques are described in more detail.

This Standard is identical with, and has been reproduced from, IEC 31010:2019, Risk manageme.xt —
Risk assessment techniques.

As this document has been reproduced from an International Standard, a full point suksticute: for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions «f international
normative references may be used interchangeably. Refer to the online catalogue icz.nformation on
specific Standards.

The terms “normative” and “informative” are used in Standards to defne the application of the
appendices or annexes to which they apply. A “normative” appendix or anncvis an integral part of a
Standard, whereas an “informative” appendix or annex is only for infari1ation and guidance.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

RISK MANAGEMENT -
RISK ASSESSMENT TECHNIQUES

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote interna.'onal
co-operation on all questions concerning standardization in the electrical and electronic fields. To this «nd <nd
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technica' Re, orts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s) , Tueir
preparation is entrusted to technical committees; any IEC National Committee interested in the < hjec* deinit with
may participate in this preparatory work. International, governmental and non-governmental orgaii. ation. liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Org.nization for
Standardization (ISO) in accordance with conditions determined by agreement between the t vo organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as noss.2', an international
consensus of opinion on the relevant subjects since each technical committee has .=pres: ntation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use a. < are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure th.t tk2 technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in whicn they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Commii.ces ndertake to apply IEC Publications
transparently to the maximum extent possible in their national aad re qionc | publications. Any divergence between
any IEC Publication and the corresponding national or regioral pchlicc*ion shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Indenenuent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, ~m('oyecs, servants or agents including individual experts and
members of its technical committees and IEC Ncticn il Committees for any personal injury, property damage or
other damage of any nature whatsoever. :whethor direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication v.e of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative refe.=2nces cited in this publication. Use of the referenced publications is
indispensable for the correct appii2atic n of this publication.

Attention is drawn to the poss oilily that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be he!d rc -por sible for identifying any or all such patent rights.

International Stand-ic [T 31010 has been prepared by IEC technical committee 56:
Dependability, in co-ape ation with ISO technical committee 262: Risk management.

It is publichel as « double logo standard.

This sezond edition cancels and replaces the first edition published in 2009. This edition
ccnstitutos a technical revision.

Th's edition includes the following significant technical changes with respect to the previous
edition:

more detail is given on the process of planning, implementing, verifying and validating the
use of the techniques;

the number and range of application of the techniques has been increased;

the concepts covered in ISO 31000 are no longer repeated in this standard.

© Standards Australia Limited/Standards New Zealand 2020
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The text of this International Standard is based on the following documents of IEC:

FDIS Report on voting
56/1837/FDIS 56/1845/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table. In ISO, the standard has been approved by 44 P
members out of 46 having cast a vote.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.

© Standards Australia Limited/Standards New Zealand 2020
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INTRODUCTION

This document provides guidance on the selection and application of various techniques that
can be used to help improve the way uncertainty is taken into account and to help understand
risk.

The techniques are used:

o where further understanding is required about what risk exists or about a particular risk;

e within a decision where a range of options each involving risk need to be compared or
optimized,;

e within a risk management process leading to actions to treat risk.
The techniques are used within the risk assessment steps of identifying, analysing and

evaluating risk as described in ISO 31000, and more generally whenever there is a need to
understand uncertainty and its effects.

The techniques described in this document can be used in a wide range of settings, however
the majority originated in the technical domain. Some techniques are similar in concept but
have different names and methodologies that reflect the history of their development in different
sectors. Techniques have evolved over time and continue to evolve, and many can be used in
a broad range of situations outside their original application. Techniques can be adapted,
combined and applied in new ways or extended to satisfy current and future needs.

This document is an introduction to selected techniques and compares their possible
applications, benefits and limitations. It also provides references to sources of more detailed
information.

The potential audience for this document is:

e anyone involved in assessing or managing risk;

e people who are involved in developing guidance that sets out how risk is to be assessed in
specific contexts;

e people who need to make decisions where there is uncertainty including:

— those who commission or evaluate risk assessments,

— those who need to understand the outcomes of assessments, and

— those who have to choose assessment techniques to meet particular needs.
Organizations that are required to conduct risk assessments for compliance or conformance

purposes would benefit from using appropriate formal and standardized risk assessment
techniques.

© Standards Australia Limited/Standards New Zealand 2020
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RISK MANAGEMENT -
RISK ASSESSMENT TECHNIQUES

1 Scope

This International Standard provides guidance on the selection and application of techniques
for assessing risk in a wide range of situations. The techniques are used to assist in making
decisions where there is uncertainty, to provide information about particular risks and as part
of a process for managing risk. The document provides summaries of a range of techniques,
with references to other documents where the techniques are described in more detail.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO Guide 73:2009, Risk management — Vocabulary

ISO 31000:2018, Risk management — Guidelines

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 31000:2018,
ISO Guide 73:2009 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.1
likelihood
chance of something happening

Note 1 to entry: In risk management terminology, the word "likelihood" is used to refer to the chance of something
happening, whether defined, measured or determined objectively or subjectively, qualitatively or quantitatively, and
described using general terms or mathematically (such as a probability or a frequency over a given time period).

Note 2 to entry: The English term "likelihood" does not have a direct equivalent in some languages; instead, the
equivalent of the term "probability" is often used. However, in English, "probability" is often narrowly interpreted as
a mathematical term. Therefore, in risk management terminology, "likelihood" is used with the intent that it should
have the same broad interpretation as the term "probability" has in many languages other than English.

[SOURCE: IS0 31000:2018, 3.7]

3.2
opportunity
combination of circumstances expected to be favourable to objectives

Note 1 to entry: An opportunity is a positive situation in which gain is likely and over which one has a fair level of
control.
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