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Preface

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee EL-
031, Intruder Alarm Equipment and Installations.

The objective of this Standard is to introduce an IP network interface for devices in surveillance
applications. This Standard specifies a network protocol for the full interoperability of video devices.
On top of the basic layers protocols are defined to accomplish the full interoperability of video devices.
In surveillance applications IP video devices have to use standardized protocols to accomplish following
functionality: video streaming, stream control, event handling, discovery, capability description, device
management, PTZ control, auxiliaries and other functions.

This Standard is an adoption with national modifications, and has been reproduced from,
IEC 62676-2-1:2013, Video surveillance systems for use in security applications — Part 2-i: V.deo
transmission protocols — General requirements. The modifications are additional requirerien:s ar 4 are
set out in Appendix Z7, which has been added at the end of the source text.

Appendix ZZ lists the variations to IEC 62676-2-1:2013 for the application of this Stanard in Australia
and New Zealand.

As this document has been reproduced from an International Standard, the fellown< applies:
(@) Inthe source text “this part of IEC 62676” should read “this Australian/N. " Zealand Standard”.
(b) A full point substitutes for a comma when referring to a decimal 1.7 -lror.

Australian or Australian/New Zealand Standards that are icent cal adoptions of international
normative references may be used interchangeably. Refer tu thu online catalogue for information on
specific Standards.

The terms “normative” and “informative” are used in Scuidards to define the application of the
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a
Standard, whereas an “informative” appendix or ¢ ancx is only for information and guidance.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

VIDEO SURVEILLANCE SYSTEMS FOR USE
IN SECURITY APPLICATIONS -

Part 2-1: Video transmission protocols —
General requirements

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization coi. nris.ng
all national electrotechnical committees (IEC National Committees). The object of IEC is to. prumote
international co-operation on all questions concerning standardization in the electrical and electronic fic!ds. To
this end and in addition to other activities, IEC publishes International Standards, Technice Spc-ificaiions,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committe » interested
in the subject dealt with may participate in this preparatory work. International, gove.nmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IE= cc'laborates closely
with the International Organization for Standardization (ISO) in accordance with cunditioi.5 determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as < ez.1y 3s pussible, an international
consensus of opinion on the relevant subjects since each technical commi. 2e h1s representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for internationa. us= and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to enc ire that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for thz way .n which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Cmr ittees undertake to apply IEC Publications
transparently to the maximum extent possible in their ~.Ction>l and regional publications. Any divergence
between any IEC Publication and the corresponding natic ral o: regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of corformity. Independent certification bodies provide conformity
assessment services and, in some areas, access o |IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification hci»s.

All users should ensure that they have the ia.>st C Jition of this publication.

No liability shall attach to IEC or its direc ors. employees, servants or agents including individual experts and
members of its technical committees arn ' IEC National Committees for any personal injury, property damage or
other damage of any nature whatsc 2ver, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the nubicaion, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the.Norn.>*ve references cited in this publication. Use of the referenced publications is
indispensable for the carre.t application of this publication.

Attention is drawn 1 the »ossibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shai. »=« be held responsible for identifying any or all such patent rights.

International« Stai.dard IEC 62676-2-1 has been prepared by IEC technical committee 79:
Alarm and c'ec.-onic security systems.

The #~xt of this standard is based on the following documents:

FDIS Report on voting
79/435/FDIS 79/448/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62676 series, published under the general title Video surveillance
systems for use in security applications, can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,
 withdrawn,

+ replaced by a revised edition, or
*+ amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicctes
that it contains colours which are considered to be useful for the ccrrect

understanding of its contents. Users should therefore print this document ucing a
colour printer.
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INTRODUCTION

The IEC Technical Committee 79 in charge of alarm and electronic security systems together
with many governmental organisations, test houses and equipment manufacturers have
defined a common framework for video surveillance transmission in order to achieve
interoperability between products.

The IEC 62676 series of standards on video surveillance system is divided into 4 independent
parts:

Part 1: System requirements

Part 2: Video transmission protocols

Part 3:  Analog and digital video interfaces

Part 4:  Application guidelines (to be published)

Each part has its own clauses on scope, references, definitions and requirements.
This IEC 62676-2 series consists of 3 subparts, numbered parts 2-1, 2-2 a~d 2-. respectively:
IEC 62676-2-1, Video transmission protocols — General requireme.ts

IEC 62676-2-2, Video transmission protocols — IP interoperal ility implementation based on
HTTP and REST services

IEC 62676-2-3, Video transmission protocols — IP“inte.opeiability implementation based on
Web services

The first subpart of this IEC 62676-2 series defines protocol requirements to be fulfilled by
any high-level IP video device interface. The following two parts — Part 2-2 and Part 2-3 —
define two alternative protocols, one is be2ac on HTTP and REST services and the second is
based on Web Services. It is based o...ti e general requirements for video transmission of
IEC 62676-1-2, which defines minimunm IP connectivity requirements, basic video streaming,
stream control, eventing, discover:* ai 4 description functions.

The purpose of the transmissiar system in a video surveillance system installation is to
provide reliable transmissica . of video signals between the different types of Video
Surveillance System (V<$S) ~o'far called CCTV equipment in security, safety and monitoring
applications.

Today VSS reside in security networks using IT infrastructure, equipment and connections
within the protec.ad site itself.

© Standards Australia Limited/Standards New Zealand 2020
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VIDEO SURVEILLANCE SYSTEMS FOR USE
IN SECURITY APPLICATIONS -

Part 2-1: Video transmission protocols —
General requirements

1 Scope

This part of IEC 62676 introduces an IP network interface for devices in surveillance
applications. This International Standard specifies a network protocol for the full
interoperability of video devices. On top of the basic layers protocols are defined to
accomplish the full interoperability of video devices. In surveillance applications IP video
devices have to use standardized protocols to accomplish following functionality: video
streaming, stream control, event handling, discovery, capability description, device
management, PTZ control, auxiliaries and other functions.

Some areas of this transmission standard are covered by more than one approach, e.g.
ZeroConf and WS-Discovery.

The network protocols recommended and defined by this video transmission standard are
selected with a sense for future relevance and further extensions.

Video transmission equipment may be combined with additional functions, e.g. for audio or
metadata transmission.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 62676-1-2, Video surveillance systems for use in security applications — Part 1-2: System
requirements — Performance requirements for video transmission

IEC 62676-2-2, Video surveillance systems for use in security applications — Part 2-2: Video
transmission protocols — IP interoperability implementation based on HTTP and REST
services

IEC 62676-2-3, Video surveillance systems for use in security applications — Part 2-3: Video
transmission protocols — IP interoperability implementation based on web services

IETF RFC 2326:1998, Real Time Streaming Protocol (RTSP)

IETF RFC 3016, RTP Payload Format for MPEG-4 Audio-Visual Streams

IETF RFC 3550, A transport protocol for Real-Time Applications (Replaces RFC 1889)
IETF RFC 3550, Standard 64, RTP: A Transport Protocol for Real-Time Applications

IETF RFC 3551, Profile for audio and video conferences with minimal control (Replaces
RFC890)
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