S

&
\

Guidelines for th\@\
Physical Secu\si-t,y of
Water and O
Wastew l@#/
Stormwater Utilities

o

Q\
\Qz

Q

ENVIRONMENTAL &
WATER RESOURCES
INSTITUTE


https://www.stdhive.com/standards/asce-78-24-pdf/

ASCE STANDARD ASCE/EWRI

78-24

Guidelines for the
Physical Security of
Water and Wastewater/
Stormwater Utilities

PUBLISHED BY THE AMERICAN SOCIETY OF CIVIL ENGINEERS


https://www.stdhive.com/standards/asce-78-24-pdf/

Cataloging-in-Publication Data on file with the Library of Congress

Published by American Society of Civil Engineers
1801 Alexander Bell Drive

Reston, Virginia, 20191-4382
www.asce.org/bookstore | ascelibrary.org

This standard was developed by a consensus standards development process that has
been accredited by the American National Standards Institute (ANSI). Accreditation by
ANSI, a voluntary accreditation body representing public and private sector standards
development organizations in the United States and abroad, signifies that the standards
development process used by ASCE has met the ANSI requirements for openness,
balance, consensus, and due process.

While ASCE’s process is designed to promote standards that reflect a fair and reasoned
consensus among all interested participants, while preserving the public health, safety,
and welfare that is paramount to its mission, it has not made an independent assessment
of and does not warrant the accuracy, completeness, suitability, or utility of any
information, apparatus, product, or process discussed herein. ASCE does not intend,
nor should anyone interpret, ASCE’s standards to replace the sound judgment o” a
competent professional, having knowledge and experience in the appropriate field(s) « f
practice, nor to substitute for the standard of care required of such professicnals i.
interpreting and applying the contents of this standard.

ASCE has no authority to enforce compliance with its standards and ¢ >¢s n¢ undertake
to certify products for compliance or to render any professional services t. an; person or
entity.

ASCE disclaims any and all liability for any personal injury. nrop rty damage, financial
loss, or other damages of any nature whatsoever, including | vithent imitation any direct,
indirect, special, exemplary, or consequential damages, . 2su..i=_ from any person’s use
of, or reliance on, this standard. Any individual who 1<'ies «n this standard assumes full
responsibility for such use.

ASCE and American Society of Civil Enginec:=—Registered in US Patent and
Trademark Office.

Photocopies and permissions. Permissian to pnotocopy or reproduce material from
ASCE publications can be requested v;%.s>nding an email to permissions @asce.org or by
locating a title in ASCE’s Civil Er_ineering Database (https://cedb.asce.org) or ASCE
Library (https://ascelibrary.ce) «~d using the “Permissions” link.

Errata: Errata, if any. ca.’ be {ound at http://dx.doi.org/10.1061/9780784485071.
Copyright © 2024 Hy -.ae American Society of Civil Engineers.

All Rights Resved.
ISBN 978-0-7844 .1615-0 (soft cover)
ISBN 97¢ 9-7& '4-8507-1 (PDF)

Manpnfacturea ‘n the United States of America.

26°.28 27 26 25 24 1 3 2 45


www.asce.org/bookstore
ascelibrary.org
https://cedb.asce.org
https://ascelibrary.org
http://dx.doi.org/10.1061/9780784485071
https://www.stdhive.com/standards/asce-78-24-pdf/

ASCE STANDARDS

The Board of Direction approved revisions to the ASCE
Rules for Standards Committees to govern the writing and
maintenance of standards developed by ASCE. All such
standards are developed by a consensus standards process
managed by the ASCE Codes and Standards Committee (CSC).
The consensus process includes balloting by a balanced stan-
dards committee and reviewing during a public comment
period. All standards are updated or reaffirmed by the same
process at intervals between five and ten years. Requests for
formal interpretations shall be processed in accordance with
Section 7 of ASCE Rules for Standards Committees, which are
available at https://www.asce.org/-/media/asce-images-and-files/
publications-and-news/publications/documents/asce-rules-standards-
committees.pdf.

Errata, addenda, supplements, and interpretations, if any, for
this standard can also be found at https://ascelibrary.org/.

The provisions of this standard are written in permissive
language and as such offer the user a series of options or
instructions but do not prescribe a specific course of action.
Significant judgment is left to the user.

This standard has been prepared in accordance with z=cc -
nized engineering principles and should not be used withou ¢ the
user’s competent knowledge for a given application. The . >li-
cation of this standard by ASCE is not intend=d v warrant that
the information contained therein is suitable fo. any oeneral or
specific use, and ASCE takes no position resp xctin the validity
of patent rights. Be advised that the det rmi atior of patent rights
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PREFACE

Historically, malevolent acts have largely been categorized as
threats alongside of natural hazards as part of an “All-
Hazards” approach, and most vulnerability assessments score
physical security as a low priority due to a lack of frequentist
probability data when compared to natural weather phenom-
ena. This has caused reduced confidence among owners and
operators in the assessments and the subsequent mitigation
steps for malevolent acts. Instinctively sensing something
awry, key stakeholders have been likely to overspend on
physical security countermeasures by trying to ensure the
protection of everything, or conversely, by trusting that the
assessment accurately revealed that security spending should
be minimized, they grossly underspend. In this context, the
ANSI/ASCE/EWRI 56-10/57-10 Guidelines for Physical
Security for Water and Wastewater/Stormwater Facilities
became little more than a checklist of optional security
countermeasures without providing a means of cost-benefit
analysis.

The suggested new direction was to update Guidelines for the
Physical Security of Water Utilities and Wastewater and Storm-
water Utilities, accepted in 2010 by ASCE. This new direction
recognizes that the original intent of these guidelines was to
serve as a “centralized starting point for water and wastewater/
stormwater utilities to integrate modern security practices into
the management, operation, construction, or retrofit of water,
wastewater and stormwater systems.”

Key Findings of 2021 ASCE/EWRI WISE SC Ad Hoc
Group In 2021, the ASCE/EWRI WISE SC Ad Hoc Group
indicated that previous versions of water sector security
guidelines were limited, using a common risk model -to
protect against malevolent attacks. The original risk modi!
was assessed in terms of threat likelihood, vulnerability, and
consequence (R = T XV x C), which has led to a rcection of
chasing threats, real or otherwise, and over- or«unde -Farcening
of critical assets as a reaction to the data producea. The =Zason is
that defining a malevolent threat is dep'nde:t on the
identification of the “who,” “capability,” a..d ‘likelihood” of
malevolent actors, all of which were ur.kn- wns.

1. WHO: In an effort to define w"o the «uversary might be, a
prerequisite was placed c=.dew rmining one of the pre-
defined malevolent acto: "ype: of vandals, criminal, sabo-
teur, or insider, also know. s design basis threat (DBT)
methodology. Thi< =sulted 1. a low probability of accu-
racy because of . mitec historical data. This approach also
restricted the ahility to guard against emerging threats such
as foreign or don. >stically activated disenfranchised people
groups though social media disinformation campaigns
res "lting i ground swell, organic attacks that do not fit
‘» the DBT classifications. For these reasons, the use of
Dy'T in these standards has been deprecated.

2. TAFABILITY: In addition, the effort was to define ma-
levolent actor capability by presupposing their training,
funding, ideology, preferred targets, tools, or ability to gain
access to intelligence such as insider information, all
without being caught by law enforcement. Again, limited
historical data reduced this effort to guesswork, resulting in
unfounded predictions about the preparation or skill a
malevolent actor might have.

3. LIKELIHOOD: Likelihood of a malevolent threat event
happening was calculated by using historical frequency.
By following this method, the Environmental Protection
Agency (USEPA) in February 2021 determined that out of
100,000 potential water utility targets, the likelihood of
threat events such as adversaries jumping from helicop!:rs
into a water utility each year was 1:1,000,000 (or 1v7"
power) (USEPA 2021). Using this approach for bizach
scenarios and data configurations has created wiac = ror
bands since the implied conclusion is tc mi imally invest
in physical security countermeasures alto,sthc:

The ASCE/EWRI WISE SC Ad Hoc Greup 1. dicated that the
lack of an adequate data set from -vhich t) ascertain the
aforementioned criteria put disqualifying ‘imitations on the risk
formula and created errors for ‘naking mformed decisions.
Furthermore, the attempt to derive meaningful data from what
is not known has produced ei oneou. probability results that are
hazardous to the physicnl seourity of water sector utility
operations.

Cumulative Defense \'trat .gy Overview Cumulative Defense
Strategy is a process that is used to help secure critical assets
against male »le at attacks. The process takes a wholistic approach
to helping. prc =ct the facility under evaluation. Similar to
methodol hgies: used by other organizations, the approach
censiGors e consequence of a particular critical asset being
con,>ron.’'sed and the approach used to carry out the attack.
Using path analysis and the existing physical security counter-
mea: are installed at the facility, the degree of difficulty to
compromise the critical asset is mathematically calculated using
the Foster—Wallace Formula (Wallace and Foster 2021). With
this information, the facilities’ vulnerability to different attack
scenarios can be evaluated, response plans can be formulated, and
subsequent risk management decisions can be made to further
mitigate the current exposure in the event of an attack.

Mathematical Analysis of Defense Strategy and Counter-
measures Methodology Overview The Mathematical Analysis
of Defense Strategy and Countermeasures (MADSC) methodology
is the process of evaluating the probability of success of a given
threat based on a scenario identified, difficulty identified, and
a consequence identified. It relies on cumulative defense
strategy for the sequential increase in quantity and quality of
physical security countermeasures across multiple defense layers
to defend against specific attack vectors. Only attack vectors that
are reasonable to defend against using security countermeasures
available to the public sector are considered in these standards.
The MADSC methodology as suggested by Wallace et al.
(2024) provides a comprehensive plan to evaluate and enhance
physical security countermeasures to defend against malevolent
attacks.

Other Valuable ASCE Books Topics in Structural Design for
Physical Security, MOP 142, could be a valuable resource to
projects that have physical security concerns related to explosive,
ballistic, forced entry, and hostile vehicle threats that include

e Threat determination and available assessment and criteria
documents,

e Methods by which structural loadings are derived for the
determined threats,
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