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Preface

This Standard was prepared by the Standards Australia Committee IT-005, Financial Transaction
Systems, to supersede AS 2805.4.1—2001, Electronic funds transfer—Requirements for interfaces, Part
4.1: Message authentication—Mechanism using a block cipher.

The objective of this Standard is to specify six MAC algorithms that use a secret key and an n-bit block
cipher to calculate an m-bit MAC.

This Standard can be applied to the security services of any security architecture, process, or
application.

Key management mechanisms are outside the scope of this Standard.

This Standard is to specify object identifiers that can be used to identify each mechanism in acco. datice
with ISO/IEC 8825-1. Numerical examples and a security analysis of each of the six specifit « algorithms
are provided, and the relationship of this Standard to previous standards is explained.

This Standard is identical with, and has been reproduced from, ISO/IEC 9797-1.20_1, Information
technology — Security techniques — Message Authentication Codes (MACs) — Part 1. Mech 1isms using a
block cipher.

As this document has been reproduced from an International Standard, the 1.1lo'ving applies:
(@) Inthe source text “this part of ISO/IEC 9797” should read “this Australian Standard”.
(b) A full point substitutes for a comma when referring to a decin al nrarker.

Australian or Australian/New Zealand Standards that ar» identical adoptions of international
normative references may be used interchangeably. Refe ' to the online catalogue for information on
specific Standards.

The terms “normative” and “informative” are used ir. Standards to define the application of the
appendices or annexes to which they apply. A “ncricotive” appendix or annex is an integral part of a
Standard, whereas an “informative” appendixcr a 1ex is only for information and guidance.

© Standards Australia Limited 2019
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives. Paxt 2.

The main task of the joint technical committee is to prepare International Standards. Draft Interi aticnal
Standards adopted by the joint technical committee are circulated to national bodi‘s ior v ting.
Publication as an International Standard requires approval by at least 75 % of the nacinai vodies
casting a vote.

Attention is drawn to the possibility that some of the elements of this document raay v the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all«zuch nate¢ nt rights.

ISO/IEC 9797-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, 1.2formation technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 5,57-1:1999), which has been
technically revised. MAC Algorithms 5 and 6 of ISO/IEC 9797-1:1999, which consisted of two single CBC-
MAC computations, have been replaced by two other MAC algo.ith.»z, which perform single CBC-MAC
computations and which offer improved efficiency. Annex A ¢ ovject identifiers has been added. The

security analysis in Annex C has been updated and Anney D on ‘he relationship to previous standards
has been added.

ISO/IEC 9797 consists of the following parts, under .he general title Information technology — Security
techniques — Message Authentication Codes (MACs,:

— Part 1: Mechanisms using a block cipher
— Part 2: Mechanisms using a dedicatea has’-function
— Part 3: Mechanisms using a unix er: al hash-function

Further parts may follow.

© Standards Australia Limited 2019
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Introduction

In an IT environment, it is often required that one can verify that electronic data has not been altered in
an unauthorized manner and that one can provide assurance that a message has been originated by an
entity in possession of the secret key. A MAC (Message Authentication Code) algorithm is a commonly
used data integrity mechanism that can satisfy these requirements.

This part of ISO/IEC 9797 specifies six MAC algorithms that are based on an n-bit block cipher. The:
compute a short string as a function of a secret key and a message of variable length.

The strength of the data integrity mechanism and message authentication mechanism is deperii~n. on
the length (in bits) k* and secrecy of the key, on the block length (in bits) n and strength »f the block
cipher, on the length (in bits) m of the MAC, and on the specific mechanism.

The first mechanism specified in this part of ISO/IEC 9797 is commonly known as'CBC-M.'C (CBC is an
abbreviation of Cipher Block Chaining).

The other five mechanisms are variants of CBC-MAC. MAC Algorithms 2, 3, L and 6 apply a special
transformation at the end of the processing. MAC Algorithm 6 is an op.ized variant of MAC
Algorithm 2. MAC Algorithm 5 uses the minimum number of encryptions. :*AC .\lgorithm 5 requires
only a single block cipher key setup but it needs a longer internal key. MAC A lgorithm 4 applies a special
transformation at both the beginning and the end of the processin,: th's algorithm is recommended
for use in applications which require that the key length of the MAU aigorithm be twice that of the
block cipher.

© Standards Australia Limited 2019
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Australian Standard®

Information technology — Security techniques — Message Authentication
Codes (MACs)

Part 1: Mechanisms using a block cipher

1 Scope

This part of ISO/IEC 9797 specifies six MAC algorithms that use a secret key and an n-bit block ciphir to
calculate an m-bit MAC.

This part of ISO/IEC 9797 can be applied to the security services of any security architecuire, nrocess,
or application.

Key management mechanisms are outside the scope of this part of ISO/IEC 9797.

This part of ISO/IEC 9797 specifies object identifiers that can be used to ident'fy each mechanism in
accordance with ISO/IEC 8825-1. Numerical examples and a security analys‘s o1 ¢ ch of the six specified
algorithms are provided, and the relationship of this part of ISO/IEC 977 tc previous standards
is explained.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undatad 1 »fei 2uces, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 18033-3, Information technology — Securtv _echniques — Encryption algorithms — Part 3:
Block ciphers

3 Terms and definitions
For the purposes of this document; the “~liowing terms and definitions apply.

31
block
bit string of length n

3.2
block cipher key
key that contrelz the oporation of a block cipher

3.3
ciphertext
data wh.<h has been transformed to hide its information content

1“OU2CE: [SO/IEC 9798-1:2010]

>4

data integrity

property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO 7498-2]
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