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Preface

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-030, ICT Governance and Management.

The objective of this Standard is to provide guiding principles for members of governing bodies of
organizations (which can comprise owners, directors, partners, executive managers, or similar) on the
effective, efficient, and acceptable use of data within their organizations by—

(@) applying the governance principles and model of AS ISO/IEC 38500 to the governance of data;

(b) assuring stakeholders that, if the principles and practices proposed by this Standard are follcwed,
they can have confidence in the organization’s governance of data;

(c) informing and guiding governing bodies in the use and protection of data in their organizaticn; and
(d) establishing a vocabulary for the governance of data.

All organizations use data, and the major proportion of this data are stored el~ctronically across
IT systems. With the advent of cloud computing, the realization of the potentia’ of i e “internet of
things” and the increasing use of “big data” analytics, data are becoming easi>r t¢ geiierate, gather,
store and mine for useful information. This amount of data brings with it.2n ¢rgent requirement and
responsibility for governing bodies to ensure that valuable opportunities a. = l¢veraged and sensitive
data are protected and secured.

This Standard is identical with, and has been reproduced from i50,'EC 38505-1:2017, Information
technology — Governance of IT — Governance of data — Pai't 1: Apy lication of ISO/IEC 38500 to the
governance of data.

As this document has been reproduced from an Internat ona' Standard, a full point substitutes for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international
normative references may be used interchangeab'y. lefer to the online catalogue for information on
specific Standards.

The terms ‘normative’ and ‘informative are used in Standards to define the application of the
appendices or annexes to which they apply. A ‘normative’ appendix or annex is an integral part of a
Standard, whereas an ‘informative’ay pendix or annex is only for information and guidance.

© Standards Australia Limited 2018
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in thc
work. In the field of information technology, ISO and IEC have established a joint technical committ <,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further mainc>nance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteric ne~ded for
the different types of document should be noted. This document was drafted in accorcance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifyirc zny or all such patent
rights. Details of any patent rights identified during the development of ie do.ument will be in the
Introduction and/or on the ISO list of patent declarations received (see w vw. co.crg/patents).

Any trade name used in this document is information given for the \onv ‘nience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific term< a. d expressions related to conformity
assessment, as well as information about ISO's adherenc= tc the World Trade Organization (WTO)
principles in the Technical Barriers to Trade (TRT, sec the following URL: www.iso.org/iso/
foreword.html.

This document was prepared by Technical Co.~rittee ISO/IEC/]JTC 1, Information technology,
Subcommittee SC 40, IT Service Management and IT Governance.

© Standards Australia Limited 2018
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Introduction

The objective of this document is to provide principles, definitions and a model for governing bodies to
use when evaluating, directing and monitoring the handling and use of data in their organizations.

This document is a high level, principles-based advisory standard. In addition to providing broad
guidance on the role of a governing body, it encourages organizations to use appropriate standards to
underpin their governance of data.

All organizations use data, and the major proportion of this data is stored electronically across IT
systems. With the advent of cloud computing, the realization of the potential of the “internet of things”
and the increasing use of “big data” analytics, data is becoming easier to generate, gather, storc.and
mine for useful information. This flood of data brings with it an urgent requirement and responsibiL‘y
for governing bodies to ensure that valuable opportunities are leveraged and sensitive data is pi atected
and secured.

This document has been prepared to provide guidelines to the members of governing bodie: to apply
a principles-based approach to the governance of data so as to increase the value oi the data while
decreasing the risks associated with this data. ISO/IEC 38500 provides princivles~:nd model for
the governing bodies of organizations to guide their current use and to plan<for ‘heir future use of
Information technology (IT), and it is that document that is applied here.

As with ISO/IEC 38500, this document is addressed primarily to the governing Lody of an organization,
and will equally apply regardless of the size of the organization or :*s ndustry or sector. Governance
is distinct from management and thus we are concerned with evali~tii. 7, airecting and monitoring the
use of data, rather than the mechanics of storing, retrieving cr mnaging the data. That being said, an
understanding of some data management and techniques is“>uti’ned in order to enunciate the possible
strategies and policies that could be directed by the governing oay.

© Standards Australia Limited 2018
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Australian Standard®

Information technology—Governance of IT—Governance of data
Part 1: Application of AS ISO/IEC 38500 to the governance of data

1 Scope

This document provides guiding principles for members of governing bodies of organizations (wh’ch
can comprise owners, directors, partners, executive managers, or similar) on the effective, efficier.*
and acceptable use of data within their organizations by

— applying the governance principles and model of ISO/IEC 38500 to the governance o: dat>.

— assuring stakeholders that, if the principles and practices proposed by this documen.are followed,
they can have confidence in the organization’s governance of data,

— informing and guiding governing bodies in the use and protection of data ir: their organization, and
— establishing a vocabulary for the governance of data.

This document can also provide guidance to a wider community, inclvding.

— executive managers,

— external businesses or technical specialists, such as leg~1 cr accounting specialists, retail or
industrial associations, or professional bodies,

— internal and external service providers (including ~on:ultants), and
— auditors.

While this document looks at the governance of data and its use within an organization, guidance on the
implementation arrangement for the effect’ze overnance of IT in general is found in ISO/IEC/TS 38501.
The constructs in ISO/IEC/TS 38501 cai:hulp co identify internal and external factors relating to the
governance of IT and help to define bene/icial outcomes and identify evidence of success.

This document applies to the govirnance of the current and future use of data that is created,
collected, stored or controllec:hy IT systems, and impacts the management processes and decisions
relating to data.

This document defines he governance of data as a subset or domain of the governance of IT, which
itself is a subset or doni»in of organizational, or in the case of a corporation, corporate governance.

This document is appi.~able to all organizations, including public and private companies, government
entities, and not-i/ar-protit organizations. This document is applicable to organizations of all sizes from
the smalles* to “he largest, regardless of the extent of their dependence on data.

2°. Normative references

Ti.2 foillowing documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 38500, Information technology — Governance of IT for the organization

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 38500 and the
following apply.

© Standards Australia Limited 2018
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