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Preface
This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Identification Technology.

The objective of this Standard is to provide guidance on the requirements for an
information security management system (ISMS) as specified in AS ISO/IEC 27001 and provides
recommendations (‘should’), possibilities (‘can’) and permissions (‘may’) in relation to them. It is not
the intention of this document to provide general guidance on all aspects of information security.

This Standard is identical with, and has been reproduced from, ISO/IEC 27003:2017, Informatioi
technology—Security techniques—Information security management systems— Guidance.

As this document has been reproduced from an International Standard, the following applies:
(@) Inthe source text ‘ISO/IEC 27003’ should read ‘this Australian Standard’.
(b) A full point substitutes for a coma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of inteznaticnal normative
references may be used interchangeably. Refer to the online catalogue for inforn.atio . on specific.

The terms ‘normative’ and ‘informative’ are used in Standards to detire tae application of the
appendices or annexes to which they apply. A ‘normative’ appendix or annex is an integral part of a
Standard, whereas an ‘informative’ appendix or annex is only for info.r ation and guidance.

© Standards Australia Limited 2017
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neeacd icr
the different types of document should be noted. This document was drafted in accordance with ‘he
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document mav be ti.e subject
of patent rights. ISO and IEC shall not be held responsible for identifying any.ar a1l such patent
rights. Details of any patent rights identified during the development of the docuvmen. will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.arg, patcnts).

Any trade name used in this document is information given for the conven, nce of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the m=ai ing of ISO specific terms and
expressions related to conformity assessment, as well as inforrraticn about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Ba.rieis to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC 1, Inforn.=tion technology, Subcommittee SC 27, IT
Security techniques.

This second edition of ISO/IEC 27003 cancels and' =»1laces the first edition (ISO/IEC 27003:2010), of
which it constitutes a minor revision.

The main changes compared to the previocs elition are as follows:

— the scope and title have been chang~a to cover explanation of, and guidance on the requirements of,
ISO/IEC 27001:2013 rather thi n.ne previous edition (ISO/IEC 27001:2005);

— the structure is now alignea *o the structure of ISO/IEC 27001:2013 to make it easier for the user to
use it together with ISQ/IEC 27001:2013;

— the previous editi~n had = project approach with a sequence of activities. This edition instead
provides guidarice o1 the requirements regardless of the order in which they are implemented.

© Standards Australia Limited 2017
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Introduction

This document provides guidance on the requirements for an information security management system
(ISMS) as specified in ISO/IEC 27001 and provides recommendations (‘should’), possibilities (‘can’)
and permissions (‘may’) in relation to them. It is not the intention of this document to provide general
guidance on all aspects of information security.

Clauses 4 to 10 of this document mirror the structure of ISO/IEC 27001:2013.

This document does not add any new requirements for an ISMS and its related terms and definit orn.
Organizations should refer to ISO/IEC 27001 and ISO/IEC 27000 for requirements and defi.:iticns.
Organizations implementing an ISMS are under no obligation to observe the guidance in thi: document.

An ISMS emphasizes the importance of the following phases:

— understanding the organization’s needs and the necessity for establishing 1 for.22.ion security
policy and information security objectives;

— assessing the organization's risks related to information security;

— implementing and operating information security processes, con.vols ‘anu other measures to
treat risks;

— monitoring and reviewing the performance and effectiveness of the ISMS; and
— practising continual improvement.
An ISMS, similar to any other type of management sy-tei.. ii.~'udes the following key components:
a) policy;
b) persons with defined responsibilities;
c) management processes related to:
1) policy establishment;
2) awareness and competer ce nrovision;
3) planning;
4) implementatior:
5) operation;
6) perfor:nance assessment;
7) maragement review; and
8) improvement; and
3% ocuriented information.
.n 1oMS has additional key components such as:
e) information security risk assessment; and
f) information security risk treatment, including determination and implementation of controls.

This document is generic and intended to be applicable to all organizations, regardless of type, size or
nature. The organization should identify which part of this guidance applies to it in accordance with its
specific organizational context (see ISO/IEC 27001:2013, Clause 4).

© Standards Australia Limited 2017
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For example, some guidance can be more suited to large organizations, but for very small organizations
(e.g. with fewer than 10 persons) some of the guidance can be unnecessary or inappropriate.

The descriptions of Clauses 4 to10 are structured as follows:
— Requiredactivity: presentskeyactivitiesrequiredinthe corresponding subclause of ISO/IEC27001;
— Explanation: explains what the requirements of ISO/IEC 27001 imply;

— Guidance: provides more detailed or supportive information to implement “required activity”
including examples for implementation; and

— Other information: provides further information that can be considered.

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and providiig
guidance on ISO/IEC 27001:2013. Among these documents, ISO/IEC 27003 is a basic and comprei.2ns:ve
document that provides guidance for all the requirements of ISO/IEC 27001, but it ¢»2s a0t nave
detailed descriptions regarding “monitoring, measurement, analysis and evaluation” and 1..formation
security risk management. ISO/IEC 27004 and ISO/IEC 27005 focus on specific conten.s and give more
detailed guidance on “monitoring, measurement, analysis and evaluation” and iniarriation security
risk management.

There are several explicit references to documented information in ISO;"E¢ 270ul. Nevertheless, an
organization can retain additional documented information that it detern.'ne. as necessary for the
effectiveness of its management system as part of its response to ISQ/IF C 27001:2013, 7.5.1 b). In these
cases, this document uses the phrase “Documented information on * .iz-activity and its outcome is
mandatory only in the form and to the extent that the organization dezermines as necessary for the
effectiveness of its management system (see ISO/IEC 27001:2013, .'5." b)).”

© Standards Australia Limited 2017
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1 Scope
This document provides explanation and guidance on ISO/IEC 27001:2013.

2 Normative references

The following documents are referred to in the text in such a way that some or all of ti.»ir content
constitutes requirements of this document. For dated references, only the edition citea apylies. For
undated references, the latest edition of the referenced document (including any amendr. ents) applies.

ISO/IEC 27000:2016, Information technology — Security techniques — Information se: uricy management
systems — Overview and vocabulary

ISO/IEC 27001:2013, Information technology — Security techniques — Inforinatiu.. security management
systems — Requirements

3 Terms and definitions

For the purposes of this document, the terms and definitions giv *n 1n ISO/IEC 27000:2016 apply.

ISO and [EC maintain terminological databases for use ii. sten2ardization at the following addresses:
— IEC Electropedia: available at http://www.elect.upelia.org/

— ISO Online browsing platform: available at http:/, www.iso.org/obp

4 Context of the organization

4.1 Understanding the organiza.ion and its context
Required activity

The organization deterriincs ~xternal and internal issues relevant to its purpose and affecting its
ability to achieve the inte.ded outcome(s) of the information security management system (ISMS).

Explanation

As an integr.l tunction of the ISMS, the organization continually analyses itself and the world
surroundin, it. This analysis is concerned with external and internal issues that in some way affect
information sccurity and how information security can be managed, and that are relevant to the
organizetion’s objectives.

s nalysis ¢ these issues has three purposes:

-- understanding the context in order to decide the scope of the ISMS;

— analysing the context in order to determine risks and opportunities; and
— ensuring that the ISMS is adapted to changing external and internal issues.

External issues are those outside of the organization’s control. This is often referred to as the
organization’s environment. Analysing this environment can include the following aspects:

a) social and cultural;

© Standards Australia Limited 2017
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