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PREFACE

This Standard was prepared by the Standards Australia Committee 1T-032, Biometric and
Identification.

The objective of this Standard is to make available to the Australian biometrics community the
core ISO SC37 standards published over the last 24 months, specifically the CBEFF data
element specification.

This Standard is identical with, and has been reproduced from ISO/IEC 19785-1:2006,
Information technology—Common Biometric Exchange Formats Framework—Part 1: Data
element specification.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international sta.:dar! niunber
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 19785’ should read ‘this Australiar. Standard’.

(¢) A full point substitutes for a comma when referring to a decimal markc=.

Reference to International Standard Australian Standc+c

ISO/IEC AS ISO/IEC

19784 Information technology—Biometric 19784 1.0 mation technology—Biometric
application programming interface ~ppi.cation programming interface

19784-1 Part 1: BioAPI specification 19784.1 " Par: 1: BioAPI specification

19785 Information technology—Common  1978_ Information technology—Common
Biometric Exchange Formats Biometric Exchange Formats
Framework Framework

19785-2 Part 2:Procedures for the operation 19785.2 Part 2: Procedures for the operation
of the Biometric Registration of the Biometric Registration
Authority Authority

Only international references thac ha.: blen adopted as Australian or Australian/New Zealand
Standards have been listed.

The term ‘normative’ has bzen us.d in this Standard to define the application of the annex to
which it applies. A ‘normat ve’ innex is an integral part of a Standard.
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INTRODUCTION

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-based
applications and systems by specifying standard structures for biometric information records (BIRs) and a set
of abstract data elements and values that can be used to create the header part of a CBEFF-compliant BIR.

A biometric information record (BIR) is an encoding in accordance with a CBEFF patron format (see below). It
is a unit of biometric data for storage in a database or for interchange between systems or parts of systems. A
BIR always has at least two parts: a standard biometric header (SBH) and at least one biometric data bloc’
(BDB). It may also have a third part called the security block (SB). CBEFF places no requirements onr:the
content and encoding of a BDB except that its length shall be an integral number of octets; the severa! parts o
ISO/IEC 19794 specify standardized BDB formats for a number of biometric types.

The primary purpose of CBEFF is to define abstract data elements (data elements with. a set >f uefined
abstract values, with their semantics) that are expected to be of general utility as parts of the 3Bt '.ir biometric
information records. This part of ISO/IEC 19785 defines these data elements.

A CBEFF patron format is defined for a particular domain of use. A CBEFF patron icmn at is a full bit-level
specification of encodings that can carry some or all of the abstract values of some «r all « f the CBEFF data
elements defined in this part of ISO/IEC 19785 (possibly with additional abstracy values determined by the
CBEFF patron), together with one or more biometric data blocks (BDBs, ‘coriaining biometric data. It is
intended that there be a limited number of CBEFF patron formats in any giver. 4zmain of use. However, new
technologies may evolve that need new encoding rules (or support of mc e or different CBEFF data elements)
and hence may require new CBEFF patron formats for a given domain «f ccz.

CBEFF also has a requirement that a Biometric Registration Auti ori'y exist to assign unique identifiers to
biometric organizations, to biometric data block (BDB) format.. to zecurity block (SB) formats, and to CBEFF
patron format specifications (see above); to publish them ‘wnere appropriate; and to ensure that no conflicts
occur between identifiers. ISO/IEC 19785-2 specifies the ,roc :dures under which the Biometric Registration
Authority operates.

CBEFF introduces the concept of assigning a unicu= dentifier to a biometric organization. A CBEFF biometric
organization is any organization, public or_nri:ae, that requests and receives a biometric organization
identifier from the Biometric Registration Au‘nc:ity.

CBEFF also introduces the concept of . CCEFF patron. A CBEFF patron is an organization (registered as a
biometric organization) that specifies, ~r intends to specify, one or more CBEFF patron formats in an open
and public manner. Only public s'aruards organizations such as a standards body, working group, or industry
consortium, can register as CE £F, " ratrons (other CBEFF biometric organizations are not CBEFF patrons). A
CBEFF patron obtains a biomctric organization identifier from the Biometric Registration Authority, but has
privileges beyond those =" orcinary CBEFF biometric organizations: it can define, register and publish one or
more CBEFF patron forma.~-"The biometric organization identifier of a CBEFF patron can (but need not) be
encoded in BIRs coriiarming 1o the patron formats defined by that CBEFF patron.

CBEFF also defii.2s e concept of a CBEFF biometric data block (BDB) format owner. A CBEFF BDB format
owner is an organization (registered as a CBEFF biometric organization) that specifies one or more BDB
format specications. A BDB format owner obtains a CBEFF biometric organization identifier from the
Biometr.~ Rey stration Authority. A BDB format owner can be a public standards organization (that would,
coinuilentlly,“also qualify as a CBEFF patron) or any organization that has a need to define its own
vend'or-specific BDB formats, whether they are to be published or not.
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A CBEFF BDB format owner defines one or more BDB formats and assigns a BDB format identifier that
unambiguously identifies that BDB format within those defined by the BDB format owner. A BDB format
identifier (and the corresponding format) may, but need not, be registered with the Biometric Registration
Authority.

CBEFF also defines the concept of a CBEFF biometric product owner. A CBEFF biometric product owner is
an organization (registered as a CBEFF biometric organization) that assigns a biometric product identifier to a
biometric product. A biometric product owner can be a public standards organization such as a standards
body, working group, or industry consortium (such an organization would, coincidentally, also qualify as a
CBEFF patron), or any organization, such as a vendor or integrator, that has a need to assign biometric
product identifiers to biometric products. A biometric product owner can also, but need not, be a BDB format
owner and vice versa.

A CBEFF biometric product owner assigns biometric product identifiers to one or more biometric p.nducts.
The identified products can be hardware or software products or a combination of hardwere .ana zottware.
Examples of biometric products are biometric service providers (BSPs as defined by ISO/I;"2 12754-1) and
biometric transforming applications. A biometric product identifier unambiguously identifies a bioc.netric product
within those that have been assigned an identifier by the biometric product owner. ,\ biometric product
identifier may, but need not, be registered with the Biometric Registration Authority.

CBEFF also defines the concept of a CBEFF security block (SB) format owner. A UBEFF security block
format owner is an organization (registered as a CBEFF biometric organizatu 1) ti at assigns a security block
format identifier to a security block format. A CBEFF security block format ow. 27 can be a public standards
organization such as a standards body, working group, or industry cansortium (such an organization would,
coincidentally, also qualify as a CBEFF patron), or any organization, suc™ «c-a vendor or integrator, that has a
need to assign security block format identifiers to security block fcirmats. A security block format owner can
also, but need not, be a BDB format owner and vice versa.

A CBEFF security block format owner assigns security blo.n for.nat identifiers to one or more security block
formats. A security block format identifier unambiguously Jen: fies a security block format within those that
have been assigned an identifier by the biometric security block format owner. A security block format
identifier may, but need not, be registered with the Bixmetric Registration Authority.

This part of ISO/IEC 19785 specifies a simple C .5+ F BIR structure and a complex CBEFF BIR structure, and
gives the requirements for the specificetion of'a- CBEFF patron format based on one or the other of these
abstract data structures.

This part of ISO/IEC 19785 also snecfics transformations of BIRs from one CBEFF patron format into a
different CBEFF patron format.

Clause 2 specifies the confarmcnce requirements for CBEFF patrons that define CBEFF patron formats. It
also specifies the conforr>ance requirements for biometric transforming applications and for implementations
claiming conformance to a s, ccific patron format.

Clause 6.5 specifie. the CBEFF abstract data elements and the biometric transformation requirements for
each data elemen.

Annex-A ic.ncrmative. It defines a patron format conformance statement that patrons are to complete and
publish > paru of their patron format specifications as assurance that the format fully complies with CBEFF
require men.s.
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AUSTRALIAN STANDARD

Information technology — Common Biometric Exchange
Formats Framework —

Part 1:
Data element specification

1 Scope

1.1 This part of ISO/IEC 19785 defines structures and data elements for biometric information records
(BIRS).

1.2 This part of ISO/IEC 19785 defines the concept of a domain of use to establish the applicability of a
standard or specification that complies with CBEFF requirements.

1.3 This part of ISO/IEC 19785 defines the concept of a CBEFF patron format, which is a published BIR
format specification that complies with CBEFF requirements, specified by a CBEFF patron.

1.4 This part of ISO/IEC 19785 defines the abstract values (and associated semantics) of a set of CBEFF
data elements to be used in the definition of CBEFF patron formats.

1.5 This part of ISO/IEC 19785 specifies the use of CBEFF data elements by a CBEFF patron to define the
content and encoding of a standard biometric header (SBH) to be included in a biometric information record
(i.e. the definition of a CBEFF patron format).

1.6 This part of ISO/IEC 19785 provides the means for identification of the formats of the biometric data
blocks (BDBs) in a BIR, but the standardization and interoperability of BDB formats is not in the scope of this
part of ISO/IEC 19785. It also provides a means (the security block) for BIRs to carry information about the
encryption of a BDB in the BIR and about integrity mechanisms applied to the BIR as a whole, but the
structure and content of security blocks is the responsibility of CBEFF patrons and is not in the scope of this
part of ISO/IEC 19785. Further, the specification of encryption mechanisms for BDBs and of integrity
mechanisms for BIRs is not in the scope of this part of ISO/IEC 19785.

1.7 This part of ISO/IEC 19785 specifies transformations from one CBEFF patron format to a different
CBEFF patron format.

1.8 The encoding of the abstract values of CBEFF data elements to be used in the specification of CBEFF
patron formats is not in the scope of this part of ISO/IEC 19785.

1.9 ISO/IEC 19785-2 specifies the operation of the Biometric Registration Authority for the issuing of
biometric organization identifiers and the registration of BDB formats, CBEFF patron formats, security block
formats, and biometric products.

1.10 A future part of ISO/IEC 19785 (ISO/IEC 19785-3) will specify several patron format specifications for
which ISO/IEC JTC 1 SC 37 is the CBEFF patron.

1.11 Protection of the privacy of individuals from inappropriate dissemination and use of biometric data is not
in the scope of this part of ISO/IEC 19785, but may be subject to national regulation.
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