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PREFACE 

This Standard was prepared by the Standards Australia Committee IT-012, Information 

Systems, Security and Identification. 

The objective of this Standard is to specify two hash-functions which make use of modular 

arithmetic. These hash-functions, which are believed to be collision-resistant, compress 

message of arbitrary but limited length to a hash-code whose length is determined by the length 

of the prime number used in the reduction-function defined in Clause 7.3. Thus, the hash-code 

is easily scaled to the input length of any mechanism (e.g. signature algorithm, identification 

scheme). 

This Standard is identical with, and has been reproduced from ISO/IEC 10118-4:1998, 

Information technology—Security techniques—Hash-functions—Part 4: Hash-functions using 

modular arithmetic. 

As this Standard is reproduced from an international standard, the following applies: 

(a) Its number appears on the cover and title page while the international standard number 

appears only on the cover. 

(b) In the source text ‘this part of ISO/IEC 10118’ should read ‘this Australian Standard’. 

(c) A full point substitutes for a comma when referring to a decimal marker. 

The term ‘informative’ has been used in this Standard to define the application of the annex to 

which it applies. An ‘informative’ annex is only for information and guidance. 

References to International Standards should be replaced by references to Australian or 

Australian/New Zealand Standards, as follows: 

Reference to International Standard  Australian Standard 

ISO/IEC  AS ISO/IEC 

10118 Information technology—Security 

techniques—Hash functions  

 10118 Information technology—Security 

techniques—Hash functions 

10118-1 Part 1: General  10118.1 Part 1: General 
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1

Information technology — Security techniques — Hash
functions —

Part 4:
Hash-functions using modular arithmetic

1 Scope

This part of ISO/IEC 10118 specifies two hash-functions which make use of modular arithmetic. These hash-func-
tions, which are believed to be collision-resistant, compress messages of arbitrary but limited length to a hash-code
whose length is determined by the length of the prime number used in the reduction-function defined in 7.3. Thus,
the hash-code is easily scaled to the input length of any mechanism (e.g., signature algorithm, identification
scheme).

The hash-functions specified in this part of ISO/IEC 10118, known as MASH-1 and MASH-2 (Modular Arithmetic
Secure Hash) are particularly suitable for environments in which implementations of modular arithmetic of sufficient
length are already available. The two hash-functions differ only in the exponent used in the round-function.

2 Normative reference

The following standard contains provisions which, through reference in this text, constitute provisions of this part of
ISO/IEC 10118. At the time of publication, the edition indicated was valid. All standards are subject to revision and
parties to agreements based on this part of ISO/IEC 10118 are encouraged to investigate the possibility of applying
the most recent edition of the standard indicated below. Members of IEC and ISO maintain registers of currently
valid International Standards.

ISO/IEC 10118-1: 1994, Information technology – Security techniques – Hash-functions – Part 1: General.

3 Terms and definitions

For the purposes of this part of ISO/IEC 10118, the following definitions apply.

3.1 From ISO/IEC 10118-1

– collision-resistant hash-function

– data string (data)

– hash-code

– hash-function

– initializing value

– padding.

3.2 Unique to this part of ISO/IEC 10118

3.2.1
block
a string of bits of length Lφ, which shall be an integer multiple of 16 (see also clause 6.1)

EXAMPLE The length of the output Hj  of the round-function.
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