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PREFACE

This Standard was prepared by the Standards Australia Committee 1T-012, Information
Systems, Security and Identification.

The objective of this Standard is to specify hash-functions which make use of an n-bit block
cipher algorithm. They are therefore suitable for an environment in which such an algorithm is
already implemented.

Four hash-functions are specified. The first provides hash-codes of length smaller than or equa:
to n, where n is the block-length of the algorithm used. The second provides hash-coacs of
length less than or equal to 2#x; the third provides hash-codes of length equal to 2x, the ‘ou.th
provides hash-codes of length 3n. All four of the hash-functions specified in this nar. of
AS 10118 conform to the general model specified in AS 10118.1.

This Standard is identical with, and has been reproduced from ISO/IEC 101.8-2:2000,
Information technology—Security techniques—Hash-functions—Part 2: Hash-fui ctions using an
n-bit block cipher.

As this Standard is reproduced from an international standard, the follewinz 2pplies:

(a) Its number appears on the cover and title page while the inte.nat onal standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 10118’ should-wzac ‘this Australian Standard’.
(c) A full point substitutes for a comma when referring to ».<ecimal marker.

The term ‘informative’ has been used in this Standz:d 1o define the application of the annex to
which it applies. A ‘informative’ annex is an integr.l pirt of a Standard.
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INTRODUCTION

The International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this part of ISO/IEC 10118 may involve the use of a
patent concerning the “Data Authentication Using Modification Detection Codes Based on a Public One W a
Encryption Function,” (U.S. Patent 4,908,861 issued 1990-03-13).

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured 1SO and IEC that he is willing to negotiate licences u.:der reasonable
and non-discriminatory terms and conditions with applicants throughout the world. In this resvec: the statement of
the holder of this patent right is registered with ISO and IEC. Information may be obtained fror..

Director of Licensing

International Business Machnies Corporation
500 Columbus Avenue

Thornwood, NY 10594

US.A

Attention is drawn to the possibility that some of the elements of this Lart of ISO/IEC 10118 may be the subject of
patent rights other than those identified above. ISO and IEC shall not.be neid responsible for identifying any or all
such patent rights.
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AUSTRALIAN STANDARD

Information technology — Security techniques —
Hash-functions —

Part 2:
Hash-functions using an n-bit block cipher

1 Scope

This part of ISO/IEC 10118 specifies hash-functions which make use of an n-bit block cipaer algorithm. They are
therefore suitable for an environment in which such an algorithm is already implemen.=d.

Four hash-functions are specified. The first provides hash-codes of length smallz= thc20r equal to n, where n is the
block-length of the algorithm used. The second provides hash-codes of leng.1 lets than or equal to 2n; the third
provides hash-codes of length equal to 2n; and the fourth provides hash-codes ur length 3n. All four of the hash-
functions specified in this part of ISO/IEC 10118 conform to the genera' mdel specified in ISO/IEC 10118-1.

2 Normative references

The following normative documents contain provisions which, th-ough reference in this text, constitute provisions of
this part of ISO/IEC 10118. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this part of ISO/IEC 10118 are encouraged to
investigate the possibility of applying the most recer.t eaitions of the normative documents indicated below. For
undated references, the latest edition of the ncxmative document referred to applies. Members of ISO and IEC
maintain registers of currently valid Internaticha» Starnidards.

ISO/IEC 10116:1997, Information techno!ngy — Security techniqgues — Modes of operation for an n-bit block cipher.

ISO/IEC 10118-1:2000, Informatior-iachiiilogy — Security techniques — Hash-functions — Part 1: General.

3 Terms and definitior's

For the purposes of this pai. of ISO/IEC 10118, the terms and definitions given in ISO/IEC 10118-1 and the
following apply.

3.1

n-bit block cinher
a block ciphe. vith the property that plaintext blocks and ciphertext blocks are n bits in length (see ISO/IEC 10116)

4 . Symbols and abbreviated terms

Eor the purposes of this part of ISO/IEC 10118, the symbols and abbreviations given in ISO/IEC 10118-1 and the
following apply:

e n-bit block cipher algorithm (see ISO/IEC 10116)

K Key for the algorithm e (see ISO/IEC 10116)

www.standards.org.au © Standards Australia
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