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PREFACE

This Standard was prepared by the Standards Australia Committee 1T-012, Information
Systems, Security and Identification.

The objective of this Standard to specify hash-functions and is therefore applicable to the
provision of authentication, integrity and non-repudiation services. Hash-functions map
arbitrary strings of bits to a fixed-length strings of bits, using a specified algorithm. They can be
used for reducing a message to a short imprint for input to a digital signature mechanism, and
committing the user to a given string of bits without revealing this string.

This Standard is identical with, and has been reproduced from ISO/IEC 10118-120u9,
Information technology—Security techniques—Hash-functions—Part 1: General.

As this Standard is reproduced from an international standard, the following applie:

(a) Its number appears on the cover and title page while the international {tandard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 10118’ should read ‘this Atstraiian Standard’.
(c) A full point substitutes for a comma when referring to a decim: ! me rker.

The term ‘normative’ has been used in this Standard to define the application of the annex to
which it applies. A ‘normative’ annex is an integral part of a Swot Ja=d.
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AUSTRALIAN STANDARD

Information technology — Security techniques — Hash-functions —

Part 1:
General

1 Scope

ISO/IEC 10118 specifies hash-functions and is therefore applicable to the provision of authenticati~n, \~tegrity and
non-repudiation services. Hash-functions map arbitrary strings of bits to a fixed-length siings o bits, using a
specified algorithm. They can be used for

- reducing a message to a short imprint for input to a digital signature mechanism, and
- committing the user to a given string of bits without revealing this string.

NOTE - The hash-functions specified in this part of ISO/IEC 10118 do not invy ve L e use of secret keys. However,
these hash-functions may be used, in conjunction with secret keys, to bun'-“nessage authentication codes.
Message Authentication Codes (MACs) provide data origin authenticaticn as well as message integrity. For the
calculation of a MAC the user is referred to ISO/IEC 9797.

This part of ISO/IEC 10118 contains definitions, symbols, abhreviatione and requirements, that are common to all
the other parts of ISO/IEC 10118.

2 Normative references

The following normative documents contain provisivnia: vhich, through reference in this text, constitute provisions of
this part of ISO/IEC 10118. For dated referzinces. subsequent amendments to, or revisions of, any of these
publications do not apply. However, partias ty.agr2ements based on this part of ISO/IEC 10118 are encouraged to
investigate the possibility of applying the \10sc1ecent editions of the normative documents indicated below. For
undated references, the latest edition o1 the normative document referred to applies. Members of ISO and IEC
maintain registers of currently valid '~ter.~ional Standards.

ISO/IEC 9797 (all parts), Inforr: atior technology — Security techniques — Message Authentication Codes (MACS).

3 Terms and definitionc

For the purposes of ti.'s part of ISO/IEC 10118, the following terms and definitions apply.

3.1

big-enu’an

a mei-od  f sto age of multi-byte numbers with the most significant bytes at the lowest memory addresses
3.7

~oilision-resistant hash-function

a lhash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs which
map to the same output

NOTE — computational feasibility depends on the specific security requirements and environment.

3.3
data string (data)
a string of bits which is the input to a hash-function
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