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Preface

This Standard was prepared by the Standards Australia Committee ME-063, Earthmoving Equipment.

The objective of this document is to specify general principles for software development and signal
transmission requirements of safety-related parts of machine-control systems (MCS) in earth-moving
machinery (EMM) and its equipment, as defined in ISO 6165. In addition, this document addresses
the significant hazards as defined in ISO 12100 related to the software embedded within the machine
control system. The significant hazards being addressed are the incorrect machine control system
output responses from machine control system inputs.

Cyber security is out of the scope of this document.
This document is not applicable to EMM manufactured before the date of its publication.

This document is identical with, and has been reproduced from, ISO 19014-4:2020, “art.»-r.oving
machinery — Functional safety — Part 4: Design and evaluation of software and data trans.»ission for
safety-related parts of the control system.

As this document has been reproduced from an International Standard, a full point sunstitutes for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adop’ions of international
normative references may be used interchangeably. Refer to the onlinz catalogue for information on
specific Standards.

The terms “normative” and “informative” are used in Stanidaris t> define the application of the
appendices or annexes to which they apply. A “normative” «npeadix or annex is an integral part of a
Standard, whereas an “informative” appendix or annex is exly 1or information and guidance.
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fo. the
different types of ISO documents should be noted. This document was drafted in accordance wich ti.2
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be 1. suuject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Intrcduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniri.ze ¢“users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the mcaning of ISO specific terms and
expressions related to conformity assessment, as well as inform~tio. about ISO's adherence to the
World Trade Organization (WTO) principles in the Technica! Berriess to Trade (TBT), see www.iso
.org/iso/foreword.html.

This document was prepared by ISO/TC 127, Earth-mo-ing.m.achinery, Subcommittee SC 2, Safety,
ergonomics and general requirements, in collaboration with iv>e suropean Committee for Standardization
(CEN) Technical Committee CEN/TC 151, Construction equipment and building material machines - Safety,
in accordance with the Agreement on technical coapuratian between ISO and CEN (Vienna Agreement).

This first edition of ISO 19014-4, together wit'sati2 - parts in the ISO 19014 series, cancels and replaces
[SO 15998:2008 and ISO/TS 15998-2:2012, v. bick have been technically revised.

The main changes compared to the previ»us documents are as follows:

— additional requirements for scrtyvare development,

— requirements for software-Lased parametrization development,

— requirements for transi.iss.on of safety related messages on a communication bus, and
— requirements fer soi>ware validation and verification of machine performance levels.
Alist of all parts in e 1SO 19014 series can be found on the ISO website.

Any feedbacizor questions on this document should be directed to the user’s national standards body. A
comple®e licting « f these bodies can be found at www.iso.org/members.html.

© Standards Australia Limited 2022
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Introduction

This document addresses systems comprising any combination of electrical, electronic, and
programmable electronic components [electrical/electronic/programmable electronic systems (E/E/
PES)] used for functional safety in earth-moving machinery.

The structure of safety standards in the field of machinery is as follows.

Type-A standards (basis standards) give basic concepts, principles for design, and general aspects t!at
can be applied to machinery.

Type-B standards (generic safety standards) deal with one or more safety aspect(s), or ‘2ne or nmuore
type(s) of safeguards that can be used across a wide range of machinery:

— type-B1 standards on particular safety aspects (e.g. safety distances, surface temoer. tuie, noise);

— type-B2 standards on safeguards (e.g. two-hands controls, interlocking devices, pressure sensitive
devices, guards).

Type-C standards (machinery safety standards) deal with detailed safety requireinents for a particular
machine or group of machines.

This document is a type-C standard as stated in ISO 12100.

This document is of relevance, in particular, for the follow.ng stakeholder groups representing the
market players with regard to machinery safety:

— machine manufacturers (small, medium, and large e.:tei pvises);
— health and safety bodies (regulators, accident yrevernsion organisations, market surveillance etc.).

Others can be affected by the level of machinery safety achieved with the means of the document by the
above-mentioned stakeholder groups:

— machine users/employers (small, medium, and large enterprises);
— machine users/employees (e.g.trc te unions, organizations for people with special needs);
— service providers, e. g. forrmaintenance (small, medium, and large enterprises);

The above-mentioned stake bolcer groups have been given the possibility to participate at the drafting
process of this documen*

The machinery conc °»rne 1 and the extent to which hazards, hazardous situations, or hazardous events
are covered are indica.=d in the Scope of this document.

When require nencs of this type-C standard are different from those which are stated in type-A or
type-B stancuaras, the requirements of this type-C standard take precedence over the requirements of
the othcr standards for machines that have been designed and built according to the requirements of
th's {;ne C standard.
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Australian Standard®

Earth-moving machinery — Functional safety

Part 4: Design and evaluation of software and data transmission for safety-
related parts of the control system

1 Scope

This document specifies general principles for software development and signal transmis:ion
requirements of safety-related parts of machine-control systems (MCS) in earth-moving machi: ry
(EMM) and its equipment, as defined in ISO 6165. In addition, this document addresses«he -ignificant
hazards as defined in ISO 12100 related to the software embedded within the machine coi.tro. system.
The significant hazards being addressed are the incorrect machine control system out,ut esponses
from machine control system inputs.

Cyber security is out of the scope of this document.
NOTE For guidance on cybersecurity, see an appropriate security standard.

This document is not applicable to EMM manufactured before the dats«f ito.;yublication.

2 Normative references

The following documents are referred to in the text in s'ich A way that some or all of their content
constitutes requirements of this document. For dated ‘=fe:~iices, only the edition cited applies. For
undated references, the latest edition of the referencea 1oc:ment (including any amendments) applies.

ISO 6750-1, Earth-moving machinery — Operator’s ni.ani al — Part 1: Contents and format
[SO 12100:2010, Safety of machinery — Gener.:l principles for design — Risk assessment and risk reduction

ISO 13849-1, Safety of machinery — Cai>ty-related parts of control systems — Part 1: General
principles for design

ISO 19014-1, Earth-moving machiaer;: — Functional safety — Part 1: Methodology to determine safety-
related parts of the control system «nd performance requirements

ISO 19014-2:—Y, Earth-mcyino machinery — Functional safety — Part 2: Design and evaluation of
hardware and architectu: > requirements for safety-related parts of the control system

3 Terms and det.nitions

For the purnos=s of this document, the terms and definitions in ISO 12100, ISO 19014-1, ISO 13849-1
and the follov:ing apply.

[S? a2 1%C maintain terminological databases for use in standardization at the following addresses:

— . IS0 Oaline browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

1) Under preparation. Stage at the time of publication: ISO/DIS 19014-2:2020.
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