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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-014, Health Informatics. After consultation with stakeholders in both
countries, Standards Australia and Standards New Zealand decided to develop this Standard as an
Australian Standard rather than an Australian/New Zealand Standard.

This Standard is identical with, and has been reproduced from, ISO/TS 17090-3:2002, Health
informatics—Public key infrastructure—Part 3: Policy management of certification authority.

Committee IT-014 provided input to the International Organization for Standardization ‘1SO)
Committee, ISO/TC 215 on Health Informatics, in the preparation of the ISO 17090 fawily of
International Standards.

The objective of this Standard is to provide guidelines for certificate management issucs involved in
implementing and operating a healthcare public key infrastructure (PKI). It speci.ies a structure and
minimum requirements for certificate policies, as well as a structure for .asscciated certification
practice statements. This Standard also identifies the principles needed in a‘hea.‘hcaie security policy
for cross-border communication and defines the minimum levels of secuzity =<quired, concentrating
on aspects unique to healthcare.

This Standard is Part 3 of AS ISO 17090, Health informatics«—P blic key infrastructure, which is
published in parts as follows:

Part 1: Framework and overview
Part 2: Certificate profile
Part 3: Policy management of certification authority (*iis .tandard)

The terms ‘normative’ and ‘informative’ are used to dcfin_ the application of the annex to which they
apply. A normative annex is an integral part of a standard, whereas an informative annex is only for
information and guidance.

As this Standard is reproduced from an interint’onal standard, the following applies:

(a) Its number appears on the cover a. 4 ti'le page while the international standard number appears
only on the cover.

(b) In the source text ‘this part 0.1 O/TS 17090° should read ‘this Australian Standard’.
(c) A full point substitutes f» a “omma when referring to a decimal marker.

References to Internationa' Standards should be replaced by references to Australian or
Australian/New Zealar ! Ste ndards, as follows:

Reference to‘Inte.mational Standard Australian or Australian/New Zealand Standards

ISO/TS AS ISO

17090 Health informatics—Public 17090 Health informatics—Public key
key infrastructure infrastructure

17C20-1 Part 1 : Framework and 17090.1 Part 1 : Framework and
overview overview

17090-2 Part 2: Certificate profile 17090.2 Part 2: Certificate profile

SO/IEC AS/NZS ISO/IEC

17799 Information technology—Code 17799 Information technology—Code
of practice for information of practice for information

security management security management
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INTRODUCTION

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based processes to
automated electronic processes. New models of healthcare delivery are emphasizing the need for patient
information to be shared among a growing number of specialist healthcare providers and across traditional
organizational boundaries.

Healthcare information concerning individual citizens is commonly interchanged by means of electronic mail,
remote database access, electronic data interchange and other applications. The Internet provides a highly cost-
effective and accessible means of interchanging information, but is also an insecure vehicle that demars
additional measures be taken to maintain the privacy and confidentiality of information. Threats to the secuitv «f
health information through unauthorized access (either inadvertent or deliberate) are increasing. It is exsential
have available to the healthcare system reliable information security services that minimize the risk of vnau‘horized
access.

How does the healthcare industry provide appropriate protection for the data conveyed acros  the Internet in a
practical, cost-effective way? Public key infrastructure (PKI) technology seeks to address this challe age.

PKIl is a blend of technology, policy and administrative processes that enable the exchanyc 2 sensitive data in an
unsecured environment by the use of “public key cryptography” to protect information in .:ansit and “certificates” to
confirm the identity of a person or entity. In healthcare environments, PKI uses anthentication, encipherment and
digital signatures to facilitate confidential access to, and movement of, indiv.¥ial health records to meet both
clinical and administrative needs. The services offered by a PKI (including enciphu~.ent, information integrity and
digital signatures) are able to address many of these security issues. This i5 especially the case if PKI is used in
conjunction with an accredited information security standard. Many individu=:"c:ganizations around the world have
started to apply PKI for this purpose.

Interoperability of PKI technology and supporting policies, procedu-es ond practices is of fundamental importance if
information is to be exchanged between organizations aru be.veen jurisdictions in support of healthcare
applications (for example between a hospital and a community »hy sician working with the same patient).

Achieving interoperability between different PKI schemes recuires the establishment of a framework of trust, under
which parties responsible for protecting an individua' c.ixforrnation rights may rely on the policies and practices
and, by extension, the validity of digital certificates isc:nd by other established authorities.

Many countries are adopting PKls to sunpc secure communications within their national boundaries.
Inconsistencies will arise in policies and p-ocedures between the certification authorities (CAs) and registration

authorities (RAs) of different countries 7. \’KIl standards development activity is restricted to within national
boundaries.

PKI technology is still rapid:. eolving in certain aspects that are not specific to healthcare. Important
standardization efforts and, <1 sume cases, supporting legislation are ongoing. On the other hand, healthcare
providers in many countries < already using or planning to use PKI. This Technical Specification seeks to
address the need for giiiuance of .hese rapid international developments.

This three-part docuien. is being issued in the Technical Specification series of publications (according to the
ISO/IEC Directives, Pait 1, 3.1.1.1) as a prospective standard for the use of PKI in the field of healthcare because
there is ar urzen. need for guidance on how standards in this field should be used to meet an identified need. This
document I .not > be regarded as an International Standard. It is proposed for provisional application so that
informaticy ard experience of its use in practice may be gathered. ISO/TC 215 intends to revise it into a full
Interr.aunar Standard after a three-year period.

"'his Technical Specification describes the common technical, operational and policy requirements that need to be
audrzssed to enable PKI to be used in protecting the exchange of healthcare information within a single domain,
between domains and across jurisdictional boundaries. Its purpose is to create a platform for global interoperability.
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It specifically supports PKI enabled communication across borders, but could also provide guidance for the
establishment of healthcare PKIs nationally or regionally. The Internet is increasingly used as the vehicle of choice
to support the movement of healthcare data between healthcare organizations and is the only realistic choice for
cross-border communication in this sector.

This Technical Specification should be approached as a whole, with the three parts all making a contribution to
defining how PKls can be used to provide security services in the health industry, including authentication,
confidentiality, data integrity and the technical capacity to support the quality of digital signature.

ISO/TS 17090-1 defines the basic concepts of a healthcare public key infrastructure (PKI) and provides a sche e
of interoperability requirements to establish a PKI enabled secure communication of health information.

ISO/TS 17090-2 provides healthcare specific profiles of digital certificates based on the Internatio.al Standard
X.509 and the profile of this specified in IETF/RFC 2459 for different types of certificates.

ISO/TS 17090-3 deals with management issues involved in implementing and operatin' .a “ea.care PKI. It
defines a structure and minimum requirements for certificate policies (CPs) and a structure for associated
certification practice statements. This part is based on the recommendations of the IETF/RFC 2527 Internet X.509
Public Key Infrastructure Cetrtificate Policy and Certification Practices Framework .ana identifies the principles
needed in a healthcare security policy for cross border communication. It also ¢>fines the minimum levels of
security required, concentrating on the aspects unique to healthcare.

Comments on the content of this document, as well as comments, suggestio: s ar d information on the application
of these technical specifications may be forwarded to the ISO/TC 215 secretaria.. tsandler@astm.org and the WG4
secretariat w4sec215@medis.or.jp.
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AUSTRALIAN STANDARD

Health informatics — Public key infrastructure —

Part 3:
Policy management of certification authority

1 Scope

This part of ISO/TS 17090 gives guidelines for certificate management issues involved in ‘mplementing and
operating a healthcare public key infrastructure (PKI). It specifies a structure and mi:imum requirements for
certificate policies, as well as a structure for associated certification practice statements.

This part of ISO/TS 17090 also identifies the principles needed in a healthcare socurty policy for cross-border

communication and defines the minimum levels of security required, coacen trating on aspects unique to
healthcare.

2 Normative references

The following normative documents contain provisions whic\, through reference in this text, constitute provisions of
this part of ISO/TS 17090. For dated references, subseqguent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this part of ISO/TS 17090 are encouraged to
investigate the possibility of applying the most recert ec:tions of the normative documents indicated below. For
undated references, the latest edition of the narmauv¢» document referred to applies. Members of 1ISO and IEC
maintain registers of currently valid Internatiora: Ste: dards.

ISO/TS 17090-1:2002, Health informatice —  Puulic key infrastructure — Part 1: Framework and overview

ISO/TS 17090-2:2002, Health inforr.ctics - - Public key infrastructure — Part 2: Certificate profile

ISO/IEC 17799:2000, Informatic a teciinology — Code of practice for information security management

IETF/RFC 2511, Internet X.509 Certificate Request Message Format

IETF/RFC 2527, Inf¢rne* X.509 Public Key Infrastructure Cetrtificate Policy and Certification Practices Framework

U.S. government sicndard FIPS-140-1, level 1 and level 2

3 ~Ter™s and definitions

For \1e purposes of this part of ISO/TS 17090, the terms and definitions given in ISO/TS 17090-1:2002 apply.
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