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Preface

This Standard was prepared by the Standards Australia Committee IT-005, Financial Transaction
Systems, to supersede AS 2805.14.2—2009, Electronic funds transfer — Requirements for interfaces
—Part 14.2: Secure cryptographic devices (retail) — Security compliance checklists for devices used in
financial transactions.

The objective of this Standard is to specify checklists to be used to evaluate secure cryptographic
devices (SCDs) incorporating cryptographic processes as specified in ISO 9564-1, IS0 9564-2, IS0 16609,
AS 2805.6.1.1 (identical adoption of ISO 11568-1), AS 2805.6.1.2 (identical adoption of ISO 11568-2),
and AS 2805.6.1.4 (identical adoption of ISO 11568-4), in the financial services environment. Integrated
circuit (IC) payment cards are subject to the requirements identified in this document up unti. the
time of issue after which they are to be regarded as a “personal” device and outside of the scune of
this document.

This Standard is identical with, and has been reproduced from, ISO 13491-2:2017, Financiu” ser vices —
Secure cryptographic devices (retail) — Part 2: Security compliance checklists for devices used ir. financial
transactions.

As this document has been reproduced from an International Standard, a full‘noir.= sulsstitutes for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adcucions of international
normative references may be used interchangeably. Refer to the oi.'inz catalogue for information on
specific Standards.

The terms “normative” and “informative” are used in Standards o u~fine the application of the annexes
to which they apply. A “normative” annex is an integral part of a Standard, whereas an “informative”
annex is only for information and guidance.

© Standards Australia Limited 2019
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed. fo. the
different types of ISO documents should be noted. This document was drafted in accordance wich ti.2
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be 1. suuject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Intrcduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniri.ze ¢“users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the muaring of ISO specific terms and
expressions related to conformity assessment, as well as inform~tio. about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Farr ers o Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/TC 68, Financial services, Suocommittee SC 2, Security.

This fourth edition cancels and replaces the third edition (ISO 13491-2:2016), of which it constitutes a
minor revision with the following changes:

— references made to H.5 have been replaced wito ISO 9564-1;
— editorially revised.

Alist of all the parts in the ISO 13491 z=ri>s can be found on the ISO website.

© Standards Australia Limited 2019
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Introduction

This document specifies both the physical and logical characteristics and the management of the
secure cryptographic devices (SCDs) used to protect messages, cryptographic keys, and other sensitive
information used in a retail financial services environment.

The security of retail financial services is largely dependent upon the security of these
cryptographic devices.

Security requirements are based upon the premise that computer files can be accessed and manipul 1te.'
communication lines can be “tapped”, and authorized data or control inputs in a system device =21 be
replaced with unauthorized inputs. While certain cryptographic devices (e.g. host securi:v modules)
reside in relatively high-security processing centres, a large proportion of cryptographic acvices used in
retail financial services (e.g. PIN entry devices, etc.) now reside in non-secure environments. Therefore,
when PINs, MACs, cryptographic keys, and other sensitive data are processed in thise\'evii.2s, there is a
risk that the devices can be tampered with, or otherwise, compromised to disclose ¢.: mouify such data.

Itis to be ensured that the risk of financial loss is reduced through the appropria ‘e use of cryptographic
devices that have proper physical and logical security characteristics and arc; roperly managed. To
ensure that SCDs have the proper physical and logical security, they require € -alu ition.

This document provides the security compliance checklists for cralurting SCDs used in financial
services systems in accordance with ISO 13491-1. Other evaluation ‘rameworks exist and may be
appropriate for formal security evaluations (e.g. ISO/IEC 155981, ISO/IEC 15408-2, ISO/IEC 15408-3,
and ISO/IEC 19790) and are outside the scope of this documant.

Appropriate device characteristics are necessary to 2nscre hat the device has the proper operational
capabilities and provides adequate protection for the acta .t contains. Appropriate device management
is necessary to ensure that the device is legitimatz, that it has not been modified in an unauthorized
manner (e.g. by “bugging”) and that any sensitive d2.a placed within the device (e.g. cryptographic
keys) have not been subject to disclosure or change.

Absolute security is not practically achievav!. Cryptographic security depends upon each life cycle
phase of the SCD and the complementzv ¢« mbination of appropriate device management procedures
and secure cryptographic characte-istits. These management procedures implement preventive
measures to reduce the opporturity for a breach of cryptographic device security. These measures aim
for a high probability of detection of any illicit access to sensitive or confidential data in the event that
device characteristics fail te'pzeveit or detect the security compromise.

© Standards Australia Limited 2019
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Australian Standard®

Financial services—Secure cryptographic devices (retail)
Part 2: Security compliance checklists for devices used in financial transactions

1 Scope

This document specifies checklists to be used to evaluate secure cryptographic devices (SCIus)
incorporating cryptographic processes as specified in ISO 9564-1, ISO 9564-2, 1SO 16609, ISO 11558
[SO 11568-2, and ISO 11568-4 in the financial services environment. Integrated circuit (IC) pevn ent
cards are subject to the requirements identified in this document up until the time of issue after which
they are to be regarded as a “personal” device and outside of the scope of this document.

This document does not address issues arising from the denial of service of an SCD-

In the checklists given in Annex A to Annex H, the term “not feasible” is intended to -onvey the notion
that although a particular attack might be technically possible, it would not he economically viable
since carrying out the attack would cost more than any benefits obtained frc= 1 successful attack. In
addition to attacks for purely economic gain, malicious attacks directed fow.rd loss of reputation need
to be considered.

2 Normative references

The following documents are referred to in the text in sricn a vay that some or all of their content
constitutes requirements of this document. For datea ret.rer.ces, only the edition cited applies. For
undated references, the latest edition of the referencec docuiment (including any amendments) applies.

[SO 9564-1, Financial services — Personal Identificc.ion Number (PIN) management and security — Part
1: Basic principles and requirements for PINs in card-bused systems

[SO 11568-1, Banking — Key management (-»tvil) —- Part 1: Principles

[SO 11568-2, Financial services — Kzy mu..agement (retail) — Part 2: Symmetric ciphers, their key
management and life cycle

ISO 11568-4, Banking — Kev r:.anugement (retail) — Part 4: Asymmetric cryptosystems — Key
management and life cycle

ISO 13491-1, Financial s¢ -vices— Secure cryptographic devices (retail) — Part 1: Concepts, requirements
and evaluation metheu:

ISO 16609, Financial sc-vices — Requirements for message authentication using symmetric techniques

ISO/IEC 1303. Injcrmation technology — Security techniques — Random bit generation

3. Terms and definitions
Yartho pusposes of this document, the terms and definitions given in ISO 13491-1 and the following apply.
109 and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31

auditor

person who has the appropriate skills to check, assess, review, and evaluate compliance with an
informal evaluation on behalf of the sponsor or audit review body
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